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As a nation, the United States is committed to 

the ideals of a free market economy—that 

competition among firms leads to greater levels of 

efficiency. The operation of the U.S. defense 

industrial base is no exception. It relies on both 

public-sector (government owned/operated) and 

private-sector (commercial) firms for the 

procurement of materials, products, and services 

necessary to properly equip America’s Warfighters. 

Indeed, the defense industrial base is diverse, 

complex, and global. As such, the Department of 

Defense (DOD) has always relied to some extent on 

production that takes place in foreign firms, 

particularly at the sub-tier level1.  

The end of the Cold War led to a reduction in 

U.S. military spending and a greater reliance on 

market forces (and private sector firms) to support 

the defense industrial base. The foreign share of the 

defense industrial base grew. Today, the defense 

industrial base is totally reliant on foreign nations for 

the procurement of each of the following: electronics 

(Department of Defense 2018); high-tenacity, 

military grade polyester fiber (Department of 

Defense 2018); certain specialty chemicals for 

munitions and missile use (Metal/Center News 

2013); proprietary carbon fibers used in missiles, 

satellites, space launches, and other purposes 

(Department of Defense 2018); and image intensifier 

tube core glass critical to U.S. night vision systems 

(Department of Defense 2018).  

A contemporary national security problem is 

U.S. dependence on strategic competitor nations—

those nations (e.g., Russia and China) that aim to 

upset the current international order and, more 

 
1 Suppliers, distributors, vendors, or firms that furnish supplies 

or services to or for a prime subcontractor or another sub-tier 

contractor 

specifically, undercut U.S. global preeminence. 

According to the Department of Defense (2018), this 

problem stems from two macroeconomic factors: (1) 

the decline of U.S. civilian manufacturing base 

capabilities and (2) the rise of competitor nations.  

The DOD report (2018) placed great 

emphasis on China as the primary revisionist power 

threat to U.S. national security via the defense 

industrial base. China’s strategy of economic 

expansion has for many years employed both legal 

and illicit means to undermine free market principles 

and increase its global market share of critical 

materials and technologies (United States Trade 

Representative 2018). As a result, the U.S. is 

dependent on China for many materials critical to the 

health and function of the defense industrial base.  

Rare earth minerals represent a particularly 

significant example of U.S. dependence on China. 

Indeed, rare earths can be considered a critical case 

study (Yin 1994) of foreign dependence—if the U.S. 

can successfully lower the national security risk for 

this class of compounds, then it can successfully 

manage other cases of foreign dependence that pose a 

similar or less significant threat. This paper describes 

a discrete set of policy options for increasing the 

resiliency of the U.S. defense industrial base to 

supply shocks from China and a strategy formulation 

process based on these discrete options. 

Figure 1. Source:  Rare Element Resources (Rare Element 

Resources 2016) 
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WHAT ARE RARE EARTHS? 

Rare Earth Elements (REEs) are a set of 17 

metallic elements (Figure 1) which are abundant in 

number but occur in low concentrations in the Earth’s 

crust. Mining and refining REEs is economically 

costly; however, due to their unique magnetic, 

luminescent, and electrochemical properties, rare 

earths are responsible for breakthroughs in producing 

technologies that are lighter, smaller, more thermally 

durable, and more efficient or emissions friendly, 

among other improvements (Rare Earth Technology 

Alliance 2018). Figure 2 lists modern-day products 

made from rare earth elements. The largest segment 

of consumption for rare earth elements (and fastest 

growing segment) is permanent magnets, which 

represent 31% of global consumption in 2016 

(Gayonnet 2018). Permanent magnets based on rare 

earth elements are used in virtually all high-tech 

products (e.g., smart phones and other electronics), 

including those used in aerospace and defense 

applications. 

Ensuring that the defense industrial base has a 

secure and adequate supply of rare earth elements is a 

matter of national security. Between 2016 and 2017, 

the United States did not mine any rare earth 

elements domestically after the Mountain Pass 

mine in California was put on care and 

maintenance status in the fourth quarter of 2015 

(U.S. Geologicial Survey 2018). Consequently, 

the U.S. was entirely reliant on foreign nations 

for the procurement and supply of rare earth 

elements. In 2018, the Mountain Pass mine 

restarted and the U.S. produced 15,000 metric 

tons of rare earths (United States Geological 

Survey 2019); however, most of those rare 

earths had to be sent overseas to be refined and 

processed into usable product (Gabriel 2019). In 

particular, the United States is almost entirely 

reliant on China—a strategic competitor, as 

China has captured 90-95% of the world’s 

market for mining and refining rare earths 

(Grasso 2013). Rare earths are critical 

components in more than 200 high-tech 

electronics and devices produced both for consumer 

and military use (Grasso 2013), and are critical for 

the functionality of several defense applications such 

as lasers, guidance systems, and radar and sonar 

systems (American Geosciences Institute 2018). 

They are critical in every domain—air, land, sea, 

space and cyberspace. 

 

THE 2010 SENKAKU ISLAND DISPUTE 

Should China choose to flex its soft power by 

restricting rare earth element (REE) exports, the U.S. 

defense industrial base could be significantly 

disrupted in the near term. Such concern is based on 

history: the Japanese and Chinese governments have 

long disputed which of the two countries is the 

rightful sovereign over a group of uninhabited 

islands, the Senkaku Islands. In 2010, China 

embargoed REE’s to Japan in response to a maritime 

dispute over jurisdiction of the Senkaku Islands in the 

South China Sea (Grasso 2013). This supply 

disruption had spillover effects in the U.S. as well. 

The United States relied—and relies still—on Japan 

for the procurement of permanent magnets and other 

REE components (Bradsher 2010). The 2010 

embargo lasted for nearly two months. In that time, 

Figure 2. Source: Stratfor Worldview (2019) 
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Japan experienced significant shortages, China 

refused to increase REE exports to any other country 

to make up for the gap in supply, and the price of 

REE experienced a global price spike of nearly ten 

times greater than pre-embargo prices (Bradsher 

2010). 

The price spike, initiated by Chinese action 

and driven by market speculation, was temporary. By 

the end of 2010, prices tumbled as the market 

adjusted and other nations reclaimed the ability to 

produce their own supply of rare earths. Starting in 

the 1980s, China scale up its rare earth mining 

capabilities dramatically. By the 1990s, the strategy 

had paid off. China essentially controlled the global 

rare earth market (Plumer 2012). Vekasi (2019) 

attributed China’s dominant market share in rare 

earths to low production costs (e.g., labor costs), 

lower environmental standards, and its state-directed 

investment strategy. 

The 2010 incident resulted in demand 

destruction for the Chinese-controlled rare earth 

market, proving that it did not possess monopoly 

power. Japan developed a method for recycling rare 

earth elements from used electronics. In the U.S., the 

Mountain Pass mine in California resumed operation 

(it closed again in late 2015). Other companies 

started substituting other materials for rare earths in 

products, suggesting that rare earths were not always 

necessary. The United States, followed by the 

European Union and Mexico, filed a World Trade 

Organization (WTO) case against China, alleging that 

its rare earth export quotas violated the rules. The 

WTO agreed, and forced China to abandon the 

practice (Bradsher 2012). 

The 2010 embargo and its aftermath 

demonstrate the power of the market to adjust to 

abrupt changes in supply and demand. Nevertheless, 

it also demonstrates the threat of supply shocks to 

U.S. national security, and the need for greater 

resilience in the defense industrial base to withstand 

future supply shocks. Since the 2010 embargo, little 

 
2 Appendix A: John S. McCain National Defense Authorization 

for Fiscal Year 2019. 2018. Government Publishing Office. 

has changed in the market landscape: China retains 

market power as a supplier of rare earths, controlling 

roughly 90% of the market (Gayonnet 2018). 

 

IDENTIFYING POLICY OPTIONS 

Since the Senkaku Islands dispute in 2010, 

Congress has pushed the Department of Defense to 

develop a strategy to reduce its dependence on China 

for rare earth elements (GAO 2016). Most recently, 

in the 2019 National Defense Authorization Act (i.e., 

the John S. McCain National Defense Authorization 

Act for Fiscal Year 2019), Congress prohibited DOD 

from procuring the two major types of rare earth 

magnets—samarium-cobalt and neodymium-iron-

boron—from “non-allied foreign nations”: Russia, 

China, Iran, or North Korea (Government Publishing 

Office 2018). The new law allows exceptions in cases 

where the U.S. cannot procure materials listed in the 

statute elsewhere, because they are either not 

available or are not affordable2. Since China 

continues to corner approximately 90% of the rare 

earth market, it is reasonable to think that the U.S. 

will use this exception to continue to procure rare 

earth magnets from China, at least in the short term. 

How can DOD enhance its resiliency to future 

supply shocks from China? A review of government 

reports and the academic literature suggest four 

options from which a strategy can be crafted:  

1. Maintain the status quo 

2. Develop domestic supply 

3. Partner with strategic allies 

4. Innovate (through substitution and/or 

recycling) 

 

Maintain the Status Quo 

The 2010 Senkaku Islands incident and its 

aftermath have led some observers to suggest that 

China has less power over global supply than its 

market concentration would suggest. Wilson  argued 

that China’s ability to use rare earths for diplomatic 

coercion is weak due to several factors: significant 
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supplies in other countries that can come on-line 

relatively quickly (within 1-2 years), global demand 

that is relatively elastic (through substitution and 

conservation), China’s inability to clamp down on 

illegal mining and exports, and the WTO ruling 

(Wilson 2018). Vekasi argued that China’s policies 

on rare earths (restricting exports) have less to do 

with geopolitics and more to do with environmental 

stewardship (cracking down on illegal mining) and 

economic nationalism (Vekasi 2019). To these 

observers, the global response to China’s policies in 

2010 provide support for the status quo. 

It is important to note that the status quo 

changed as a result of the 2010 incident. The U.S. 

began stockpiling rare earths, reopened the Mountain 

Pass mine (which closed again in 2015, and then 

reopened in 2018), won key cases at the WTO 

against Chinese policies, forged stronger ties with 

strategic allies, and initiated R&D to advance 

recycling. Newly enacted legislation will push DOD 

to foster alternative supply chains for permanent 

magnets. This new status quo can be expected to 

increase U.S. resiliency compared to 2010. It is 

unknown whether this increased resiliency will be 

sufficient. 

 

Develop Domestic Supply 

A policy of developing domestic supply 

includes restarting or expanding mining operations in 

the U.S., creating U.S. capability for processing rare 

earth oxides, and stockpiling key materials in case of 

a supply shock.  

Until the 1990’s, the United States was a 

major producer of rare earths (Bourzac 2011). The 

Mountain Pass mine in California, for example, was a 

major domestic producer of rare earths from 1965-

1985. China’s aggressive push to corner the global 

rare earth market led it to shutter operations in 2002. 

Following China’s 2010 rare earths embargo on 

Japan, the Mountain Pass mine briefly resumed 

operations between 2012 and 2015, but closed again 

in late 2015 due to renewed market competition with 

China (Roos 2017). In 2018, the mine opened once 

again. Sources indicate that the Mountain Pass mine 

was the only operational rare earths mine in the U.S 

(MP Materials 2019, Wyoming Mining Association 

2019). This would indicate that most of the 15,000 

metric tons of rare earths mined in the U.S. in 2018 

were mined at the Mountain Pass mine. 170,000 

metric tons of rare earths were mined globally in 

2018, so the Mountain Pass mine could have 

accounted for approximately 8.8% of global rare 

earths production in 2018, based on USGS data 

(United States Geological Survey 2019). Analysts 

have speculated that domestically capturing even 5% 

of annual global rare earth extraction and production 

could be enough to give the U.S. the supply security 

it needs to protect the national security interests 

related to rare earths (Roos 2017). Even so, without 

intervention from the U.S. Government, the mine will 

still struggle to be profitable and competitive due to 

its small market share. 

Intervention is not unprecedented. Title III of 

the Defense Production Act of 1950, confers broad 

authority to the President to provide appropriate 

economic incentives to protect, restore, or expand the 

U.S. defense industrial base. The DOD, through the 

DPA Title III program, is responsible for 

administering the President’s Title III authority 

(Department of Defense). 

  When the last beryllium reduction plant in the 

U.S. closed in 2000, a new plant was established 

using Title III authority. The DPA Title III Program’s 

business case for this military-sponsored plant 

included plans to ensure its commercial viability, and 

a marketing strategy was prepared regarding the 

commercial and military demand for beryllium. The 

plant is now operational and has successfully secured 

a continuous domestic supply of beryllium (Air Force 

Research Library, ManTech 2013). 

Title III advantages could also be leveraged, 

then, to offset start-up operating costs for domestic 

rare earths mines, helping U.S.-mined rare earth 

metals to become more attractive to private 

companies currently sourcing their rare earths needs 

from China. 

The Bear Lodge Project in Northeastern 

Wyoming could be a prime candidate for Title III 
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intervention as well. The proposed Bear Lodge mine 

is situated in a mining district rich in critical rare 

earths deposits. Critical rare earths are those elements 

which are less common in the earth’s core, making 

them more highly valued (Rare Element Resources 

2016). The Bear Lodge Project has been in 

development since 2011. Despite securing key 

permits, the project was placed on an indefinite hold 

in 2016 due to a lack of financing caused by poor 

market conditions (Fladager 2016). Title III 

authorities could provide Bear Lodge with the steady 

investment needed to get it up and running. 

The DOD could also exercise Title III 

authorities to finance the construction and operation 

of new rare earths mining facilities; however, without 

significant reform to the current permit process 

operation of new mines would likely be more than a 

decade out due to unnecessary redundancies and 

other systemic permitting issues (Canan 2006). 

Redundant permitting processes in the U.S. 

have created webs of red tape, resulting in long 

project delays and sunk costs. Environmental impact 

assessments—which often sprawl across multiple 

agencies, and never-ending legal battles with 

environmental groups have also imposed significant 

delays and high costs on mining projects. 

These high economic and opportunity costs, 

coupled with China’s lax environmental and 

permitting standards, are a big reason rare earths 

mining activity has dried up in the United States 

(Gayonnet 2018, Vekasi 2019). It is entirely possible 

that private firms would be interested in pursuing 

domestic mining projects—either restarting existing 

mining operations or building new ones—if not for 

these hurdles. 

Title 41 of the Fixing America’s Surface 

Transportation (FAST) Act could provide states with 

a road map for reform. The FAST Act authorizes 

federal surface transportation (highway) spending 

through fiscal year 2020. Title 41 of the Act 

streamlines the federal permitting process for major 

infrastructure projects through interagency 

coordination and deadlines for permit decisions, 

increasing transparency of permit processing, and 

establishing statutory limitations for bringing 

litigation challenging permitting decisions. The scope 

of FAST 41 is unclear. Some groups have argued that 

the law can be interpreted to include even mining 

projects, which are not traditionally classified as 

“infrastructure” (Jensen et al. 2016). Others disagree; 

however, one thing is undisputed: the FAST Act does 

not preempt state-level permitting processes. This is a 

significant drawback for mining projects in 

particular, since it is state and local regulations that 

are hindering the development of new U.S. mining 

operations (Rupp 2019). It is highly unlikely that 

Congress will amend FAST 41 to expressly cover 

mining. 

After the 2010 incident, new mining 

operations were brought on-line to take advantage of 

the spike in rare earth prices. Many of these mines, 

many of which have since closed when prices 

returned to “normal,” are controlled or owned by the 

Chinese, ensuring Chinese control of rare earth 

supplies (Kennedy 2019). 

Ensuring a domestic supply of rare earths lies 

not just with mining, but with the processing of rare 

earth oxides (the products of mining) into rare earth 

elements. According to Kennedy (2019), every rare 

earth mine outside of China ships its rare earth oxides 

to China for processing. To build U.S. supply 

requires processing capabilities that could take a long 

time to develop—at least 15 years, according to a 

2016 GAO report. According to Kennedy, the growth 

of China as a major supplier began in 1980, when the 

international Atomic Energy Agency (IAEA) issued 

regulations treating thorium-bearing byproducts of 

iron mining as nuclear material. These regulations 

stopped mining companies in western nations from 

recovering heavy rare earth minerals, which they did 

before the 1980 regulations. China is not a signatory 

to the IAEA and does not have to abide by its 

regulations (Kennedy 2019). 

Stockpiling is another way to build U.S. 

domestic supply. The Strategic and Critical Materials 

Stockpiling Act of 1939 (SCMA) provides authority 

for the U.S., through the Defense Logistics Agency 
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(DLA), to purchase critical materials and reserve 

them for use in times of war. Since 2015, the Defense 

Logistics Agency (DLA)—a part of DOD—has 

included the rare earth elements dysprosium and 

yttrium on its list of strategic materials that may be 

acquired for stockpiling. Since 2017, that list has also 

included the rare earth element europium (Defense 

Logistics Agency). Among other uses, dysprosium is 

found in missile guidance systems and other defense 

applications, while yttrium and europium are found 

in LCD and plasma screens (Stratfor Worldview 

2019). 

 

Partner with Strategic Allies 

The U.S. military works closely with a small 

group of allied nations to facilitate the integration of 

and coordination among the member nations’ defense 

industries. The framework, called the National 

Technology and Industrial Base (NTIB) is comprised 

of the United Kingdom, Canada, Australia and the 

United States, and represents the highest tier of U.S. 

defense allies. As part of the mission to develop an 

NTIB national security strategy, 10 U.S. Code §2501 

sets forth ten objectives of the NTIB, including 

ensuring reliable sources of materials critical to 

national security, including rare earths (Legal 

Information Institute 2016). The Pentagon assesses 

each NTIB member’s defense industrial base and 

capabilities into the U.S. defense strategy and 

includes these assessments into its annual assessment 

of the U.S. defense industrial base (Thomas-Boone 

2017). Business and government leaders alike have 

expressed keen interest in leveraging their nation’s 

membership in the NTIB to explore new 

collaboration strategies to mitigate threats posed by 

China. 

The DOD can lean into its allied partners in 

the National Technology and Industrial Base (NTIB). 

Aggressively pursuing partnerships with these 

strategic allies to mine, refine, and distribute rare 

earths could prove an effective strategy for busting 

up China’s near-monopoly on the market, while 

simultaneously achieving its objective to provide a 

reliable supply of rare earths to the defense industrial 

base. 

The Australian mining company Lynas 

Corporation represents a particularly promising 

partnership opportunity. In 2011, Lynas Corporation 

expanded its rare earths extracting and processing 

operations into Australia. In 2010, Lynas Corporation 

expressed serious interest in pursuing a partnership 

with the United States Congress to include the 

corporation in any plans to stockpile rare earths, 

touting its position as a corporation based in the state 

of a key U.S. ally (Chovanec 2010). Most recently, 

Lynas proposed building a processing operation for 

the industry in Texas, in light of renewed trade 

tensions between the U.S. and China. If this project 

comes to fruition, it would be the only rare earths 

separation facility in the U.S. (Areddy 2019).  

 

Innovate 

Develop Substitutions 

Ensuring that U.S. defense rare earths needs 

are met does not necessarily require a secure supply 

of rare earths. Substitutions, although an immature 

space today, has the potential to replace at least some 

rare earths needs. Two ready substitutions exist, for 

example, for the rare earth permanent magnet 

neodymium, which is commonly used in motors and 

generators (Lovins 2017). One such substitute is a 

neodymium-iron-boron hybrid constituted of a 

quarter neodymium, and three-quarters iron and 

boron by weight. This hybrid exhibits the same 

amount of strength as a pure neodymium magnet. 

The other substitution, an induction and 

switched reluctance motor substitution model, does 

not require the use of rare earths at all. Unfortunately, 

neither substitution is currently suitable for wide use 

in military applications. Defense applications often 

require high tolerance to intense heat exposure—a 

feature these substitutions have not sufficiently 

demonstrated. 

Rare earths substitution in military 

applications is currently constrained by financial 

viability. A 2013 Congressional Research Service 

report found that the use of substitute materials in 

military applications would likely cause significant 
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increases in acquisition costs throughout the entire 

rare earths supply chain, including costs associated 

with implementing the engineering changes 

necessary for ensuring equipment functionality 

(Grasso 2013). A lack of research and development 

for rare earth substitution possibilities is also 

constraining the use of substitutions (Lovins 2017). 

Resources connected to DOD’s 

Manufacturing Technology (ManTech) program and 

the Department of Commerce’s Manufacturing USA 

program could be leveraged in furthering the 

development of rare earth substitutions. Both 

programs are aimed at closing such gaps in 

manufacturing capabilities of the U.S. defense 

industrial base. The ManTech program’s mission is 

to provide more affordable, timely, and low-risk 

manufacturing capabilities for the defense industrial 

base. ManTech achieves this mission by improving 

manufacturing-related technology, business practices, 

and workforce (Department of Defense 2018, 34). 

Manufacturing USA initiatives aspire to create 

public-private partnerships between industry and 

academia to promote technological innovation in 

advanced manufacturing. Each initiative is centered 

on developing a specific area of advanced 

manufacturing (Department of Defense 2018, 36). 

Both programs could provide the financial means for 

industry and research universities to aggressively 

pursue the development of substitution solutions that 

can meet DOD needs.  

 

Recycling 

The possibility of extracting rare earths from 

coal ash is currently being explored as a promising 

alternative to traditional mining and refining 

techniques (Lesley 2018). Ucore Rare Metals Inc., a 

U.S. subsidiary of the Canadian-based company 

Ucore Rare Metals is a company that works in the 

development stage of the mining process, particularly 

in rare earths (Ucore). 

Currently, Ucore Rare Metals Inc. is 

operating a pilot facility in Salt Lake City, Utah to 

provide “proof of concept” for a new process to 

separate rare earth elements from non-traditional 

sources, such as coal ash. The process uses molecular 

recognition technology (MRT) to bind a resin to the 

molecular properties of rare earths to separate them 

from the molecular properties of the deposit they are 

found in. In tests conducted at the SuperLig-One pilot 

plant in Utah, the rare earth element dysprosium was 

successfully separated from the MRT solution known 

as Bokan PLS (pregnant leach solution) with 99% 

recovery of dysprosium (Ucore). 

Based on the success of the pilot facility, 

Ucore Rare Metals Inc. is proposing the construction 

of a Strategic Materials Complex near Ketchikan, 

Alaska (Lesley 2018). This complex would allow 

Ucore to scale up its use of the process in its 

development activities in its Bokan and Ray 

Mountain projects, both located near Ketchikan, 

Alaska (Ucore, Lesley 2018). Such a project could 

provide the United States military with a secure 

domestic supply of rare earths. On this front, the 

DOD could partner with the Department of Energy to 

further develop this technology. The Department of 

Energy has been supporting research into the use of 

coal ash (Gabriel 2019). 

Ucore President and CEO Jim McKenzie has 

touted the company as being uniquely equipped to be 

a key source of rare earths and related mining 

technologies for the Department of Defense. The 

company has also indicated that it may be willing to 

strike a deal with the DOD to license its MRT 

technology to the U.S. military (Lesley 2018).  

 

FORMULATING A STRATEGY 

These discrete options can be used as building 

blocks for crafting a comprehensive U.S. strategy, the 

goal of which should be to increase the resiliency of 

the defense industrial base to a future supply shock 

from China (i.e., the threat scenario). One approach 

(but not necessarily the only approach) to strategy 

development is a sequence of four steps: a national 

security prioritization by element and application, 

qualitative identification of opportunity cost, 

classification of uncertainty combined with value of 

information (VOI) analysis, and strategy formulation 

with a focus on the most pressing needs. 
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Before beginning such an exercise, the threat 

scenario should be defined. For example, a plausible 

scenario might be a repeat of the 2010 Senkaku 

Islands incident, in terms of both the actions China 

might take (a lowering of export quotas, a prohibition 

of exports to Japan for a period of time) and the 

global market reaction (price spikes, shortages of a 

particular magnitude and duration) that was observed. 

Defining and garnering agreement on this threat 

scenario is critically important for development of a 

national strategy. 

Once the threat scenario is defined, the first 

step of strategy development is prioritization of 

national security risk. This is necessary because the 

number of rare earth elements, their supply chains, 

their applications, and their national security risk 

profile differ. In this step, each unique element-

application combination is prioritized as posing a 

high, medium, or low national security risk. To do 

this, all major uses of each rare earth element must be 

identified and briefly described. For each unique 

element-use combination, a group of experts assigns 

a threat level. Each threat level should have an 

objective definition sufficient to engender a common 

understanding among the experts. As a result of the 

exercise, priorities are determined. For example, 

experts might determine that neodymium (Nd) 

permanent magnets represent a high priority risk. 

The second step is identification of the 

opportunity cost associated with each high priority 

threat based on the threat scenario. Opportunity cost 

is the true economic cost of increasing resiliency, 

which is the next best option compared against the 

status quo as a response to the threat scenario. In this 

exercise, a group of experts defines the opportunity 

cost. Consensus among the experts is desirable; 

unanimity is not required. For example, the 

opportunity cost of the status quo for Nd permanent 

magnets may be to stockpile sufficient quantities of 

Nd to weather against the threat scenario. 

The third step is uncertainty analysis enabled 

by value of information (VOI) analysis. It may be 

that the opportunity cost of certain element-

application combinations is highly uncertain relative 

to the others. In cases where uncertainty is high and 

the opportunity cots is highly variable, it is often 

useful to commit a small amount of resources for 

information gathering, when the information can 

increase certainty. A value of information (VOI) 

approach is ideally suited as a decisional tool for just 

these cases (Yokota & Thompson 2004). The goal of 

this exercise is to identify specific information needs 

that can be addressed cost effectively. The 

information gathering can then be listed as an action 

item within the final strategy. For example, it may be 

that determining the needed stockpile amount for Nd 

depends crucially on future demand in a particular 

commercial application (smart phones), and better 

information on future demand would allow for 

greater certainty over the size of the needed stockpile. 

A plan to obtain such information (and the cost 

effectiveness of obtaining this information) would 

thus be identified. 

The final step is strategy formulation based on 

the output of the first three steps. Here, it will be 

important to look at the opportunity cost for each 

high priority threat and determine how best to group 

these various options into a cohesive strategy. It may 

be that certain commonalities across the element-

application combinations will allow major 

components of the strategy to be readily identified. 

For example, it may be that stockpiling of three key 

elements for particular uses (and the magnitude of the 

stockpile for each element) becomes a key element of 

the overall strategy. 

The resulting strategy can and should be 

revisited periodically against the goal of increasing 

resiliency. One key parameter to revisit is the threat 

scenario. New circumstances may require the threat 

scenario to change. It should also be noted that the 

albeit simplistic approach described here could be 

altered to provide greater specificity or a range of 

strategic options dependent upon resource levels 

and/or multiple threat scenarios. 
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Importantly, the U.S. government is taking 

steps consistent with this strategy development 

process: 

--In July of 2019, President Trump exercised his 

Title III authorities pursuant to the Defense 

Production Act of 1950 to mobilize the DOD’s 

resources to support and expand the development 

of domestic rare earth production capabilities 

(Trump, Presidential Determination Pursuant to 

Section 303 of the Defense Production Act of 

1950, as amended 2019). 

 

--DOD has followed up on the GAO’s 2016 

report recommendations to develop a standard 

definition of criticality across all DOD agencies. 

This would govern which rare earths are critical 

to national security. The DOD has also agreed 

with the GAO’s recommendation to re-evaluate 

its mitigation strategies for ensuring the secure 

and reliable supply of rare earths. The results of 

the DOD’s meetings to specifically address these 

recommendations are for official use only, and 

not available to the public (Government 

Accountability Office 2016). 

 

--In December of 2017, President Trump issued 

an executive order directing the Secretary of the 

Interior to lead the relevant executive agencies—

including the Department of Defense—in 

publishing a list of minerals critical to the U.S. 

Defense Industrial Base. The Department of the 

Interior released a finalized list of 35 minerals in 

May 2018. This list included the entire set of rare 

earth elements (Office of the Secretary of the 

Interior 2018). 

 

--The executive order also issued a directive for 

the Department of Commerce to lead an 

interagency effort to develop and issue a report 

aimed at implementing a multi-pronged federal 

policy for reducing U.S. vulnerability to critical 

mineral supply chain disruptions (Trump 2018). 

The Department of Commerce had an August 16, 

2018 deadline to provide the President with its 

report. It is difficult to know what a final list 

might look like, as the Department of Commerce 

has not released this report to the public. 

 

CONCLUSIONS 

The 2018 National Defense Strategy makes 

clear that the world has entered a new era of long-

term strategic competition with revisionist powers, 

such as Russia and China, and rogue nations such as 

North Korea and Iran. Such a security environment 

requires that the United States maintain its military 

edge in order to protect its national security interests. 

Currently, the United States defense industrial base—

a key component of its military strength—is 

confronted by a myriad of challenges, including an 

over-reliance on foreign powers for critical 

components across the military supply chain. China’s 

near monopoly of the rare earths market impacts U.S. 

national security, making it a critical case of foreign 

dependency. 

The DOD recognizes the challenge of 

continued reliance on a strategic competitor for rare 

earths—a critical component in more than 200 

military and dual-use applications—and is taking 

steps to address this challenge. Policy options include 

maintaining the status quo, developing domestic 

supply capabilities, partnering with strategic allies, 

and innovation via substitution and/or recycling. The 

U.S. government can use these policy options to 

formulate a strategy to increase the resiliency of the 

defense industrial base to future supply shocks, based 

on the goal of minimizing opportunity cost. 
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