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Queer Specific Risks and Challenges

● Technology-independent risks
● Risks on social media
● Risks in online dating and sexting
● Other risks such as queer and trans activism, refugees, and 

sex workers

Source: Geeng, C., Harris, M., Redmiles, E., & Roesner, F. (2022). “Like Lesbians Walking the Perimeter”: Experiences of U.S. LGBTQ+ Folks With 

Online Security, Safety, and Privacy Advice. 31st USENIX Security Symposium (USENIX Security 22).  



Source: Belcher, O., Smith, A., & Gumusel, E. (2022). Women and LGBTQ+'s Privacy Violations between 2012 and 2022: A Comprehensive Content 
Analysis. Luddy Fall 2022 Research DEMO Day.



Challenges faced by LGBTQ+ Community
● Discrimination and Exclusion: The LGBTQ+ community faces discrimination, harassment, 

and exclusion in both physical and online spaces. (44% of LGBTQ+ workers have experienced 
discrimination at work (Human Rights Campaign, 2020)) 

● Harassment and Hate Speech: Social media and online platforms can be unsafe for LGBTQ+ 
individuals, as they are vulnerable to doxxing, cyberbullying, and identity theft. (60% of 
LGBTQ+ youth reported being cyberbullied (Cyberbullying Research Center, 2018)) 

● Privacy: Online privacy is crucial for LGBTQ+ individuals who face significant risks of being 
outed or losing their jobs, housing, and other opportunities due to their sexual orientation 
or gender identity. (52% of LGBTQ+ adults say they have experienced harassment online 
(Pew Research Center, 2021)) 

● Lack of awareness and resources on privacy and security measures: Challenging for 
LGBTQ+ individuals to protect their online identities. (Only 17% of LGBTQ+ individuals 
reported that they were very informed about online privacy and security (Data & Society 
Research Institute, 2017))



Librarians Role

● Librarians have had a vital role in ensuring that people can freely access 
information, even when facing potential threats from governments and 
other organizations:
○ Protecting intellectual freedom 
○ Advocating for public safety and security

● Recent literature shows significant privacy challenges faced by librarians 
and information professionals. It also highlights the importance of using 
privacy-enhancing technologies (PETs).

Source: McDonald, N., Greenstadt, R., & Forte, A. (2023). Intersectional Thinking about PETs: A Study of Library Privacy. Proceedings on Privacy Enhancing Technologies, 2023(2), 480–495. https://doi.org/10.56553/popets-2023-0064

Luo, A. F., Greenstadt, R., Warford, N., Mazurek, M. L., Dooley, S., & McDonald, N. (2023). How Library IT Staff Navigate Privacy and Security Challenges and Responsibilities. 32nd USENIX Security Symposium (USENIX Security 23).

https://doi.org/10.56553/popets-2023-0064
https://doi.org/10.56553/popets-2023-0064


What is PET?
PETs facilitate information to be collected, processed, analyzed, and 
shared while enhancing data privacy and protection using a 
combination of different reclines and mechanisms, including but not 
limited to anonymization and encryption techniques and access control 
mechanisms to prevent unauthorized access.

Source: Shen, Y., & Pearson, S. (n.d.). Privacy Enhancing Technologies: A Review. Privacy Enhancing Technologies.



PETs?
Privacy-focused web browsers, Encrypted messaging apps, 

VPN services, Ad blockers, Password managers, Privacy-
focused search engines, File encryption tools, Secure email 

services, Two-Factor Authentication (2FA), Antivirus 
Software, Onion, Tor Browser...



Why PETs?
➔Protection from discrimination 
➔ Safety 
➔Access to information 
➔Protection of PII 
➔Empowerment



Knowledge and Experiences of LIS 
LGBTQ+ Professionals with PETs



Research Questions
RQ1 How do LIS LGBTQ+ professionals find out about 
PETs resources and sources?
RQ2 Why are PETs currently being utilized by LIS LGBTQ+ 
professionals? 
RQ3 What are the main challenges that LIS LGBTQ+ 
professionals face when considering the adoption of 
PETs?



Methodology
● 12 LIS and informatics professionals in 3 Midwest Universities between the 

ages of 18-44:
○ Intake Survey (71 interests) - 1-2 min on Qualtrics
○ Semi-structured Interviews (12 qualified) - 25-30 min 

● Asked participants how they discovered PETs, which PETs they have been 
using, and what are their experiences with PETs. 

● Asked for their recommendations on how PETs can be improved for all 
individuals and what training and awareness they need to protect their 
privacy.

● Data Analysis: Thematic analysis, used NVivo
● Ethical Considerations: Approved by IUB's IRB, no video recorded, audio deleted 

after being transcribed, and responses anonymized for review



Recruitment and Demographics

● Distributed flyers around 3 Midwest universities’ LIS and informatics 
departments. 

● Applied snowball sampling



Findings



RQ1: Sources
● Searching the web (6/12):

○ Targeted search terms were “privacy”, “security”, “top tools 
for privacy and security” for 4 participants. 

● Social media (4/12) and online forums (6/12):
○ Reddit, YouTube, TikTok, Instagram, Facebook.

● Queer friends and community (3/12)
● Work or school culture (11/12)
● Learned from classes (2/12) - P1 and P9
● Personal experience (1/12) - P7 and interest (1/12) - P2



RQ1: Sources



RQ2: Tools Mostly Used
● VPN to protect their IP addresses and encrypting their data 

(11/12)
● 2FA (12/12)
● Secure email services (e.g., ProtonMail) (2/12)
● Ad blockers (4/12)
● Web browsing services (e.g., Firefox, Onion, Tor) (3/12)
● Encrypted messaging apps (e.g., Signal, WhatsApp) (3/12)
● Password manager (1/12) 



RQ2: Tools Mostly Used



P3: “So I used to VPN for about 2 years and I also use a 
privacy focused email ProtonMail as my primary email.”

P4: “I do use two factor authentication and ad blocker. I have a 
malware attack protection on my computer that I rarely use.”

P5: “I use Firefox as my browser instead of Google Chrome.”

RQ2: Tools Mostly Used



P3: “I quit using Google and Google services like Drive and Gmail. 
Then switched to ProtonMail and started using a VPN and stuff like 
that. It was mostly just kind of to protect my own information and 
kind of prevent from getting hacked. I guess like keeping my 
information to myself and I wanted to interact without being 
targeted.”

RQ2: Tools Mostly Used



3 participants were looking forward 
to using more privacy and security 
tools in the future.



RQ2: Purpose of use

● Maximum anonymity (11/12)
● Privacy (11/12)
● Control and secure PII, online behavior (3/12)
● Role of gender identity and sexual orientation

○ Regional and location-based privacy needs (9/12)
○ Transitioning and discrimination (5/12)



P2: “I use VPN not only preventing any potential harm, but it definitely 
adds an extra layer of protection.”

P9: “In order to make my browsing more private or to better control, 
selectively control how it's not private, but even things like being able to 
block someone on social media for me is a way of controlling my 
visibility to other people, and also the access that people have to me. 
And so I see that as privacy tool, too.”

RQ2: Purpose of use



3 participants' gender identity and sexual 
orientation were indirectly affecting their usage of 
PETs.

P4: “I don't have any concerns with my gender identity and sexual 
orientation and I'm not sure any tool can protect those information. I 
use those tools to indirectly protect my gender identity and sexual 
orientation. I believe the tools are very important to secure my data, 
not to be breached, and cause additional problems.”



9 participants were also more confident in 
online environments while using these 
tools and know that other organizations 
implement those tools to protect their 
users.

P5: “I'm not worried about my identity anymore because I'm 
using these tools. I'm more open about my gender and sexual 
orientation.”



RQ3: Challenges
● Safeguarding their personal information (e.g., the presence of 

algorithms and deceptive design patterns in online environments) 
(4/12)

● Challenges in certain areas that privacy enhancing features cannot 
protect their personal information (3/12)

● Trusting these tools (3/12)
● Cost did not match with  quality-efficacy of these tools (6/12)
● Adapting these tools (2/12)
● Lack of awareness of available PETs and their significance (7/12)



P5: "I haven't really gone into those, because I know the free ones 
are not reliable, and also sometimes they could use your data. The 
ones that are paid or trustworthy are expensive. And, the free VPNs, 
the way that they make money is they take your data and they sell 
it.”

RQ3: Challenges



P4: “I have had issues with the two-factor authentication where I 
forgot my code. I was trying to sign into a new computer and I 
needed a pass code on a 2 factor identification thing that I no 
longer had access to and could not remember the code.”

P10: “I did not even know these features are for my security and 
privacy.”

P11: “I wish I could have learned that stuff at school.”

RQ3: Challenges



Limitations
● The self-reported data can be biased due to incorrect recall 

or self-assessment. 
● We had our own background knowledge and experiences 

of security and privacy best practices. 
○ Analyzed the data very carefully with multiple 

discussions 
● Small sample that was not intended to make generalizable 

claims. 



Conclusion
RQ1 LIS LGBTQ+ professionals are aware of these tools through online 
browsing or social media rather than LIS education or library supports. 
RQ2 LIS LGBTQ+ professionals use 2FA and ad blocker software to protect 
their PII. We also found that they do not know what tools are available to 
them. 
RQ3 Significant challenges of PETs that LIS LGBTQ+ professionals experience: 
safeguarding personal information due to algorithms and dark patterns, 
special occurrences (e.g., job applications) in which PETs cannot protect them, 
lack of trust, high cost, difficulty in adopting those tools, and lack of 
awareness and education. 



● Raised the issues of
○ the need of more privacy and security related 

courses in iSchools and schools with LIS departments
○ libraries' roles in privacy and security, and 
○ the need for PETs that match with all individuals' 

needs. 

Takeaways and Future Work



P2: “I think that's a really good resource for people to have local libraries which 
should really be trying to put this information out more and research. This is a 
really good way to do that, especially for marginalized groups.”

P6: “Libraries can be a valuable source of information to help improve the privacy 
and security. They can offer workshops and distribute flyers to educate individuals 
on how to use technology tools to enhance their safety. Additionally, libraries can 
provide resources and materials that are LGBTQ+ friendly and offer one-on-one 
consultations to help individuals address their specific concerns and these tools for 
them. By doing so, libraries can play an important role in creating a safe and 
welcoming environment for these groups and everyone, and better support their 
privacy and security needs.”



● Future work:
○ a larger and more diverse sample of LIS students' awareness 

and usage of PETs, 
○ assess the impact of library initiatives and educational 

interventions, and 
○ explore the cost-effectiveness of PETs, aiming to enhance 

privacy and security practices in the field.

Takeaways and Future Work
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