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Executive Summary

The Indiana University Pervasive Technology Institute (PTI) was charged, in 2008, with the
responsibility to improve the quality of life in the state of Indiana, and the world, through novel
research, innovation, and service delivery in the broad domain of information technology and

informatics.

In an era of changing paradigms in science, PTI research and service centers have accomplished
their mission by:

* Cultivating creativity and innovation in science and scholarship

* Fostering student engagement in research and translational scholarship

* Nurturing new jobs and new businesses in the state of Indiana

* Achieving increased outreach and grant activity

The grant from Lilly Endowment made it possible for PTI to become a respected world leader in
the fields of information technology and informatics. The accomplishments made by the
researchers and scholars during the grant term have enhanced quality of life in diverse arenas.
These range from more than 120 video presentations about how individuals can achieve greater
cybersecurity in their personal and professional lives, to assisting NASA with measuring and
assessing the size of the polar ice cap, a definition that has critical impact on environmental

concerns worldwide.
Some issues, of course, will continue to be pressing concerns in information technology long
after the conclusion of this grant. In our opinion, the following three concerns are most critical:

cybersecurity, big data, and fair use and copyright.

Indiana University expresses its most sincere appreciation to Lilly Endowment for funding PTI.
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Introduction

A Core Commitment to Improve Quality of Life

When the Indiana University Pervasive Technology Institute (PTI) was formed in 2008 with
funding from Lilly Endowment, a bold and expansive mission was adopted for the new entity,
which has become one of Indiana University’s most successful technology initiatives. The
purpose of PTI was clear and direct: to improve the quality of life in the state of Indiana and the
world through novel research, innovation, and service delivery in information technology and

informatics.

Dynamic Adaptation to Achieve Greatest Impact

In 1999, under the vision of then vice president of information technology, Michael A. McRobbie,
Indiana University proposed the Indiana Pervasive Computing Research (IPCRES) Initiative as a
partnership between Indiana University and Lilly Endowment. The timing of the initiative for the
state of Indiana was critical. Other states were making greater progress than Indiana in
developing technology and knowledge-based industries that would drive job growth and

economic well being in the new century.

The implementation of IPCRES resulted in the creation of six advanced information technology
labs that became known as the Pervasive Technology Labs (PTL) and provided funding to
accelerate the development of the IU School of Informatics. Today, the IU School of Informatics
is recognized as the country’s first school of informatics and has grown to an enrollment of 1,701

students on the Bloomington campus and 970 on the Indianapolis campus.

The Pervasive Technology Labs focused on research in high performance computing, advanced
networking, visualization, and scientific data analysis. At the time PTL ended and PTI began, IU
was already reaping the rewards. PTL had published more than 700 publications over its lifetime.
Three of the research centers, those focused on networking, visualization, and scientific data
analysis, were moved to fall under the auspices of IU’s University Information Technologies

Services (UITS) to allow operationalization and application of expertise across many other IU
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research areas. Of the three remaining centers, one center closed due to the director’s departure

and the other two continued their activity under what is now PTI.

In proposing PTI, Indiana University identified new emphases that complemented university
excellence in high performance computing. Two of the thrusts, big data and biologically focused
computing, reflected national trends. Extreme scale technologies is an extension of high
performance computing on computers with millions of processing units, allowing for instance,
climate models to be run at regional scales instead of national scales, and simulations of
atmospheric toxic chemical transport to be more realistic. Recognizing that security is both a
social and a technical problem, considerable attention was paid to growing a center that had

expertise in both the legal and technical challenges of security.

PTI is organized into two basic functional units: research centers and service centers. The goal of
this structure is to assure that collaboration, which has become a defining characteristic of PTI,
crosses organizational boundaries, so practice can inform the science and the science can

advance the practice. For a list of PTI centers, and their administrative leaders, see Appendix 1.

The Significance of New Paradigms and Models

To fully understand both the work and the longer-term impact of PTI, it is essential to appreciate
the shifting paradigms in science. A hundred years ago, science was either empirical, occupied
with the task of describing natural phenomena, or theoretical, based on mathematical models.
Today, science has taken on two additional forms:

* Computational science that utilizes computers to simulate complex problems;

* Data exploration science that utilizes data captured by measurement systems and
processes the data by software, stores information in a computer, and thus generates new
knowledge.

Both forms of science require substantial underlying software tools and computers. Weather
models, flu spread prediction, genomic analysis, change in use of “freedom” in literature through
two centuries, all require underlying technology that supports and enables discoveries. Equally,
society has come to rely on technology, from controllers of the power grid to restaurant locator
applications. And, importantly, a growing science and societal dependence on technologies raises

the growing specter of security and privacy-related needs.
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Outcome: Cultivating Creativity and Innovation

in Science and Scholarship

With immense appreciation for Lilly Endowment’s support, this report summarizes outcomes

and illustrates the overall impact of the Indiana University Pervasive Technology Institute.

Perhaps more than any other accomplishment, the research and development of multiple
software platforms characterize the creativity and innovation that have distinguished the last six
years of Lilly Endowment-funded and PTI-kindled research and scholarship. The new platforms,
which feature widely available functionality and broadly diverse applications, address topics as
varied as Shakespearean vocabularies, cyber crime, or smart phone applications. Such inventions
contribute to an improved quality of human life with expanded knowledge, new security, or

greater convenience.

The following examples are representative of the software platforms that were conceptualized,

developed, refined, and distributed by PTI during the six years of the grant term.

Cyberinfirastructure Gateway: Provides a web browser entry point to sophisticated
massive-scale computers and data repositories for science and scholarship. Managed by IU
researchers and staff, this cyberinfrastructure is used in some of the nation’s largest science
facilities and technological initiatives, as demonstrated in these samples:

* The eXtreme Science and Engineering Discovery Environment (XSEDE), the largest
single network of high-performance computers and networks in operation today; funded
by the National Science Foundation.

* Open Science Grid (OSG), a computational and data grid for analysis of data from the
Large Hadron Collider, the world’s largest and most powerful particle collider. OSG
helped identify evidence of the Higgs Boson, an elementary particle initially theorized in
1964 whose discovery was announced July 4, 2012. The OSG software infrastructure can
additionally answer such questions as “Why does matter have mass?” and “Why doesn’t
matter just fly apart into space?” The OSG supports 72 research programs at 115 major
research institutions.

¢ Indiana Clinical and Translational Studies Institute (CTSI), the foundation of all clinical

and translational health and medical research done by Indiana University and for the
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state of Indiana. With a mission of translational research, which makes findings from
basic medical science useful in the practical or clinical setting, Indiana CTSI is setting
new standards for use of advanced cyberinfrastructure to support innovation,
collaboration, and discovery in health and medical research. CTSI is led by the Indiana
University School of Medicine.

* Operation IceBridge, providing operational and analysis support for NASA’s airborne
survey of the earth’s polar ice sheets, ice shelves, and sea ice. Operation IceBridge (NASA

mission, 2009-16) monitors changes in polar ice from a fixed wing aircraft.

FutureGrid: Computer science researchers who work in academia or at the national labs, and
study applications that run at the scale of the Internet, are at a disadvantage to the massive data-
driven companies, such as Google, when they need to do large-scale systems experimentation. As
a national grid, cloud, and HPC test-bed service, FutureGrid has hosted nearly 400 experimental
projects by computer science and other researchers from 2008 to 2014. Over its life, FutureGrid
has evolved from being a standalone software platform, to encompassing existing cloud services
such as Microsoft Azure and Amazon’s Web Services cloud computing services. By adapting to
changes in cloud computing, FutureGrid has remained a relevant software platform for

experimentation by researchers.

HathiTrust Research Center (HTRC) Data Analysis Framework: Today a reference
librarian consults a card catalog. In the future, when the majority of library books will be
available in digital form, a librarian will instruct a young scholar to run an algorithm on 1,000
book titles to determine precisely which five will be most helpful to a specific study. The Data
Analysis Framework of HTRC satisfies this need. The framework provides analysis capability to
the nearly 12 million books, or 3.9 billion pages of digitized content, from research libraries
across the United States. This capability is unique in the U.S. in making copyrighted content
available in such a way that the original content is preserved and copyright is not violated. IU is a
natural home for this national resource as it was a core partner in the first digitization of
university libraries. Generous funding from Lilly Endowment and a grant of $606,000 from the
Alfred P. Sloan Foundation enabled the launch of the framework. As is commonly the case,
success has beget success with the HTRC and its Data Analysis Framework. There is a strong,
sustainable future for the framework. It recently received $1 million in funding from HathiTrust,

$400,000 from the Andrew W. Mellon Foundation, and has a $2 million grant proposal pending
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at the National Science Foundation. Such follow-on funding made possible by Lilly Endowment’s

initial grant assures sustainability of such a critical data analysis resource.

HPX-5 Runtime System: Enables scientific applications to take advantage of the hundreds of
thousands of computer processing units that today make up the world’s largest supercomputers.
This work now serves a variety of sponsored projects, institutions, and agencies, including the
U.S. Department of Education, the National Science Foundation, and the U.S. Department of

Defense.

Message Passing Interface (MPI): A standardized library specification for message-passing
has become the de facto program for supercomputing over the last two decades. It allows an
application that runs on many computers to communicate from one computer to the other very
efficiently. For instance, city traffic modeling might divide Indianapolis into quadrants, with each
quadrant residing on its own computer. As automobile traffic moves from one quadrant to the
other, a message is sent between the computers. The Endowment grant provided resources to
develop new MPI features that led to participation in the Message Passing Interface Forum. The
forum transfers research results to the MPI standard itself. The IU-produced software has been
used around the world in production supercomputing systems, and is part of one of the leading,

if not the leading, MPI software implementations in use today.

National Center for Genome Analysis Support (NCGAS): Assists biologists with tools
for research about, and design of, genomics analysis and manages the bioinformatics of their
analysis. Available in a user-friendly, web-based workflow environment, the software provides
large-scale computational and storage facilities for data management and analytics. For instance,
NCGAS worked with ecologists at the University of Hawaii-Hilo and the University of Notre
Dame to analyze gene expression of two species of Hawaiian Picture-Winged Drosophila (a type
of fly).
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Outcome: Fostering Student Engagement in

Research and Translational Scholarship

Lilly Endowment’s grant made it possible for Indiana University to achieve a goal in computer
technology and informatics that is, without a doubt, at the core of every major research
university’s agenda: to deliver exceptionally rich and meaningful research experiences in

information technology and informatics to both graduate and undergraduate students.

Within PTI, the centers collectively provided Indiana University students a distinctive
educational opportunity through direct working experience in PTTI facilities, as well as through
travel to present papers. This kind of research experience is highly unique. PTI research centers
engage in a mixed model of both pure research and translational activities. When the product of
research is often new software tools and services, there is activity that has to go on to translate
the research into practical results. The translation exposes tools and services to trial use and
experience in real-life settings, and through this process into useable and useful tools for science,
scholarship, and society. IU students are involved in all stages, including development, tracking
software bugs and errors, and responding to real users. This mixed agenda of research and
research application, the latter sometimes called “translational research,” is one that students

can rarely experience in traditional computer science or informatics lab settings.

There is one other significant benefit to IU students of working for PTI: their experience is likely
to include team settings, as both the research and service centers tend to be larger than many
traditional academic units. Experience in the larger environments includes learning

opportunities that are broader and offer exposure to more faculty and research associates.

IU student experience gained through PTI sets IU graduates far ahead of their peers when
competing in the job market. PTI is extremely proud of having provided research experiences to
202 students over the life this grant, including: 63 Ph.D. students and post-doctoral fellows, 68

masters students, and 21 undergraduate students.
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Outcome: Nurturing New Jobs and New Businesses

in the State of Indiana

PTI has played an influential role in developing both new positions and new businesses in the
state of Indiana. The growth of the workforce specifically employed in PTI centers, or in its
predecessor, is outlined in Figure 1 where the chart begins at the early days of IPCRES. The red
area along the bottom shows growth in base-funded positions, which are those already funded by
IU. The growth in the number of these positions from 40 to 70 is partly due to growth as
capability incubated in PTI research centers moves into operational capacity. This is
demonstrated by an increase experienced during the 2006-07 timeframe, corresponding to the
move of networking, visualization, and scientific data analysis at the end of PTL. The colored
areas above the base-funded positions represent new jobs that are funded through additional,

follow-on grant funding and contracts.

Figure 1. Workforce Development by Full-Time Equivalent (FTE) Count

PTI FTE Count by Fiscal Year
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New businesses were formed in Indiana by IU graduates choosing to stay in Indiana, or by
businesses attracted to the distinctive high tech activity of Indiana University Bloomington and
IUPUI. Here is a representative listing of the new companies developed over the six years of the

Endowment’s grant which PTI had some influence during their creation:

* Cigital in Bloomington, a market leader in cybersecurity

* ChalkLabs in Bloomington, a report-generating software developer

* Bloomingtonlabs in Bloomington, a ‘makerspace’ of rented space where developers
gather to build projects

* Precise Path Robotics in Indianapolis, engineers and builders of robotic lawn mowers

*  Wisdom Tools in Bloomington, conducts educational research and instructional design

More about the companies listed above in Bloomington, and other Bloomington-based
technology companies, can be found by visiting the Bloomington Technology Partnership’s
website: www.bloomingtontech.com/company. Additionally, PTI established excellent
partnerships with Cummins Inc., in Columbus, Indiana, to address the company’s technology
development; with Penguin Computer, a cluster-on-demand facility; and with Data Direct

Networks, a file system technology developer.
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Outcome: Achieving Increased Outreach and

Grant Activity

During the grant term, Indiana University and PTI have achieved a consistent growth in diverse
and far-reaching research dissemination activities. PTI researchers have collectively published
1,059 works in peer-reviewed (a manuscript that has undergone scientific review and judged to
be a valid and important contribution to human knowledge) journals, conferences, and books.

This is a 44 percent increase over the same period for Pervasive Technology Labs.

Pervasive Technology Institute scientists have registered 35 inventions with IU’s entity for
assisting with technology transfers, the Indiana University Research & Technology Corporation.
An invention is a tool or novel process that advances our ability to understand, interact with, or
manage the world around us. Of PTT’s 35 inventions, five have been licensed to the private sector.

Two inventions are so significant that IU is filing patents for them.

Open-source software is one particularly important type of invention. Open-source software
consists of computer programs released in their source code form and released openly so anyone
can freely download and use them, and improve and redistribute them for the benefit of the
scientific and business communities. Open-source software is critical to advancing science
because many computer programs vital to scientific progress or national defense have such a
limited market of users that it is not feasible to license or commercialize the software. There have
been a total of 178 releases of open-source software programs by PTI, a near doubling (96
percent increase) over the amount of open-source software released under PTL. Much of the
software produced and released was in the context of the five software frameworks mentioned
earlier, Cyberinfrastructure Gateway, HTRC Data Analysis Framework, FutureGrid, HPX-5, and
MPI.

PTI provisioned 274 online services available on the web for use in scientific and scholarly
endeavors. These online services access data analysis tools, databases, scientific model results,
or any number of scientifically useful tools. They are often accessible for free and open to the
public, or may be available to researchers who log in to a portal using their university

identification. PTT’s research productivity over the life of the grant is summarized in Figure 2.
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Figure 2. Research Dissemination
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Outreach Dissemination: Dissemination of research through scholarly publications and
presentations reaches a scholarly audience. Outreach dissemination, on the other hand, reaches a

broader audience. We measure the impact of the latter through media activity.

Figure 3 is a measure of distribution and growth of media activity over the life of PTI. It
summarizes media citations of PTI by media-targeted audiences. The categories are:
* General Public, including The Washington Post, WISH-TV in Indianapolis, and
indychannel.com;
* IT Research, including HPC Wire and Supercomputing Online;
* Business, including Inside Indiana Business and Bloomberg;
* Science, Humanities, and Scholarship, including International Science Grid This Week
(ISGTW) and Council on Library and Information Resources News (CLIR).
* Education, including Campus Technology, Indiana Daily Student, and mentions by other

universities and research groups.
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Figure 3. Media Presence of PTI by Audience Type

Media hits (2008-2009) - 87 total Media hits (2013-2014) - 278 total
147
27
General Public IT Research Business I Education I Science, humanities,
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The two charts of Figure 3 compare media hits for PTT’s first year to PTT’s last year. Especially
notable is the fact that media activity more than tripled from the grant’s first year to the grant’s
last year, from 87 hits in the first year (2008-09) to 278 in the final year (2013-14.) This suggests
expanded awareness, particularly amongst the general public nationally and locally, of the social

and technical issues that the PTI centers are advancing.

Though not reflected in the graphs, there is a notable difference in the kind of PTT activity that
captured media attention during Lilly Endowment’s grant term. In the first year of the grant
(2008-09), the dominant news items were announcements of new funding. As PTI matured, the
news items in the final year (2013-14) were dominated by distinctions, such as:
* The naming of professor of computer science at IU, Thomas Sterling, as the first
recipient of the High Performance Computing Vanguard Award;
* Discoveries, such as Research Technology’s contribution to the discovery of the Higgs
Boson;
* The National Center for Genomics Analysis and Support’s contribution to North Atlantic

fishery decline;
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* Program announcements, such as the Andrew W. Mellon Foundation funding for the
effort by the Data To Insight Center to attract projects to the HathiTrust Research

Center;

An additional analysis of PTI media presence shows growth broken out by the following IT areas
where PTT has strengths: security, biology/health, data/big data, high performance computing,
and visualization. Figure 4 displays media hit totals as circles, with first-year numbers nested
within the grant’s last year total for a specific area. The following are several noteworthy items:
* Security mentions are up 340% over the first year of the project.
* HPC nearly doubled in number of mentions.
* Data/big data mentions grew from being nearly nonexistent to a sizeable number,
representing a growth area of PTI.
* The large media presence in security reflects the mission of CACR to educate the general
public. In fact, a full 82% of the 147 media mentions targeting the general public category

in 2013-14 are in the security area (see Figure 3).

Please see Appendix 2 for a representative sample of press releases distributed regarding the
work of PTI.

Figure 4. Media Presence of PTI by Area
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Video Production: A noteworthy additional contribution to PTI outreach is the video series,
Security Matters, created by the Center for Applied Cybersecurity Research (CACR). In the
creation of a series of quick, easy-to-understand videos, CACR accepted the responsibility to

inform the public, both directly and through media, about practical steps to enhance

cybersecurity. The videos were distributed through the web (securitymatters.iu.edu), and
promoted on IU websites, Indiana public radio, Facebook, and other social media. The series,
which includes a total of 120 videos, addresses topics as diverse as mobile banking, good security

questions, strong passwords, and privacy protection on LinkedIn.

Grant Proposals: One of the most significant ways to measure the impact of PTI scholars’
research is to analyze the number and size of grant proposals awarded during the Endowment’s
grant term. This information is summarized in Figure 5. The total funding awarded column
shows awarded funding in which a center director had a substantial leading role. It should be
noted that much of the activity in the centers is carried out in partnership with prestigious
universities and national laboratories around the country. Large multimillion-dollar grants will
often have funds divided over 5-6 institutions. So the total awards dollars shown flow to Indiana

University and other universities across the country.

The funding shown in Figure 5 can be interpreted as a measure of how effective Lilly Endowment
funding has been. That is, for every dollar ($1) of investment by Lilly Endowment in PTI, there
was a return of $9. The Endowment’s investment of $15,000,000 suggests the national-scale

impact that Lilly Endowment has enabled through PTI.
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Figure 5. Grant Research Activity 2008-2014

Total Funding Awarded Number of Awards
$38,529,948 72
$35,495,380 45
$31,389,903 49

$17,215,634 34
$9,550,686 22
$3,919,934 10
$136,101,485 232
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A Continuing Agenda: Open Questions

Certainly the foundation of Endowment-funded work through PTI will serve as an excellent base
for continuing research, innovation, and service delivery, and providing a long-term impact on

the field as it continues to evolve.

That said, there are several topics that will continue to occupy center stage in information
technology and informatics after the conclusion of this grant in June of 2014. Specifically,

researchers and scholars will, in our estimation, be required to address the following three areas:

Cybersecurity

Cybersecurity is increasingly about the intersection of what is technically possible, economically
driven, legally managed, and socially influenced. The gap, for example, between what is
technically feasible in cybersecurity and what is deployed in the real world is increasingly
growing. Structuring research that crosses these areas is difficult, partially due to the silo nature
of funding sources. How do we encourage the cross-area research and engagement necessary to

address society’s cybersecurity challenges?

Many of today’s most critical cybersecurity challenges are behavioral. We often have the
appropriate technologies, such as choosing strong passwords or securing critical data, but have
not succeeded in getting people to consistently use them. Over the past decade, for example,
every successful significant cyber-attack has exploited a human vulnerability—taking advantage
of an individual through a phishing scam or some other form of social engineering. How do we

address the tendency to err and increase preventative measures?

Cybersecurity lacks agreed-upon approaches for prioritizing tasks. Increasingly, both individuals
and organizations are told to worry about everything. Further, every industry cannot be
identified as “most critical” in setting cybersecurity priorities. How do we develop methods and

tools for prioritizing risks and responses?

Virtually all our approaches to cybersecurity are national; we utilize national incentives, national

laws, national prosecution. Yet the threats are, indeed, global. Cyber criminals take advantage of
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national borders to obscure their activities. How do we develop a multinational approach to this

multinational challenge?

Big Data

In an era of data riches, data continues to grow as insight falls behind. The world is becoming
data-rich and insight-poor, because while humans treat knowledge as their actionable context,
computers remain inclined to treat data as actionable content. Despite significant advances,
artificial intelligence has failed to fully bridge the divide between knowledge and data, and
context and content. And the gap is widening as data continues to grow in size and at a rate faster
than can be interpreted. Indiana University’s significant response to big data was made in 2013
when it unveiled Big Red II, which, on that date, was the country’s fastest university-owned

supercomputer.

Part of the challenge of big data is the grand challenge nature of the problem. Like all societal
grand challenges, realizing knowledge from big data takes a multidisciplinary team of experts.
This is especially true in societally important fields like environmental sustainability where
experts are needed not only in cyberinfrastructure to understand the technical and algorithmic
dimensions, but also in social science to address the gap from knowledge awareness to decisions.
In addition, security experts are needed to advance protection of people’s identities, as well as of

species identities where biodiversity, or species diversity, is at-risk.

How can technologists, social scientists, and security experts effectively work together when each
substantially influences the investigation path of the other? How can security permit productive
forms of sharing while prohibiting others? A new age will be initiated when humanity shares with
technology the means and methods of knowledge management and understanding. Our nation’s
economy and research enterprise are positioned to see significant gains from the accelerated

growth in the generation of data that are born digital.

Fair Use and Copyright

Approximately 75% of the textual cultural record represented in the HathiTrust is under
copyright or orphaned. Thus, work carried on a large scale with these collections (e.g., analysis
over a base of 1 million books) depends on someone or some entity that will—as soon as
possible—establish the precedent of doing secure computational research with copyrighted

material. Through generous funding from Lilly Endowment and the Alfred P. Sloan Foundation,
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the Data To Insight Center has made initial advances on a software infrastructure for secure

computational research (the HathiTrust Research Center Data Analysis Framework).

Recent legal rulings have been favorable to research and accessibility uses of copyrighted
materials, but this is daily-changing terrain. Establishing good practices for computational study
of copyrighted work should lead to court rulings that favor academic research and teaching rights
that best serve the public good. Failing to do so may lead to rulings that make the creation of new
knowledge more difficult. If we do not establish good practices and positive precedents on this
point, we stand to lose what may be a unique opportunity to claim scholarship’s collective

intellectual right-of-way.

These positive precedents are established through engaging with researchers who have
compelling research questions. This critical activity must continue. Other questions that beg for
quick and thorough resolution are: How can researcher analyses be extended from the small-
scale environment provided today to a massive-scale computer needed to conduct analysis on
millions of texts while still preserving the safety of the data? How can the security of such a large
system be guaranteed, especially when computer resources funded by government agencies open

usage to a broad set of researchers?

Page 20 | August 2014 | Grant #2008 1639-000 | Report to Lilly Endowment, Inc.



Financial Report

Lilly Endowment Inc
Indiana University
"The Pervasive Technology Institute"
Michael A. McRobbie
Grant # 2008 1639-000
Project Period: 11/1/08 - 6/30/14
Report Period: 11/1/13-6/30/14
Final Financial Report

Expenditures

Category Budget Current Cumulative Balance

Digital Science Center $4,688,755.00 $34,704.48  $4,688,755.00 $0.00

Data to Insight Center 4,178,964.00  $129,054.45  $4,178,964.00 $0.00

Center for Applied Cybersecurity 4,175,744.00  $786,270.44  $4,175,744.00 $0.00

PTI Shared Service Budget 1,956,537.00 $299,961.22 $1,956,537.00 $0.00
TOTALS: $15,000,000.00 $1,249,990.59 §15,000,000.00 $0.00

Grant Funds Received through 06/30/14: $15,000,000.00

Total Expenditures through 06/30/14: $15,000,000.00

Cash Balance $0.00

/Michai 0 prd Lhg
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Michael McRobbie
Project Director

Biraj Shah
Financial Analyst
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Conclusion

Lilly Endowment, with its generous funding of the Indiana University Pervasive Technology

Institute, has made possible extraordinary initiatives in information technology and informatics.
These outcomes, from 2008 through 2014, now stand as testament to both the far-sighted vision
of the Endowment in making its substantial investment in PTI and the exceptional success of the

institute.

The faculty, staff, and students of the Pervasive Technology Institute together thank Lilly
Endowment for its investment in novel research, unsurpassed innovation, and the delivery of
critical services that have and will continue to substantially improve quality of life for the citizens

of Indiana, the nation, and the world.

Page 22 | August 2014 | Grant #2008 1639-000 | Report to Lilly Endowment, Inc.



Appendices
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Indiana University Pervasive Technology Institute Administration

Pervasive Technology Institute
2719 East 10t Street
Bloomington, IN 47404
(812) 856-1537

Pervasive Technology Institute
Beth Plale, PhD, Managing Director
Craig A. Stewart, PhD, Executive Director

Digital Science Center
Geoffrey C. Fox, PhD, Director

Data To Insight Center
Beth Plale, PhD, Director

Center for Applied Cybersecurity Research
Fred Cate, JD, Director

Center for Research in Extreme Scale Technologies
Andrew Lumsdaine, PhD, Director

Research Technologies
Craig A. Stewart, PhD, IU Associate Dean

National Center for Genome Analysis Support
William K. Barnett, PhD, Director

Page 23 | August 2014 | Grant #2008 1639-000 | Report to Lilly Endowment, Inc.



Appendix 2
Representative Press Release Links Followed by Full Text

May 19, 2014
Cyber espionage indictment of Chinese officials: IU experts comment
http://news.indiana.edu/releases/iu/2014/05/china-cyber-spying.shtml

May 13, 2014
IU expert calls EU’s Google decision a ‘nightmare’ for online service providers, Internet users
http://news.indiana.edu/releases/iu/2014/05/google-decision-cate.shtml

April 18, 2014
Department of Homeland Security officials to keynote the CACR Cybersecurity Summit
http://news.iu.edu/releases/iu/2014/04/cacr-cybersecurity-summit.shtml

March 31, 2014
IU genome center sheds light on North Atlantic fishery decline
http://itnews.iu.edu/articles/2014/iu-genome-center-sheds-light-on-north-atlantic-fishery-

decline.php

October 8, 2013
Work by IU physicists, technologists helped make Nobel Prize win for Higgs boson possible
http://news.indiana.edu/releases/iu/university-wide/2013/10/Higgs-Nobel.shtml
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Cyber espionage indictment of Chinese officials: IU experts comment

May 19, 2014
FOR IMMEDIATE RELEASE

BLOOMINGTON, Ind. -- The U.S. Department of Justice announced criminal indictments
today against five officers of the Chinese People’s Liberation Army for conducting
economic cyber espionage and committing cyber crimes.

Attorney General Eric Holder announced that a grand jury indicted five hackers, who, acting
on behalf of the Chinese government, allegedly infiltrated the networks of American
companies, including Westinghouse Electric, U.S. Steel and Alcoa, to steal trade secrets.
The five hackers reportedly belong to a specific unit of China’s PLA that engages in
infiltrating and exploiting foreign computer networks. The hackers face criminal charges
under various U.S. laws, including the Economic Espionage Act and Computer Fraud and
Abuse Act.

Indiana University experts offer their perspectives, addressing the following themes:

* Indictments show U.S. 'going on the offensive’
» Lack of 'clear rules of the road’' leads to self-interested accusations
* Allegations should be placed in context

Indictments show U.S. 'going on the offensive'

David P. Fidler, an IU legal and cybersecurity expert, said the indictments will not lead to
convictions and will intensify already tense Sino-American relations, but they constitute an
important development.

“The U.S. government knows the likelihood of successfully prosecuting these individuals for
violating U.S. criminal law is virtually nil because the cooperation of the Chinese
government would be necessary for the U.S. government to gain custody and conduct a
criminal trial in the U.S.,” said Fidler, the James Louis Calamaras Professor of Law at the
IU Maurer School of Law. “This move is really not about attempting to faithfully execute
these laws.”

Fidler, also a senior fellow at the IU Center for Applied Cybersecurity Research, said the
charges will generate criticism of the U.S. government given recent disclosures by former
National Security Agency analyst Edward Snowden that have revealed aspects of U.S.
cyber espionage activities.

“The Obama administration must understand that charging People's Liberation Army
members with economic espionage will raise eyebrows and hackles given the scale, nature
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and intensity of NSA cyber espionage disclosed by Snowden, including espionage
allegedly against the Chinese government and companies,” he said. “So, this move is not
about trying to respond to national and international concerns related to the Snowden leaks
and the harm they have done to U.S. interests.”

Instead, Fidler continued, “This move indicates the U.S. government is shifting from playing
defense in response to Snowden to going on the offensive on matters of fundamental
concern to U.S. cybersecurity and economic power. One casualty of Snowden’s leaks was
the initiatives the Obama administration mounted in the first half of 2013 against the
pervasive nature of Chinese economic cyber espionage. The U.S. government is returning
to what had been, pre-Snowden, one of the biggest cybersecurity problems the U.S. and
other countries faced.”

Fidler said attempting to prosecute Chinese state actors raises the stakes for American
foreign policy and cybersecurity. The indictment could lead Chinese and other foreign
hackers to intensify their efforts against the U.S. government and American companies,
including potential cyber attacks that cause damage in addition to stealing valuable
information.

“Going on the offensive and declaring ‘game on’ in the post-Snowden context constitutes a
far more difficult challenge and risky endeavor,” he said. “The application of U.S. criminal
law to Chinese officials will worsen Sino-American relations on cyber issues and potentially
in the larger, increasingly tense competition between the two powers. Other countries,
including China, might decide to charge NSA officials or employees with violating their
espionage and cyber crime laws, producing adverse consequences for the U.S.
government in its relations with these countries. This decision means that the Obama
administration believes the benefits of going back on the offensive outweigh the risks of
continuing to react to damaging disclosures about its own cyber espionage activities.”

Fidler can be reached at 812-855-6403 or dfidler@indiana.edu. Top

Lack of 'clear rules of the road' leads to self-interested accusations

Scott Kennedy, who directs the Research Center for Chinese Politics and Business at the
IU Kelley School of Business, said the indictments suggest the political nature of claims
about cyber spying.

"Cyber crime and espionage is growing rapidly, and certainly the Chinese are big players,
no doubt about it," he said. "And yes, it appears that a great deal of China's cyber
espionage is directed at large corporations, and it would be naive to believe there is a
strong firewall between the Chinese intelligence community, other government agencies
and Chinese companies. | have no evidence, but | wouldn't be surprised if there is regular
sharing of information."
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At the same time, Kennedy said, it's probably misleading to say Chinese spying serves
industrial policy while American spying just protects U.S. national interests.

"Regardless of what the U.S. government publicly claims, given what we've learned in the
past year from sources such as Edward Snowden and others," he said, "it would be naive
to think that U.S. intelligence never engages in cyber espionage that can be of benefit to
American companies, or that government agencies never share such information with
American companies."

The bottom line, Kennedy said, is that, when it comes to cyber espionage, there are likely
more similarities between the U.S. and China than meet the eye.

"Equally important, there are very few clear rules of the road on how governments and
companies should behave in the area of cyber security," he said. "Until there's greater
international consensus, and not just unilateral statements from the U.S. or a small club of
countries such as the G8 or OECD, there will be no rules of the road. And we will continue
to be buffeted by such accusations that are rooted in the interests of the accusers and not
based on international laws and obligations."

Kennedy is also an associate professor of political science in the College of Arts and
Sciences. He can be reached by email at kennedys@indiana.edu. Top

Allegations should be placed in context

To better understand what's happening, it's important to look at the issue in a historical and
political context for the indictments, said Scott Shackelford, assistant professor of business
law and ethics in the Kelley School and a senior fellow at the Center for Applied
Cybersecurity Research.

In terms of history, recall that FBI double agent Robert Philip Hanssen was sentenced to
life in prison in 2002 for stealing and selling to the Soviet Union classified documents over
22 years.

"Now consider that between August 2007 and August 2009, it's believed that 71
government agencies, contractors, universities and think tanks with connections to the U.S.
military were reportedly penetrated by foreign hackers," Shackelford said. "The Defense
Department has admitted to losing some 24,000 files to cyber espionage.”

It's safe to assume these incidents caused more damage than Hanssen's crimes, he said;
but in the rare cases where the people responsible have been caught and convicted, they
have not been severely punished.

The indictments can be seen as just the latest development in a campaign by the Obama
administration to shine a harsh light on the espionage activities of China.
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"For example, in early 2013, the administration implemented new policies and
countermeasures in response to the ongoing theft of trade secrets that includes heightened
diplomatic engagement," he said. "But the campaign was badly derailed by Edward
Snowden's revelations last year."

The indictments could be posturing by the administration during ongoing trade negotiations
with China.

"Since July 2013 during the China-U.S. Strategic and Economic Dialogue, the United
States and China publicized plans to begin negotiating an expansive bilateral investment
treaty that will reportedly include the difficult issue of enhancing bilateral cybersecurity by
protecting trade secrets," Shackelford said. "According to U.S. Treasury Secretary Jacob J.
Lew, if successful, this would be 'the first time China has agreed to negotiate a bilateral
investment treaty, to include all sectors and stages of investment, with another country.'
Although the future of this treaty is uncertain, U.S. allegations could be at least in part
designed to put greater pressure on China over provisions in this treaty."

Shackelford is the author of the upcoming book "Managing Cyber Attacks in International
Law, Business, and Relations: In Search of Cyber Peace." He can be reached at 812-855-
9308 or sjschake@indiana.edu. Top
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Department of Homeland Security officials to keynote the CACR Cybersecurity
Summit

April 18, 2014
FOR IMMEDIATE RELEASE

BLOOMINGTON, Ind. -- In a break from tradition, Indiana University’s Center for Applied
Cybersecurity Research will host its annual Cybersecurity Summit this summer, on
Thursday, June 19, on the IUPUI campus.

Typically held in October to coincide with Cybersecurity Awareness Month, the summit will
take place this year over the summer to allow more people -- particularly students -- to
attend. The local impact of national and international cybersecurity issues, such as data
breaches and software vulnerabilities, will serve as the main focus for attendees.

Headlining the summit are two nationally recognized cybersecurity experts from the U.S.
government. Suzanne Spaulding, the undersecretary of homeland security for
cybersecurity, and Douglas Maughan, the director of the Department of Homeland Security
Science and Technology Directorate’s Cybersecurity Division, will offer keynote lectures.

"Undersecretary Spaulding and Director Maughan are at the forefront of the U.S.
government’s efforts to develop effective cybersecurity programs and technologies," said
CACR Senior Fellow David G. Delaney. "Each brings a spectacular wealth of knowledge
that will be shared with us in June, and we’re incredibly fortunate both are able to attend
one of the Midwest’s premier cybersecurity conferences."

The Cybersecurity Summit will take place in the Hine Hall Auditorium (formerly the
University Place Conference Center), 850 W. Michigan St. on the Indiana University-
Purdue University Indianapolis campus. The entire program, which begins at 9 a.m., is
provided compliments of CACR, including lunch and parking.

Though there is no cost to attend, advance registration is required.

The CACR Cybersecurity Summit will also feature panel discussions that include
representatives from business, government and higher education. A full schedule will be
posted to the CACR website as soon as it becomes available.

"Cybersecurity touches nearly every aspect of modern life, to some degree," Delaney said.
"We've seen massive data breaches from some of the world’s biggest companies, and just
last week learned of a software vulnerability called Heartbleed that potentially affected up to
two-thirds of all websites. The CACR Cybersecurity Summit is designed to bring the latest
national and international developments to a local audience, and we’re excited to again
welcome guests from around the Midwest.
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IU expert calls EU's Google decision a 'nightmare’ for online service providers,
Internet users

May 13, 2014
FOR IMMEDIATE RELEASE

BLOOMINGTON, Ind. -- Today's decision by the European Union’s Court of Justice that
Google must remove links to accurate news stories about a Spanish citizen creates a
“nightmare situation, not only for major online service providers but also for Internet users,’
said Fred H. Cate, director of Indiana University’s Center for Applied Cybersecurity
Research.

The decision involves a Spanish lawyer who objected to Google’s linking to stories
published in La Vanguardia Ediciones SL, a Spanish newspaper. The stories detailed legal
proceedings against the attorney in 1998.

“The decision is staggering,” Cate said, “in part because it finds a legal right within Europe
to demand that links be removed even though they are to accurate publications of
newsworthy events.

“It creates an unworkable situation, in which online service providers now have to have
some process for determining when and under what conditions to remove links to material
that any European finds objectionable.”

The court provides no standards for Google and other online search engines to follow, and
in fact makes clear that accuracy is not a defense.

“Even if there were standards, or if they are supplied by future legislation or regulation,
online service providers will have to figure out how to apply them in practice," Cate said.
"How will Google determine whether the request comes from a European? How will Google
verify that the information concerns the person making the request? How will Google create
and finance a scalable process, keeping in mind that there were 3 trillion online searches in
2013. Who will pay for these investigations given that Google provides its search engine to
the public for free?”

The United States confronted a similar question in 1996 that Congress resolved by passing
a law -- Section 230 of the Communications Decency Act -- providing that online service
providers would not be liable for content generated by others.

“With today’s decision, Europe has not merely decided that one party can be held liable for
facilitating access to material created by another," Cate said, "but that this is true even
where the information is true, concerns a matter of public interest and does not otherwise
violate any national law.”
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According to Cate, “This decision heightens the tension between the United States and
Europe over privacy and freedom of expression -- especially since today’s decision did not
require that the Spanish newspaper remove the offending articles from its website, only that
U.S.-based Google not link to them -- and runs the risk of miring online service providers
with potentially millions of requests to remove links to certain online information that will still
be accessible via the Web and will still be linked outside of Europe.

‘I am sympathetic with the desire not to have certain information appear online," Cate said.

“But this approach is like a child playing peek-a-boo, confident that he is not being watched
because he has covered his own eyes.”
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IU genome center sheds light on North Atlantic fishery decline

MARCH 31, 2014
DISCOVERY

BLOOMINGTON, Ind. — Important discoveries about the effects of global climate change on
ocean life are coming to light through a collaboration between scientists and National Center for
Genome Analysis Support (NCGAS) at Indiana University.

Researchers from the Pacific Biosciences Research Center at the University of Hawaii Manoa and
Ohio University commissioned NCGAS to provide bioinformatics skills and computational
resources to study the transcriptome of zooplankton, the small, multicellular organisms that form the
basis of the marine food chain. (The transcriptome is the set of RNA molecules produced in a
population of cells.)

In recent years, scientists have seen a corresponding decrease in zooplankton along with cod
fisheries in the North Atlantic Ocean. Theorizing that global climate change might be to blame, the
scientists needed data to fully understand the phenomenon. Deciphering the messages or
“transcripts” that the organisms’ cells produced allows researchers to pinpoint the causes of
population changes. Their findings were published in the paper “De Novo Assembly of a
Transcriptome for Calanus finmarchicus (Crustacea, Copepoda)” in the February 2014 issue of the
journal PLOS ONE.

"It is critical to understand the effects of global climate change on ocean life — particularly on
fisheries and other economically important marine animals," said Richard LeDuc, NCGAS manager.
"For example, the paper mentions the collapse of North Sea cod fisheries and the role of these
zooplankton. Apparently the zooplankton are unable to complete their life cycle, which results in
less plankton, and thus less cod. This paper addresses fundamental questions about molecular
changes in the zooplankton over their life cycle."

For the project, NCGAS technologists leveraged their prior expertise in optimizing Trinity software
and took the lead in moving the data, running the key analyses, and transporting the results back to
the researchers.

Trinity was developed by researchers at the Broad Institute of MIT and Hebrew University. It
produces high-quality RNA sequence assemblies used by scientists studying gene expression. These
RNA sequence assemblies allow scientists to know which genes are active within a living creature.

For LeDuc, the zooplankton findings are just one more way that NCGAS helps scientists concentrate
on their work, not on data management. "Our center exists to provide both specialized computational
resources and the skills to use them — thus allowing the life scientists to focus on issues within their
expertise," he said.

About NCGAS
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NCGAS is a collaboration led by the Indiana University Pervasive Technology Institute in
partnership with the Texas Advanced Computing Center of the University of Texas, Austin; the San
Diego Supercomputer Center of University of California San Diego; and the Pittsburgh
Supercomputing Center.

Its mission is to enable the biological research community of the US to analyze, understand, and
make use of the vast amount of genomic information now available. NCGAS focuses particularly on
transcriptome- and genome-level assembly, phylogenetics, metagenomics/transcriptomics, and
community genomics.
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Work by IU physicists, technologists helped make Nobel Prize win for Higgs Boson
possible

Oct. 8, 2013
FOR IMMEDIATE RELEASE

BLOOMINGTON, Ind. -- Nearly 50 years ago, theoretical physicists Frangois Englert of the
Universite libre de Bruxelles, Belgium, and Peter W. Higgs of the University of Edinburgh,
Scotland, challenged experimental physicists around the world with a theory about a unique
mechanism that endowed fundamental particles with mass. Today Englert and Higgs won
the Nobel Prize in physics because scientists and technologists at Indiana University and
around the world met that challenge.

Physicists and information technologists at IU, working for years to confirm through
successful experimentation that Englert’s and Higgs’ theories were right, were among
thousands of other researchers who, working in one of the largest scientific collaborations
in history, last year found that the fundamental particle -- the Higgs boson -- did exist.

The Higgs particle was discovered by the ATLAS and CMS collaborations, each of which
involved over 3,000 people from around the world, and it was the ATLAS particle detector
experiment that involved IU scientists and technologists. U physicists designed and built a
key component of the ATLAS detector, and information technologists here developed
software for and operated the Open Science Grid -- an international computer grid used to
analyze the vast data from the Large Hadron Collider. The Open Science Grid provided
billions of compute hours to sift through the Large Hadron Collider data and find evidence
of the Higgs boson.

“‘Many of us have spent the last few decades designing and building the ATLAS
experiment,” said Harold O. Ogren, professor emeritus of physics at IlU and a CERN
Fellow. CERN -- the European Organization for Nuclear Research -- operated the Large
Hadron Collider where the ATLAS experiment took place. “We always hoped that the
results of this effort would be significant insights into the workings of our universe, but the
discovery of the Higgs is an extraordinary outcome. It is the most significant discovery of
my career.”

Ogren led construction of a key component of the ATLAS detector, the Barrel Transition
Radiation Tracker. The component is a tracking drift chamber that uses 52,544 individual
tubular drift tubes to provide a combination of continuous tracking with many
measurements in individual drift tubes and of electron identification based on transition
radiation from fibers interleaved between the tubes.

“The idea for which Englert and Higgs won the Nobel was truly beautiful and satisfying in
the same way that fitting the last piece into a puzzle is,” said IU physicist Harold Evans, the
principal investigator for IU’s ATLAS team. “It rounded off our theoretical understanding of
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the interactions of sub-atomic particles. With their work, Englert, Higgs and other theorists
set us a challenge that took nearly 50 years to meet. This was a perfect example of how
the conversation between theorists and experimentalists plays out.”

IU’s University Information Technology Services and the Pervasive Technology Institute
worked for more than a decade to create and operate the computing grid that analyzed
data from the Large Hadron Collider and enabled the verification of the existence of the
Higgs boson. This computer grid -- the Open Science Grid -- was operated, managed and
maintained by the Research Technologies Division of UITS and PTI, and provided CERN
scientists with billions of computer hours since the Large Hadron Collider began collecting
data.

One of the computing resources integrated into the Open Science Grid is a computing
facility called the Midwest Tier |l Center, operated jointly by 1U, the University of Chicago
and the University of lllinois. IU physicist Frederick Luehring is the U leader of the Midwest
Tier 1l Center, which focuses particularly on analyzing ATLAS data.

"As far as | know this is the largest amount of computing power ever amassed to enable a
single scientific discovery," said Rob Quick, manager of the Open Science Grid Operations
Center and production operations coordinator for the Open Science Grid. “It's incredibly
satisfying to have played a role in this Nobel Prize-winning breakthrough. The technology to
come from this discovery might be inconceivable to us today, but I’'m confident it has the
power to change the world in the next 100 or 200 years.”

Quick's group implemented and created software that enabled data from the Large Hadron
Collider to be analyzed on a network of computers that span the world.

"UITS and PTI were involved in the development of computing grids to analyze LHC data
more than a decade ago thanks to invitations from IU physicists -- particularly research
scientist Fred Luehring -- who were leading development of the LHC. This has been a
wonderful partnership of U scientists and IU information technologists, helping to create
fundamental new discoveries," said Craig Stewart, executive director of the Pervasive
Technology Institute and associate dean for research technologies in the Office of the Vice
President for Information Technology.

Rick Van Kooten, another ATLAS collaborator in IU College of Arts and Sciences’
Department of Physics, said the road from theorizing about the diversity of particles in the
universe to proving it through quantifiable experimentation marked one of man’s greatest
scientific achievements.

“The fact that this part of the Standard Model that involves admittedly esoteric math and
theory way back in 1964 by the Nobel winners is actually the true description of nature is
simply amazing,” he said. “For theorists to predict such an important particle and field and
then have it discovered almost 50 years later is the pinnacle of scientific achievements. To
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me, if Nobel prizes can be ranked in order of achievement, this one would be amongst the
top ones.”

IU researchers said the hope is that now the Higgs particle might be used as a window onto
new theories that are even more encompassing than the current Standard Model, the
theory that was so elegantly completed by this year's Nobel laureates. The Standard Model
explains how the basic building blocks of matter interact in the universe, governed by four
fundamental forces: the strong force, the weak force, the electromagnetic force and the
gravitational force.

“The Higgs boson may be a portal to new physics, for example, in possible coupling to the
mysterious dark matter of the universe, as well as new physics causing measured
deviations from its predicted properties,” Van Kooten said. “The discovery of this predicted
particle is just the beginning; precise studies of its properties open up a whole new, exciting
way to examine our universe.”

Additional members of the IU ATLAS group from the Department of Physics include
assistant professor Sabine W. Lammers; research scientists Pauline Gagnon, Vivek Jain
and Daria Zieminska; postdoctoral researchers Sylvie Brunet, Darren Price and Ximo
Poveda; graduate students Aparajita Dattagupta, KyungEon Choi, John Penwell, Ben
Weinert, Denver Whittington and Yi Yang; engineer Kirill Egorov; and grant administrator
Jenny Olmes-Stevens.

The IU Open Science Grid and Midwest Tier2 Center groups include William K. Barnett
(principal investigator for the Open Science Grid Grid Operations Center National Science
Foundation grant), Elizabeth Prout, Alain Deximo, Kyle Gross, Soichi Hayashi, Richard
Knepper, Thomas Lee, Matthew R. Link, Chris Pipes, Robert Quick, Sarah Schmiechen,
Scott Teige, Von Welch and Sarah Williams. IU networking experts supporting this effort
include Jon-Paul Herron, Dave Jent and Jim Williams.
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