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Security: some basic messages

. - o v Ykete\ e oSS
Security should enable access — B e M \aoda o0&

— the more access we deliver <™+ é\w\ st N ton, a2

S et -D-—?
— the greater our attention to security
* There is no single solution o g mw\gw ot

— security is NOT like locking a door - ws %o oo 23

oD vaenn R\.‘»a&-&\w
* A security strategy is essential

— even if security actions are tactical ... «conseavo st erpesans
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Two-minute tour:

IU's computing environment -3 qon covdar Ser e,

Lo
R N L

. Network multi-protocol, TCP/IP, IPX, Appletalk

W%*'\k& Uorra_ v owt Sune i e

. Workstatlons Intel-DOS/Windows, Macintosh,
Unix

- Host computers

— MVS host, VMS cluster, HP/UX application
hosts

- Database systems DB2, Sybase, Ingres
 Application development/CASE tools
— Bachman (data modeling, database design)
— Uniface (application development)
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Two-minute tour (cont.)
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« The target client-server environment - ec a3 mvavasadsea
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HP/UX host

Sybase DBMS
Uniface development
TCP/IP connectivity

« The target client-server application

financial information system - ~».g.a

update transactions (e.g., accounting,
budget)

document routing and approval
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* Security: Principles and objectives

. Princi AU st Dora basd Yo -
Principles ” D .
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risk analysis >3
— risk reduction - secme M e sadiea

manage risk at an acceptable level
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user identification - Mo ™= s
user authentication — <y — o a8 Ny o
user authorization — M= evedS potanday

user accountability - MR a e A oo
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* Security: Design strategy

* lterative - wo\Vineor
— identify exposures
respond to hlghest risk exposures

: assess M eWad e guc W\QW -Jd% Mlébuobe&-—% \.b\.\m&éj
— evaluate remalnlng exposures

 Collaborative
iy St g AR S, U
— involve multiple stakeholders 0D et SNy ™
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— mvolve many areas of e)ﬁap&enlse N Y
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- Responsive “"™ > s
— technology change is constant

— reassess risk in light of changed technology
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¢Security: Design strategy (cont.)

« Accumulative

— security actions are response components
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— security solution grows, but is never ~-y=>"=
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- Evolutionary Quallawg . Do evstmeseen o

— chose components that work together

— minimize constraints on future security
actions :

— fit with, or anticipate, the industry
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Securing the mainframe in an 2ng
open environment |

» Objectives

— provide anonymous access to a secure
machine

— route traffic on an “open” network

— protect passwords on the network

— improve on password as sole authentication
* Segregate anonymous from secure connections

— separate network interfaces

— “Guest” interface: library catalog, etc.

— secure interface: all mainframe services
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Securing the mainframe (cont.)

* Network filters on secure connections
— exclude foreign (non-1U) addresses
— exclude “high risk” addresses in IlU domain
* Host security software
— CA/TSS: identify, authenticate, authorize
— password management
- Password token (SafeWord) authentication

— required for all connections through secure
port

— unique challenge/response for each user
login

— “playback” of captured login not usable
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‘Mainframe Security

Mainframe System

Limited applications

}

Session manager
program

Network interface
program

applications

All defined

i

Session manager

program

$

Access /

control |«g—p~

Device authentication

program

4

Network interface
program

* “Secure” access

“Guest” access’ .

Data Center Subnet
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Client-server Security

« FIRST iteration of a security design

all solutions are interim
planned for enhancement, replacement
protects against highest risk exposures

» Objectives

reduce network exposure

protect host passwords

require challenge/response authentication
protect database passwords

restrict database server to authorized
connections
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Client-server Security (cont.)

Data Center Subnet

+ Client application

« user interface to
Security server

« user dialogue with
- challenge/response
protocol

* password encryption
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Client-server Security (cont.)

Data Center Subnet

* Network filter
« exclude foreign
(non-1U) addresses

» exclude “high risk”
addresses in
IU domain

» NO direct access to
database server port

Bridge: no
access to
database
server port



*Client-server Security (cont.)

Data Center Subnet

- Host security software

« operate HP/UX
as a “trusted system”

» shadow password file
» audit functionality

Bridge: no
access to
database

sefver port



*Client-server Security (cont.)

Data Center Subnet Authentication
: program

lient Authentication

 Client connection:
Security server
» manage challenge/response
protocol (UnixSafe)

« issue ticket for access to
Sybase server

* set user
password to database

Bridge: no
access to

database

server port
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Client-server Security (cont.)

Data Center Subnet Authentication

+ Client connection:
Gateway server

» manage ALL access
to Sybase

» the only allowed
connection to Sybase
server port

* only take connections
approved by Security
server

Authentication

Database

Bridge: no
access to
database

server port

program

DrREgey
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Client-server Security (cont.)

Data Center Subnet Authentication
program
\

Ap i Authenti
* Telnet connection

* invoke Security server
(challenge/response, etc.)

* pass database
connection to
Gateway server

Bridge: no
access to

-database

server port
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Client-server Security

Data Center Subnet

\uthentication |

Security Authenticaiion

program

Shadow

password
Telnet file G|0b.a|

connections Telnet/ audit
menu server
server

Database

connection | Gateway Ticket

server database

access to
database {:
server port

Database
server

RCY



¢ Security: The state of the industry

“No significant headway has been achieved in any of
the competing visions of enterprisewide security”

“It is left to the user to build together the available
technologies with sound business practices to
guarantee the integrity of business information.”

- Gartner Group
Symposium on Client/Server Security
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*The state of the industry (cont.)

Quality vendors . . . no multi-vendor solutions
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- Database and tool vendors
— basic security services ‘
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— focus on authorization services = “cewd wineaonteen
— incomplete authentication services
— emphasis on proprietary solutions

— require enhancement/add-ons
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* The state of the industry (coht.)

- Hardware and operating system vendors
— higher awareness of security issues
— focus on basic system integrity

— best support for security standards
(OSF/DCE)
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%Responding to the industry

- Assemble your own security solution

specialty software products
features in primary products

home-developed code to tie the pieces
together

* Design with the future in mind .. e cvow A e et

future software features (announced-of , cwwws o,
rumored)

future of standards-based features
plan on feature replacement
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‘ ¢Responding to the industry (cont.)

« Collaborate and create market pressure
— make your case to your current vendors
— take business to vendors who work with you

— place security standards prominently in

RFPs
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Conclusion

« Security design is our first iteration

« A collection of tactical security actions
. Change is anticipated/planned

« Confidence in our security strategy

— jterative risk reduction ——esas—a s e e

— evolutionary growth
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