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For information regarding violations and enforcement, please refer to the Trusted CI Master
Information Security Policies & Procedures located in the ‘Active Policies’ folder.

Asset Description: This asset is access to post, change configuration and access the account
details of the ‘TrustedCI’ twitter account.

Asset Manager: Redacted-For-Privacy

Documenting and Accounting: Any staff member who has the ability to configure or modify
content on this site should be listed in the access table of this document.

Reviewing: Access controls and supporting documentation must be reviewed every six months
or when there is a change in Trusted CI personnel.

Monitoring: n/a

Revoking Access:  Access to this asset must be revoked or privilege reduced within 24 hours of
disqualification.

Remote Access:  n/a

Access Table:

Role Privilege Level Conditions & Procedures for Access at this Privilege Level

Redacted-For-Privacy Admin Password access. Also, email account is tied to his account.

Indiana University IT
Communications
Office

Admin Password access. They now handle day-to-day activity of this
account. Also, the phone number that is tied to this account is
Redacted-For-Privacy

Squarespace Post Authenticated as Twitter app with privilege to post from
Squarespace to Twitter using event triggers such as website
update.

Change Log:
Use this change log to document the version history of this specification document, as well as
other changes, such as the rationale for assigning or revoking certain privileges.
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Date Description of Change Version

2016-08-08 Initial Publication Version 1

2016-10-26 Add IU IT Communications office as having password access to the
account.

Version 1

2018-06-01 Redacted-For-Privacy has been confirmed to NOT have the latest
password and removed from this document.

Version 1.1

2018-06-04 Redacted-For-Privacy has acquired the updated strong password
from ITCO, logged in and changed the contact email to
Redacted-For-Privacy for now.

Version 1.1

2019-03-21 Rebranded CTSC to Trusted CI Version 1.2

2019-07-23 Added info about Redacted-For-Privacy phone number being used
on account.

Version 1.3

2021-04-01 Added redactions; distribution label Version 1.4
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