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FACIAL RECOGNITION TECHNOLOGY
AND THE FIRST AMENDMENT

Joseph A. Tomain!"”

ABSTRACT

The growing ubiquity of facial recognition technology (FRT) is a
problem. While much has been written on harmful government use of
FRT, little has been written about harmful use by private actors. This
Article helps fill that gap in the literature by providing a detailed
analysis of the First Amendment interests at stake when private actors
use FRT. Specifically, this Article analyzes whether laws that limit the
use of publicly available photographs to create ‘faceprints” for
inclusion in FRT databases violate the First Amendment rights of the
private actors creating these databases.

In May 2025, a multidistrict litigation against Clearview Al, a FRT
company, offered an opportunity to answer that question, but the parties
settled. The court, however, noted that the “settlement agreement leaves
unresolved the question that motivated this multidistrict litigation:
whether the collection of publicly available biometric information for
use by private or government entities . . . is reconcilable with
constitutional privacy rights.” This Article helps answer that unresolved
question. But privacy is too narrow a framework—constitutional rights of
free speech, association, and assembly are also affected.

This Article makes two claims — one descriptive and one normative.
The descriptive claim is two-fold: (1) existing First Amendment
Jjurisprudence does not resolve the novel question of whether laws
limiting private actors’ use of publicly available images violate their
First Amendment rights, and (2) free speech advocates are divided on
the proper response. The normative claim answers this unresolved
question by concluding that some regulation of using publicly available
images to create faceprints and FRT databases should be found
constitutionally permissible.

Not only does this Article analyze the First Amendment arguments
of FRT companies like Clearview AI, but it also introduces the other half
of the story: the First Amendment interests of the faceprinted. After

1.* Joseph A. Tomain is a Senior Lecturer at the Indiana University
Maurer School of Law. Thank you to the following for helpful feedback on drafts of
this article: Nicholas Almendares, Marc Jonathan Blitz, Leandra Lederman, Lane
McFadden, Susannah P. Mroz, Joseph P. Tomain, participants at the Florida State
University College of Law Constitutional Law Colloquium, the Indiana University
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School of Law Internet Law Works-in-Progress Conference. Thank you to the
following students for excellent research assistance: Greta Davis, Richard Garza,
Gerry Regep, Isara Santipong, and Lauren Weed. Thank you to Malvika Pandya,
Laken Rivet, and everyone at the Michigan Technology Law Review for shepherding
this Article through the editorial process. All errors are mine.
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identifying problematic uses of FRT and showing the inadequacy of
existing law, this Article makes the normative argument by engaging
with three methods of constitutional interpretation, identifying First
Amendment values that support regulating the use of FRT, and drawing
lessons from Fourth Amendment doctrine and theory.
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FACIAL RECOGNITION TECHNOLOGY AND THE FIRST
AMENDMENT

“Instantaneous photographs . . . have invaded the sacred precincts
of private and domestic life; and numerous mechanical devices threaten
to make good the prediction that ‘what is whispered in the closet shall be
proclaimed from the house-tops.’”

- Samuel D. Warren and Louis D. Brandeis, The Right to Privacy
(1890)?

INTRODUCTION

This Article focuses on private actor use of facial recognition
technology and the First Amendment. It analyzes the constitutional
permissibility of laws that limit how private actors use facial recognition
technology when they collect publicly available images to create
“faceprints.” * For example, does Illinois’s Biometric Information
Privacy Act (BIPA) violate the First Amendment by requiring notice and
consent before creating faceprints?* Imagine a company that creates a
database of faceprints by simply scraping’ images that are publicly
available online, or capturing images when people are physically in
public places like sidewalks,® sporting events,” or shopping malls.®

2. Samuel D. Warren & Louis D. Brandeis, The Right to Privacy, 4
Harv. L. Rev. 193, 195 (1890).
3. Simply put, a faceprint is “like a digital fingerprint.” Andrew Guthrie

Ferguson, Facial Recognition and the Fourth Amendment, 105 Minn. L. Rev. 1105,
1111 (2021); see also Sosa v. Onfido, Inc., 600 F. Supp. 3d 859, 871 (N.D. Ill. 2022)
(stating that faceprints are created when “software scans . . . facial images and extracts
a unique numerical representation of the shape or geometry of each facial image.”).

4. 740 I1. Comp. Stat. Ann. 14/15 (West).

5. “Broadly understood, scraping is automated online data harvesting.
The general term ‘data scraping’ refers to any time ‘a computer program extracts data
from output generated from another program.”” Daniel J. Solove & Woodrow
Hartzog, The Great Scrape: The Clash Between Scraping and Privacy, 113 Calif. L.
Rev. 1521(2025).

6. See Kashmir Hill, Two Students Created Face Recognition Glasses.
It Wasn't Hard, NY. TIMES (Oct. 24, 2024),
https://www.nytimes.com/2024/10/24/technology/facial-recognition-glasses-
privacy-harvard.html; see Zahra Takhshid, Retrievable Images on Social Media
Platforms: A Call for a New Privacy Tort, 68 BUFF. L. REV. 139, 142 (2020).

7. The use of facial recognition technology at the 2001 Super Bowl to
identify alleged criminals caused “serious concern” once it was discovered. See Phil
Agre, Your Face Is Not a Bar Code: Arguments Against Face Recognition in Public
Places, Whole Earth, Winter 2001, at 74. More recently, sports teams have considered
using the technology to replace scanning tickets as a more efficient method for
thousands of fans to enter stadiums. Parmy Olson, Facial Recognition’s Next Big
Play: The  Sports  Stadium, Wall St. J. (Aug 1, 2020),
https://www.wsj.com/articles/facial-recognitions-next-big-play-the-sports-stadium-
11596290400?gaa_.

8. Ashley Belanger, Vending Machine Error Reveals Secret Face Image
Database  of  College  Students, Ars Technica (Feb. 23, 2024),
https://arstechnica.com/tech-policy/2024/02/vending-machine-error-reveals-secret-
face-image-database-of-college-students/.
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These are not hypotheticals.” The question must then be posed: does
existing First Amendment law preclude legal limitations on the use of
images gathered from publicly available sources? The answer to this
constitutional question remains uncertain for at least four reasons.

First, although facial recognition technology (FRT) is not new, it
remains novel.!” The ability to instantaneously identify an unknown
person is a “tremendous change in our society’s conception of the human
person.” ! That development alone is worth attention. But when
instantaneous identification is combined with instantaneous knowledge
regarding other personal details, the risk of harm is significantly
increased.!? The concern is no longer just proclaiming on house-tops

9. See Floyd Abrams & Lee Wolosky, The Promise and Peril of Facial
Recognition, WALL ST. J.: OPINION (Jan. 13, 2021),
https://www.wsj.com/opinion/the-promise-and-peril-of-facial-recognition-
11610579445%gaa_ (“Clearview Al downloads photographs from the public internet
that are available to any user from any computer around the world without the consent
of the person photographed.”).

10. Kashmir Hill, Facial Recognition Start-Up Mounts a First
Amendment Defense, NY. TIMES (Aug. 11, 2020),
https://www.nytimes.com/2020/08/1 1 /technology/clearview-floyd-abrams.html
(noting that Floyd Abrams, defense counsel for a FRT company, acknowledges the
novelty of the technology, but concludes that it’s protected by the First Amendment);
see Takhshid, Retrievable Images, supra note 6, at 142 (“Today, the novel ways that
third parties can take advantage of a simple photo are alarming.”). Other technologies,
such as voiceprints and iris scans, raise similar concerns. See generally JOSEPH
TUROW, THE VOICE CATCHERS: HOW MARKETERS LISTEN IN TO EXPLOIT YOUR
FEELINGS, YOUR PRIVACY, AND YOUR WALLET (2021 Yale Univ. Press); see Reed
Albergotti, Reddit in Talks to Embrace Sam Altman’s Iris Scanning Orb to Verify
Users, SEMAFOR (June 20, 2025),
https://www.semafor.com/article/06/20/2025/reddit-considers-iris-scanning-orb-
developed-by-a-sam-altman-startup. Thus, while FRT is novel it is not uniquely
singular. Nonetheless, discussion of FRT and the lessons learned from it likely apply
to discussions about similar biometric identifiers like voiceprints, iris scans, and gait
analysis. Cf Dia Kayyali, The High Stakes of Biometric Surveillance, TECH POL’Y
PRESS (June 23, 2025), https://www.techpolicy.press/the-high-stakes-of-biometric-
surveillance/ (“The term facial recognition is often used too narrowly. Instead, it is
more accurate to talk about biometrics: ‘biological measurements — or physical
characteristics — that can be used to identify individuals.” This includes faces, but
also iris and voice patterns, and lesser-known measurements such as gait
recognition.”).

11. Agre, supra note 7; see also Renderos v. Clearview Al, Inc., 2022
WL 17326440, at *6 (Cal. Super. Ct. Nov. 18, 2022) (stating that plaintiffs
“adequately alleged . . . an egregious breach of social norms” based on Clearview
scraping publicly available images and transforming them into biometric information
for use in its FRT database), aff’d, 2025 WL 1466692 (Cal. Ct. App. May 22, 2025);
see also Evan Ringel & Amanda Reid, Regulating Facial Recognition Technology: A
Taxonomy of Regulatory Schemata and First Amendment Challenges, 28 Commc’n
L. & Pol’y 3, 7 (2023).

12. Kimberly N. Brown, Anonymity, Faceprints, and the Constitution, 21
Geo. Mason L. Rev. 409, 410 (2014) (FRT allows public and private actors to
“associate [facial images] with countless other bits of personal data accumulating
throughout the global information network, and track the most intimate details of an
unsuspecting person’s daily life.”); Matthew B. Kugler, From Identification to
Identity Theft: Public Perceptions of Biometric Privacy Harms, 10 U.C. Irvine L.
Rev. 107, 133 (2019) (similar); Mariko Hirose, Privacy in Public Spaces: The
Reasonable Expectation of Privacy Against the Dragnet Use of Facial Recognition
Technology, 49 Conn. L. Rev. 1591, 1608 (2017) (similar).
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whispers made in closets. It’s providing those whisperers’ home
addresses or phone numbers and connecting them to prior whispers and
with other people. Even scholars who find statutes like BIPA
unconstitutional agree that FRT’s ability to drastically reduce one’s
obscurity in public is descriptively “undeniable.”!* And even companies
that use FRT have called for greater regulation.'* Despite this, legislation
regulating the use of FRT remains limited. "

Second, case law on statutes like BIPA that engage with First
Amendment questions is thin. In May 2025, a federal district court
approved a class action settlement in a multidistrict litigation (MDL)
against Clearview Al, “[o]ne of the most notorious” scrapers.'® In doing
so, the court noted that the “settlement agreement leaves unresolved the
question that motivated this multidistrict litigation: whether the
collection of publicly available biometric information for use by private
or government entities . . . is reconcilable with constitutional privacy
rights.”'” In ACLU v. Clearview Al, an Illinois circuit court also had an
opportunity to provide guidance on the interaction between BIPA and
the First Amendment, but that case settled in 2022 after Clearview lost
its motion to dismiss.'® Both the ACLU case and the MDL include
opinions that deny Clearview’s respective motions to dismiss. They each
provide some First Amendment analysis, but it is brief, and the

13. Brief of Amici First Amendment Clinic at Duke Law and Professors
of Law Eugene Volokh and Jane Bambauer in Support of Defendant’s Motion to
Dismiss at 11-12, ACLU v. Clearview Al, Inc., No. 2020-CH-04353 (1ll. Cir. Ct.
Dec. 3, 2020) [hereinafter Volokh / Bambauer Amici Brief] (although the amici
concede the descriptive account, they find the prescriptive account calling for
regulation of FRT “less convincing” and contend that it reflects an “instantiation of
status quo bias.”).

14. E.g., Abrams & Wolosky, supra note 9; Drew Harwell, Microsoft
Calls for Regulation of Facial Recognition Saying it’s Too Risky to Leave to Tech
Industry  Alone, WASH. PoST: THE SwiTCH (July 13, 2018),
https://www.washingtonpost.com/technology/2018/07/13/microsoft-calls-
regulation-facial-recognition-saying-its-too-risky-leave-tech-industry-alone/.

15. A few other states have passed legislation like the Illinois Biometric
Information Privacy Act, but they do not include a private right of action like Illinois’
BIPA. E.g., Cal. Civ. Code § 1798.100 (West); Tex Bus. & Com. Code Ann. §
503.001(West); Wash. Rev. Code Ann. § 19.375.030 (West). See generally Jake
Laperruque, Status of State Laws on Facial Recognition Surveillance: Continued
Progress and Smart Innovations, Tech Pol’y Press (Jan. 6, 2025),
https://www.techpolicy.press/status-of-state-laws-on-facial-recognition-
surveillance-continued-progress-and-smart-innovations/. In addition to statutory
developments, scholars are calling for application of existing torts or the creation of
new torts to address the harms of FRT. See, e.g., Jason M. Schultz, The Right of
Publicity: A New Framework for Regulating Facial Recognition, 88 Brook L. Rev.
1039, 1041-42 (2023); Benjamin L.W. Sobel, 4 New Common Law of Web Scraping,
25 Lewis & Clark L. Rev. 147, 151 (2021); Takhshid, Retrievable Images, supra note
6, at 139—40; Zahra Takhshid, Data as Likeness, 112 Geo. L.J. 1161, 116667 (2024).

16. See Solove & Hartzog, supra note 5; Lindsay Barrett, Ban Facial
Recognition Technologies for Children — And for Everyone Else, 26 B.U. J. SCL. &
TECH. L. 223, 242 (2020).

17. In re Clearview Al, Inc., 2025 WL 1371330, at *17 (N.D. Ill. May
12, 2025).
18. Exhibit 2, ACLU v. Clearview Al Inc., No. 2020-CH-4353 (Ill. Cir.

Ct. May 9, 2022).
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procedural posture also limits the weight of those authorities.!® There are
other cases that engage with the First Amendment and FRT, but not
many, and certainly too few to consider the First Amendment questions
resolved.?’ Additionally, there are other cases that settled for hundreds
of millions to over one billion dollars where the First Amendment did
not yet come into play, but certainly would have had the litigation
continued.?!

Third, existing First Amendment law does not neatly apply to this
novel technology.?? For example, a seasoned First Amendment litigator
penned an essay where he conceded that his First Amendment analysis
of FRT has caused him to doubt the “simplistic notion” that publicly
available information is inevitably fair game.?* Additionally, traditional

19. ACLU v. Clearview, Al, Inc., 2021 WL 4164452, at *7 (Ill. Cir. Ct.
Aug. 27, 2021) (denying Clearview’s motion to dismiss but noting that “[o]f course,
today’s decision does not mean the Court has found Clearview liable for violating
BIPA.”); see Ringel & Reid, supra note 11, at 67 (“The settlement [of ACLU v.
Clearview Al also means that there is no formal adjudication on any of the First
Amendment arguments advanced by Clearview Al in defense of their FRT model,
leaving it to future courts to wrestle with how the First Amendment may apply to
regulations of FRT.”); Bonnie E. Devany, Note, Clearview Al's First Amendment: A
Dangerous Reality?, 101 Tex. L. Rev. 473, 473 (2022) (similar).

20. Other cases that minimally engage with First Amendment include:
Renderos v. Clearview Al, Inc., No. RG21096898, 2022 WL 17326440 (Cal. Super.
Ct. Nov. 18, 2022) (denying Clearview’s anti-SLAPP motion to dismiss and
concluding, in part, that “[a] person does not have a [FJirst Amendment right to
appropriate a photograph or likeness of another person and then use it for a profit-
making business”); but see Renderos v. Clearview Al, Inc., No. A167179, 2025 WL
1466692 (Cal. Ct. App. May 22, 2025) (affirming denial of the anti-SLAPP motion
to dismiss but not engaging with the First Amendment question because California’s
anti-SLAPP law goes beyond the First Amendment by protecting acts “in
furtherance” of speech and thus limited its holding to statutory analysis); State v.
Clearview Al, Inc., No. 226-3-20 Cncv, 2020 Vt. Super. LEXIS 4, *17 (denying
Clearview’s motion to dismiss because Vermont’s consumer protection claim
survives intermediate scrutiny, but merely “[a]ssuming without deciding” that
Clearview is engaging in speech covered by the First Amendment).

21. See, e.g., Dan Mangan, Meta Agrees to $1.4 Billion Settlement in
Texas  Biometric  Data  Lawsuit  Over  Facebook  Images, ~CNBC,
https://www.cnbe.com/2024/07/30/meta-agrees-to- 1 point4-billion-settlement-in-
texas-biometric-data-lawsuit.html (July 30, 2024, 12:25 PM); Nicholas lovino, Judge
Approves Historic $650 Million Facebook Privacy Settlement, COURTHOUSE NEWS
(Feb. 26, 2021), https://www.courthousenews.com/judge-approves-historic-650m-
facebook-privacy-settlement/; Jim Nash, Google s Down $100M, BIPA Plaintiffs See
a Fraction, Lawyers Will Swim in the Money, BIOMETRIC UPDATE (June 6, 2022, 3:26

PM), https://www.biometricupdate.com/202206/googles-down-100m-bipa-
plaintiffs-see-a-fraction-lawyers-will-swim-in-the-money.
22. See also Matthew B. Kugler, Public Perceptions Can Guide

Regulation of Public Facial Recognition, 25 COLUM. SCI. & TECH. L. REv. 1, 4
(2023) [hereinafter Kugler, Public Perceptions] (stating that in the Fourth
Amendment context “current black letter law has little to say about the use of facial
recognition in public places”); Ferguson, supra note 3, at 1108, 1126 (similar).

23. Steven D. Zansberg, Charting the Skies: Where Does Facial
Recognition Technology “Fit” in the Data Privacy Cosmos?,2 NOTRE DAME J. ON
EMERGING TECHNOLOGIES 292, 312 (2021) [Zansberg, Charting the Skies]; see also
Woodrow Hartzog, The Public Information Fallacy, 99 B.U. L. REV. 459, 465 (2019)
(arguing that “the ‘no privacy in public’ justification is misguided because nobody
knows what ‘public’ means, because it has no set definition in law or policy”).
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free speech advocates are divided on the First Amendment implications
when FRT databases are created with publicly available images.?*

Fourth, although there is a rich literature on the use of FRT in the
government context,?> First Amendment issues are underexplored in the
private actor context.?® Underexplored, however, is not unexplored. Law
students’ Notes have engaged with the First Amendment issue in both
the public and private actor contexts.?’” Several law professors have
briefly touched upon the First Amendment and FRT in the private actor
context, but the analysis is limited as those works focus on other relevant
issues.

For example, Thomas Kadri has a short discussion on the First
Amendment and FRT in Platforms as Blackacres where he focuses on
the Computer Fraud and Abuse Act.?® Benjamin Sobel briefly discusses
the First Amendment in his article advocating for 4 New Common Law
of Webscraping. * Zahra Takhshid explains why her proposal to
conceptualize Data as Likeness for the purpose of enlisting the common
law misappropriation tort to protect the digital persona is consonant with
the First Amendment.*® Kimberly Brown argues that First Amendment
protection for anonymous speech ought to play a role in Fourth

24. See infra Part IL.A.

25. E.g. Ferguson, supra note 3, at 1115-25; Hirose, supra note 12, at
1593-99; Brown, supra note 12, at 409—66; Evan Selinger & Woodrow Hartzog, The
Inconsentability of Facial Surveillance, 66 LOYOLA L. REV. 101 (2019).

26. See also Adam Satariano & Kashmir Hill, Barred from Grocery
Stores by Facial Recognition, N.Y. TIMES,
https://www.nytimes.com/2023/06/28/technology/facial-recognition-shoplifters-
britain.html (July 4, 2023) (“Use of facial recognition technology by the police has
been heavily scrutinized in recent years, but its application by private actors has
received less attention.”).

27. See, e.g., Katja Kukielski, Note, The First Amendment and Facial
Recognition Technology, 55 LOY. L.A. L. REV. 231 (2022) (focusing on private actor
use of FRT and arguing that some regulation of private actor use should survive First
Amendment scrutiny); Devany, supra note 19 (similar); Apratim Vidyarthi, The
Public Square Has Eyes (or Cameras): Anonymous Speech Under the First and
Fourth Amendments in the Age of Facial Recognition, 32 FORDHAM INTELL. PROP.
MEDIA & ENT. L.J. 630 (2022); Lucas Evans, Note, Uncovered: Facial Recognition
and Systemic Effects Approach to First Amendment Coverage, 6 GEO. L. TECH. REV.
248, 255 n. 45 (2022) (stating that while his Note focuses on the First Amendment
and FRT in the law enforcement context that private actor use “also poses complex
questions about expressive rights in light of widespread private surveillance”).

28. Thomas E. Kadri, Platforms as Blackacres, 68 UCLA L. REV. 1184,
1248-49 (2022) [hereinafter Kadri, Blackacres] (arguing that in the context of FRT,
“[c]ourts shouldn’t construe the First Amendment to block narrowly tailored laws that
address information-related harms, even when that information is drawn from
publicly accessible sources”); see also Thomas E. Kadri, Digital Gatekeepers, 99
TEX. L. REV. 951, 1000-01 (2021) [hereinafter Kadri, Gatekeepers] (identifying FRT
as a “pressing situation” and that if the courts or Congress limit liability for scraping
publicly accessible websites that “Congress should plug the regulator hole with
targeted laws identifying and regulating specific harms that flow from the collection
and use of data, including data that’s openly available on the internet”).

29. Sobel, supra note 15, at 204-06.

30. Takhshid, Data as Likeness, supra note 15, at 1197-203. Takhshid
also engages intermittently with the First Amendment throughout her earlier article
calling for a new privacy tort to protect against unwanted broadcasting of one’s
image. Takhshid, Retrievable Images, supra note 6, passim.
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Amendment doctrine and also inform potential legislative actions.3!
Evan Ringel and Amanda Reid focused specifically on the First
Amendment and FRT when they developed a taxonomy and identified
First Amendment challenges.?? Others have also touched on the First
Amendment when writing about FRT, although usually in the context of
government use.*’ But any solution to the unfettered use of FRT is
incomplete if it does not include regulation of private actors.3*

This Article builds on prior FRT literature and fills a gap in the
existing literature by taking a focused look at whether laws that regulate
private actors’ use of FRT violate the First Amendment. Ultimately, this
Article makes two claims, one descriptive and one normative. The
descriptive claim is that existing First Amendment law does not resolve
this novel question. The normative claim is that some regulation on
private actor use of FRT should be constitutionally permissible. The
descriptive claim largely results from analysis of case law, including
showing how traditional freedom of expression advocates are split. The
normative claim is grounded in three methods of constitutional
interpretation, identifies the First Amendment values that support
regulating the use of FRT, and draws lessons from Fourth Amendment
doctrine and theory. One way this Article makes the normative claim
concrete is by concluding that laws like BIPA—which require written and
informed consent prior to collecting biometric information, like
faceprints—are constitutionally permissible.>> Because of the rich, varied,
and complex world of the First Amendment, this Article does not cover

31. Brown, supra note 12, at 449 n. 336.
32. Ringel & Reid, supra note 11, at 39—60.
33. E.g. CLARE GARVIE, ALVARO BEDOYA & JONATHAN FRANKLE,

GEO. L. CTR. ON PRIV. & TECH., THE PERPETUAL LINE-UP: UNREGULATED POLICE
FACE RECOGNITION IN AMERICA 42-43 (2016) (stating that “First Amendment case
law is unclear on face recognition” in the context of government use) [hereinafter
GARVIE, ET AL., PERPETUAL LINE-UP]; Sharon Nakar & Dov Greenbaum, Now You
See Me. Now You Still Do: Facial Recognition Technology and the Growing Lack of
Privacy,23 B.U.J. SCL & TECH. L. 88, 116—17 (2017) (arguing that the ability to rely
on the First Amendment right to anonymous speech as a basis for regulating FRT is
“severely curtailed”); Shlomit Yansiky-Ravid & Kyle Fleming, The Tripartite Model
of Facial Recognition: Bridging the Gap Between Privacy, Public Safety, Technology
and the Fourth and First Amendments, 37 NOTRE DAME J. L. ETH. & PUB. POL’Y
159, 160 (2023) (concluding that “use of FRT by law enforcement may not be in
conflict with the Fourth Amendment, or with the First Amendment”).

34. See Selinger & Hartzog, Inconsentability, supra note 25, at 102, 120
(highlighting the “porous boundaries between the government and private sector”
when it comes to surveillance, including the use of FRT, and that “[r]egulating the
government without also imposing restrictions on technology companies is
insufficient” but a good start); Amanda Levendowski, Resisting Face Surveillance
with Copyright Law, 100 N.C. L. REV. 1014, 1020 (2022) (similar); Vidyarthi, supra
note 27, at 683 (similar); Jonathan Turley, Anonymity, Obscurity, and Technology:
Reconsidering Privacy in the Age of Biometrics, 100 B.U. L. REV. 2179, 2257 (2020)
(similar).

35. I acknowledge that notice and consent regimes are largely considered
unworkable, including in the FRT context. See generally, e.g., Selinger & Hartzog,
Inconsentability, supra note 25. But that debate is outside the scope of this Article.
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the universe of First Amendment doctrine or theory as it relates to FRT.3¢
It does, however, make a unique contribution by providing a focused
First Amendment analysis that builds upon existing literature and
provides a way to continue the First Amendment conversation on an
issue that is relevant to individual autonomy, societal interests, and
democracy.’’

Part I explains why certain uses of FRT by private actors create
individual and social harms worthy of legal attention. Part II then
illustrates that existing law does not adequately answer the First
Amendment questions at play in the context of this novel technology.
Finally, Part III uses three different methods of constitutional
interpretation, First Amendment values, and Fourth Amendment
intersections to make the normative case that regulating some private
actor use of FRT ought to be constitutionally permissible, even when
companies build their FRT databases from publicly available images.

I. PROBLEMATIC USES OF FACIAL RECOGNITION TECHNOLOGY
BY PRIVATE ACTORS

Much has been written on the harms resulting from government use
of FRT to track individuals over extended periods of time.*® But private
actors can track individuals too,* and “[i]t is not clear which is the more

36. Any such effort would seem destined to fail. See Steven Shiffrin,
Dissent Democratic Participation, and First Amendment Methodology, 97 VA. L.
REV. 559, 559 (2011) (“Too many values interact in too many complicated ways to
expect that a single value, or small set of values, would emerge as the transcendent
master value in resolving freedom of speech questions.”).

37. Woodrow Hartzog & Evan Selinger, Why You Can No Longer Get
Lost in the Crowd, NY. TIMES (Apr. 17, 2019),
https://www.nytimes.com/2019/04/17/opinion/data-privacy.html  (arguing that
“obscurity is crucial to democracy”); Melodi Dincer & Nicola Morrow, Clearview Al
Is Deploying a California Law Meant to Protect Activists From Bogus Lawsuits,
TECH POL’Y PRESS (Aug. 15, 2023), https://www.techpolicy.press/clearview-ai-is-
deploying-a-california-law-meant-to-protect-activists-from-bogus-lawsuits/ (“Facial
recognition systems that promise to identify any person, at any time and place, affect
each of us individually and all of us collectively.”); Barrett, supra note 16, at 285
(“Facial recognition technologies threaten fundamental democratic values that should
be fulsomely protected for everyone.”); Kugler, Public Perceptions, supra note 22, at
44 (quoting Anita Allen, Coercing Privacy,40 WM. & MARY L. REV. 723, 740 (1999)
(stating that his proposal to limit government use of FRT in public is based, in part,
on the democratic concern that “privacy is a ‘precondition of liberal egalitarian
society’”)); Nakar & Greenbaum, supra note 33, at 101 (stating that the right to
privacy is a “precondition for [] democracy” and that includes striking the right
balance of power between “individuals and large business entities and between man
and his fellow man,” not just between citizens and the government).

38. E.g., Ferguson, supra note 3; Brown, supra note 12; Selinger &
Hartzog, supra note 25; GARVIE, ET AL., PERPETUAL LINE-UP, supra note 33.
39. Brown, supra note 12, at 409; see also Kadri, Digital Gatekeepers,

supra note 28, at 1001; see also Ringel & Reid, supra note 11, at 11.
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insidious threat.”*® Moreover, the ability to track a person’s physical
movements over time is far from the only threat of private actor FRT
use—“[t]he harms of face surveillance are legion.”*' This Part identifies
the types of harm that may flow from private actor use of FRT and it
begins with a brief historical background about the legal and social
considerations involving photographs.

Questions regarding socially acceptable and legally permissible uses
of photography have been around at least as long as the concept of a right
to privacy in American legal jurisprudence. Invention of instantaneous
photography catalyzed Warren and Brandeis to write the seminal privacy
article in 1890, The Right to Privacy.* Presciently, they even identified
a privacy right in “facial expression.”*

Warren and Brandeis argued that recognizing a right to privacy is
well within the common law process because it simply makes explicit a
legal protection already implicitly protected through intellectual
property and contract law.** As Amanda Levendowski has pointed out,
the Supreme Court has also “acknowledged that ‘common-law copyright
was often enlisted in the service of personal privacy.””* According to
Warren and Brandeis, changes in photography specifically and
technology generally (as well as the increase in yellow journalism)
required an explicit right to privacy because contract and intellectual
property laws were inadequate proxies, particularly when the underlying
purpose of privacy is to protect the intangible qualities of being human.*¢
Or, in their words, to protect the “inviolate personality.”*’ While Warren
and Brandeis began the conversation regarding the interaction between
the right to privacy and photography, it did not end there.

A 1950 New York Times article titled The Candid Picture explored
the socially acceptable limits on surreptitious photography.*® The author
includes remarks by Roy Stryker at the Rochester Institute of
Technology, the recipient of the first award in honor of a former Kodak
executive and professor at the institute. Stryker said, “I feel it is not too

40. Nakar & Greenbaum, supra note 33, at 89; but see Barrett, supra note
16, at 236 (determining that government uses of FRT are “even more coercive and
surreptitious than commercial ones . . .”); but see Selinger & Hartzog,
Inconsentability, supra note 24, at 120 (similar); but see Turley, supra note 34, at
2247 (“The problem for biometric privacy is that the primary threat comes from
commercial products and the appeal of transparency to consumers.”).

41. Selinger & Hartzog, Inconsentability, supra note 25, at 117. This
Article uses the term “facial recognition” as an umbrella term to generally describe
the use of technology to create faceprints. Andrew Ferguson helpfully describes
various uses of FRT, including for the purpose of “face surveillance.” Ferguson
describes “face surveillance” as the use of FRT for “generalized mass identification
of individuals. . .” Ferguson, supra note 3, at 1112. He defines other types of FRT
uses, including “face identification,” “face verification,” and “face tracking.” /d. at
1112-25.

42. Warren & Brandeis, supra note 2.

43. Id. at 206.

44, Warren & Brandeis, supra note 2, at 198, 208—10.

45. Levendowski, supra note 34, at 1048 (quoting Harper & Row,
Publishers, Inc. v. Nation Enters., 471 U.S. 539, 554 (1985)).

46. Warren & Brandeis, supra note 2, at 195-96.

47. Warren & Brandeis, supra note 2, at 205.

48. Jacob Deschin, The Candid Picture, N.Y. TIMES (June 25, 1950).
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much to say that the very future of the photograph as a social instrument
is dependent on this single element: maintaining a basic respect for
human dignity.” % But discussions about the proper limits of
surreptitious photography were not limited to the realm of social
commentary on ethics and the essence of being human.

In 1953, the California Supreme Court considered the tort
implications of being photographed in public. In Gill v. Hearst
Publishing Company, a husband and wife were photographed, without
their knowledge, in a “romantic pose” at the Los Angeles Farmer’s
Market where they worked.*® The photograph appeared in a magazine
article declaring that the “world could not revolve without love.””' The
court held that a public disclosure of private facts claim could not
succeed because there was no private fact: the photograph “was taken of
plaintiffs in a pose voluntarily assumed in a public market place.”*? Yet
the dissent would have ruled otherwise.

The dissenting justice wrote:

By plaintiffs doing what they did in view of a tiny fraction of
the public, does not mean that they consented to observation by
the millions of readers of the defendant's magazine. In effect,
the majority holding means that anything any one does outside
of his own home is with consent to the publication thereof,
because, under those circumstances he waives his right of
privacy even though there is no news value in the event.*

The Gill majority reached the correct outcome because the magazine
simply published a photograph of a couple in a public place to help
illustrate a news article. Although their images were now available to
millions of readers, their “obscurity” was not greatly reduced.>* The

49. Id. The award was named in honor of Frederick K. Brehm who “is
one of the people credited with developing the Cirkut panoramic camera.” See
https://www.loc.gov/collections/panoramic-photographs/articles-and-
essays/selected-photographers-and-examples-of-their-work/frederick-w-brehm/ (last
visited July 10, 2025).

50. Gill v. Hearst Publishing Co., 40 Cal. 2d 224, 229 (Cal. 1953).

51. Id. at 226.

52. Id. at 230.

53. Id. at 232-33 (Carter, J., dissenting).

54. Simply put, obscurity is “a state of unknowing.” Woodrow Hartzog

& Frederic Stutzman, The Case for Online Obscurity, 101 CAL. L. REV. 1, 5 (2013);
see Selinger & Hartzog, Inconsentability, supra note 25, at 114 (stating that “the
concept of obscurity concerns transaction costs—the ease or difficulty of finding
information and correctly interpreting it.”). Hartzog and Stutzman “argue that
obscurity is a common and natural condition of interaction, and therefore human
expectation of obscurity will transfer to the domains in which we spend time, both
physical and virtual.” Hartzog & Stutzman, at 5. They cite FRT as an example of
something that “significantly erodes the protection of obscurity.” /d. at 47. See further
discussion on obscurity infra Part I111.B.1.



12 Michigan Technology Law Review [Vol. 32:1

dissent’s reasoning, however, resonates today in the context of regulating
FRT.%

Indeed, a federal district court decision involving FRT aligns with
the Gill dissent’s reasoning. In Sosa v. Onfido, Inc., the plaintiff sued
Onfido, a FRT company, claiming that while he consented to uploading
a photograph to verify his identity, he did not consent to the company
transforming his photograph into a faceprint.’® Onfido argued that the
plaintiff’s consent to uploading the photograph equaled the plaintiff’s
consent to Onfido’s creation of a faceprint.’” The U.S. District Court for
the Northern District of Illinois called Onfido’s argument a “non-
starter.”*® “Consenting to Onfido’s collection of a photograph is not the
same as consenting to Onfido’s collection of biometric data—here, a
scan of face geometry.”>® Thus, like the Gill dissent, the Sosa majority
takes a more nuanced view of the scope of consent with regard to
publicly available information. This nuance is necessary because the
advent of FRT complicates the analysis of determining both the socially
acceptable and legally permissible limits on the use of one’s publicly
available image.

Creating faceprints from publicly available images is qualitatively
different from publishing a mere photograph because of how easily an
individual can be identified and connected with other personal
information and to other people.®® The potential harms that flow as a
consequence of being able to instantaneously identify someone from a
photograph and connect them with other personal information far exceed
the potential harms that flow from simply recognizing someone from a
magazine photograph.®! Although courts often view harm arising from
biometric collection narrowly (i.e. a risk of identity theft), nationally
representative surveys “support taking a broad view of what counts as
harm.”®> Moreover, studies show that “Americans reject universal face
surveillance.”® While these studies are based on governmental use of
FRT, private actor use is also problematic. Several examples
demonstrate some of the harms resulting from private actor use of FRT.

The obscurity that one has in public spaces is lost if anyone can be
recognized in real time. Matthew Kugler suggests that the harms from

55. See Joseph A. Tomain, Teaching Information Privacy Law, 59
WASHBURN L.J. 445, 465 (2020) (suggesting that the Gill dissent may be instructive
in analyzing the use of FRT by both public and private actors); and Bridget A. Sarpu,
Google: The Endemic Threat to Privacy, 15 J. HIGH TECH. L. 97, 107 (2014) (stating
that the Gill dissent was “[a]head of [its] time”).

56. Sosa v. Onfido, Inc., 600 F. Supp. 3d 859 (N.D. Ill. 2022).

57. Id. at 883. Clearview makes a similar argument. Def. Mem. of Law
in Support of Motion to Dismiss at 22, ACLU v. Clearview Al, Inc., Case No. 20-
CH-4353 (arguing that “individuals who posted their photographs on the Internet
effectively consented to sharing their ‘biometric information.””) [hereinafter
Clearview Mot. to Dismiss Mem.].

58. Id. at 883.

59. 1d.

60. See Brown, supra note 12, at 410.

61. See Renderos v. Clearview Al Inc., No. A167179, 2025 WL 1466692
at *1, *3 (Cal. Ct. App. May 22, 2025).

62. Kugler, From Identification to Identity Theft, supra note 12, at 112.

63. Kugler, Public Perceptions, supra note 22, at 52.
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public tracking through biometric collection are multi-faceted, raising
both practical and philosophical concerns.®* Even a proponent of FRT
recognizes the legitimate and serious risk to public obscurity posed by
widespread FRT use.® The implications of such a loss of obscurity have
acute ramifications for a self-governing democracy.®

For example, during the 2016 election, Microsoft exhibited its FRT
technology at the Democratic and Republican conventions, but it was not
used to simply verify or identify a person.®” Microsoft’s “Real Time
Insights” incorporated facial analysis technology that the company
claimed could interpret facial expressions, a characteristic that Warren
and Brandeis found imbued with privacy.® One reporter described
“the use of facial analysis at political events [as] eerily reminiscent of
George Orwell’s 1984, where the government monitors faces for any
sign of dissatisfaction, or ‘facecrime.””® But the use of facial analysis is
not limited to politics. Schools, potential employers, and stores are
experimenting with this technology. ”° “Attempts to infer personal
attributes or emotions from someone’s facial expression also invite
privacy invasions and discrimination.””!

In 2025, Mother Jones published an exposé on Clearview that
detailed the company’s business practices, including a quote from Emily
Tucker, the Executive Director at Georgetown Law’s Center on Privacy
and Technology: “All of the evidence we have is that [Clearview] is a
corporation that cares not at all about civil rights and that their founders
have a potential ideological agenda inconsistent with democracy.”’? In
2025, Clearview claimed that its database contains over 50 billion facial
images”* and previously told investors that it is “on track” to increase its
database to 100 billion images, which equates to 14 images for every

64. Kugler, From Identification to Identity Theft, supra note 12, at 110.

65. See Henry H. Perritt Jr., Defending Face-Recognition Technology
(and Defending Against It), 25 J. TECH. L. & POL’Y 41, 70, 135 (2025); see also
Kugler, Public Perceptions, supra note 22, at 48.

66. See infira Section 111.B.4.

67. See Alex Emmons, Microsoft Pitches Technology that Can Read
Facial Expressions at Political Rallies, INTERCEPT (Aug. 4, 2016, at 12:15 ET),
https://theintercept.com/2016/08/04/microsoft-pitches-technology-that-can-read-
facial-expressions-at-political-rallies/ [https://perma.cc/4YNJ-28EG].

68. Id.; Warren & Brandeis, supra note 2. Amazon has also advertised
that it’s FRT, “Rekognition” provides “real-time face searches” and can “analyze
sentiments.” Kugler, From Identification to Ildentity Theft, supra note 12, at 118. See
also Kayyali, supra note 10 (“Some experimental uses . . . [include] using sentiment
analysis to detect ‘nervous’ or ‘angry’ people in customer service and workplace
surveillance— applications that have been criticized for invading privacy, producing
false results, and reinforcing existing biases against people of color and other

groups.”).

69. Emmons, supra note 67.

70. Barrett, supra note 16, at 235.

71. Id. at 242.

72. Luke O’Brien, The Shocking Far-Right Agenda Behind the Facial
Recognition Tech Used by ICE and the FBI, MOTHER JONES (May-June 2025).

73. Joseph Cox, Here is NASA’s Contract with Clearview Al, 404 MEDIA

(Mar. 11, 2025).
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person on the planet.”* Although Clearview once boasted on its website
that its technology helped to identify individuals who stormed the
Capitol on January 6, 2021,7 those references have since been deleted.”

While the Mother Jones article focuses on government use of FRT,
it notes that private actors are also using the technology to identify
dissenting individuals. For example, JPMorgan Chase used Clearview’s
technology to vet attendees at a shareholders meeting “to make sure there
were no protestors,” according to an email by Clearview co-founder
Hoan Ton-That.”” Just as government actors can use FRT to identify
protestors, private companies and individuals can too. Though especially
significant due to its potential effects on democracy, seeking to chill
dissent is not the only harm caused by FRT.

Individual harms in commercial and non-commercial settings also
flow from private actor use of FRT. “Imagine a potential employer
digging into your past, an abusive ex tracking you, or a random stranger
snapping a photo of you in public and then finding you online.””® These
risks are not hypotheticals—companies use FRT in a variety of contexts.”
A real estate company secretly used the technology to collect images of
tenants and visitors, raising concerns about intrusion into a person’s
“castle.”®® Clearview has pitched its service as a way to “monitor ‘gig
economy’ workers.”®! Through some type of computer error, a student
at a Canadian university discovered that an M&M vending machine on
campus was secretly using FRT.%? Some digital billboards use FRT to
target consumers by identifying their “gender, age, and even their
mood.”® After being flagged by FRT, the owner of Radio City Musical
Hall prohibited a lawyer from attending a holiday event as a chaperone
with her child merely because she worked at a law firm adverse to his

74. Tim Cushing, Clearview Pitch Deck Says It’s Aiming for a 100
Billion Image Database, Restarting Sales to the Private Sector, TECHCRUNCH (Feb.
23,2022).

75. Jon Brodkin, Clearview Al Aims to Put Almost Every Human in
Facial Recognition Database, Ars Technica (Feb. 16, 2022, at 17:00 ET),
https://arstechnica.com/tech-policy/2022/02/clearview-ai-aims-to-put-almost-every-
human-in-facial-recognition-database/ [https://perma.cc/9QA8-3GUG] (“After the
January 6, 2021, attack on the US Capitol, Ton-That said, ‘it is gratifying that
Clearview Al has been used to identify the Capitol rioters who attacked our great
symbol of democracy.””).

76. O’Brien, supra note 72.
77. Id.
78. Rachel Metz, Anyone Can Use This Powerful Facial-Recognition

Tool — and That’s a Problem, CNN: Business (May 4, 2021, at 15:53 ET),
https://www.cnn.com/2021/05/04/tech/pimeyes-facial-recognition.

79. Barrett, supra note 16, at 234-35 (“Casinos, concert venues,
restaurants, hotels, and sports arenas are also adopting facial recognition systems, out
of'a desire to spot high-paying customers, make providing their service more efficient,
or to identify ‘persons of interest.””).

80. O’Brien, supra note 72.
81. Cushing, Clearview Pitch Deck, supra note 74.
82. Belanger, supra note 8. The vendor stated that the technology was

merely used as a motion sensor and that the “machines do not take or store any photos
or images, and an individual person cannot be identified using the technology in the
machines.” Id.

83. Nakar & Greenbaum, supra note 33, at 99.
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company.®* Churches and schools are also being pitched biometric data
to help track attendance and participation, with some choosing to use it.%
Research suggests that predicting sexual orientation from FRT may be
feasible.®®

Grocery stores use FRT to identify shoplifters®’ and to target
consumers.%® While reasonable minds can disagree about allowing stores
to use FRT to identify shoplifters, some criticize such use as a
“disproportionate solution for minor crimes.”®® Similarly, while some
are not concerned about using FRT to track shoppers, others view this
use as problematic, especially when there is little opportunity to exit the
market.”® According to one nationally representative survey, “74% were
uncomfortable with a store using facial recognition to track consumer
shopping behavior.”®! One reason why tracking shoppers is problematic
is that much can be learned about a person from their purchasing
decisions, including sensitive information such as whether someone is
pregnant.®? Thus, in the contexts of employment, apartments, churches,
schools, and grocery stores (to name a few), private actor use of FRT is
quickly becoming part of the fabric of our daily lives with little law to
provide guardrails against its harms.

So far, this Part has focused on FRT use by private companies and
has shown that such use is “becoming ubiquitous.”®® That proliferation
is itself problematic, but “it is scary to think of what could happen if such

7

84. Edward Helmore, Facial Recognition Bars Lawyer from Girl Scout
Trip to Rockettes Christmas Show, GUARDIAN (Dec. 21, 2022, at 10:14 ET),
https://www.theguardian.com/us-news/2022/dec/2 1/facial-recognition-bars-lawyer-
rockettes-show.

85. Kugler, From Identification to Identity Theft, supra note 12, at 115;
Kugler, Public Perceptions, supra note 22, at 12—13; Barrett, supra note 16, at 226.
86. Kugler, From Identification to Ildentity Theft, supra note 12, at 135;

but see Kayyali, supra note 10 (stating that “thoroughly discredited biometric uses,
such as a 2018 claim that a ‘machine learning algorithm [could] identify faces as gay
or straight,” could be weaponized by transphobic or homophobic state actors to further
discrimination and oppressive surveillance.”) (citing Andrew Gelman, Greggor
Mattson & Daniel Simpson, Gaydar and the Fallacy of Decontextualized
Measurement, 5 SOCIO. SCI. 270, 273 (2018)).

87. E.g., Satariano & Hill, supra note 26; see also Kugler, From
Identification to Identity Theft, supra note 12, at 114, n.34.
88. Jon Keegan, Forget Milk and Eggs: Supermarkets Are Having a Fire

Sale on Data About You, MARKUP (Feb. 16, 2023, at 08:00 ET),
https://themarkup.org/privacy/2023/02/16/forget-milk-and-eggs-supermarkets-are-
having-a-fire-sale-on-data-about-you.

89. Satariano & Hill, supra note 26.

90. Keegan, supra note 88 (Senator Amy Klobuchar stated that use of
FRT to track individuals shopping for groceries “is especially concerning given how
few options consumers have for grocery stores in many communities.”).

91. Kugler, From Identification to Identity Theft, supra note 12, at 112.

92. See also Charles Duhigg, How Companies Learn Your Secrets, N.Y.
TIMES (Feb. 16, 2012), https://www.nytimes.com/2012/02/19/magazine/shopping-
habits.html (describing how companies use aggregated personal information to make
inferences about their lives and likely purchasing habits).

93. Kugler, From Identification to Ildentity Theft, supra note 12, at 114;
see also Kayyali, supra note 10.
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tech becomes accessible to the masses.””* For example, FRT “can make
harassment and stalking easier.”> The general public is increasingly able
to get access to FRT, thereby making this concern about private-
individual use a real one.

Unlike Clearview, which currently sells its service only to
government actors,’® PimEyes is a company that’s available to anyone
willing and able to pay $29.99 per month.*” Although PimEyes’s website
currently states that its service is limited to searching for images of
oneself online, that was not always the case.’® Even with the current
terms of service, people can and do search for images of others in its
database.” Additionally, Clearview has expressed interest in reentering
the market to sell its service to private actors.!®

The potential harm from FRT is exacerbated when it is combined
with other technology. Two Harvard students recently showed “how
easy it was to rig artificial intelligence tools to identify someone and
retrieve the person’s biographical information — potentially including a
phone number and home address — without the person realizing it.”!%!
The students did this by adding FRT to Ray-Ban Meta smart glasses, a
feature that Meta has thus far not offered to the public “because of legal
and ethical concerns.”'%? In less than two minutes, the students were able

94. Hannah Marriott, You Don’t Know This Face-Scanning Firm — but It
Knows  You, Times (Aug. 17, 2023), https://www.thetimes.com/life-
style/article/hoan-ton-that-clearview-ai-interview-facial-recognition-90xcsqprs.

95. Neil Richards & Woodrow Hartzog, The Pathologies of Digital
Consent, 96 Wash. U. L. Rev. 1461, 1485 (2019).
96. Renderos, 2025 WL 1466692, at *2 (Clearview Al’s general counsel

declared to the court that “to his knowledge no private entity has used the app since
about August 1, 2020.”).

97. Pricing, PimEyes, https://pimeyes.com/en/premium
[https://perma.cc/A2FV-4MLJ] (last visited Oct. 1, 2025).
98. See Metz, supra note 78 (“An image of the website from October

2018, for instance, indicates it instructed users to upload a photo of whomever they
wanted to look for.”). When asked why it changed this term of service, the company
“ignored or sidestepped” the question. /d.

99. See Kashmir Hill, 4 Face Search Engine Anyone Can Use Is
Alarmingly Accurate, NY. Times (May 26, 2022),
https://www.nytimes.com/2022/05/26/technology/pimeyes-facial-recognition-
search.html [https://perma.cc/2Z4L-LDQR].

100. Cushing, Clearview Pitch Deck, supra note 74 (“Clearview wants to
expand aggressively into the private sector.”).

101. Hill, Two Students, supra note 6.

102. 1d. Some companies have issued moratoriums or use limitations on making FRT
available to the public, including Facebook/Meta, IBM, Microsoft, and Amazon. Kashmir Hill,
Microsoft Plans to Eliminate Face Analysis Tools in Push for ‘Responsible A.1.”, N.Y. TIMES
(June 21, 2022), https://www.nytimes.com/2022/06/21/technology/microsoft-facial-
recognition.html; Charles Arthur, Google ‘Bans’ Facial Recognition on Google Glass — but
Developers Persist, GUARDIAN (June 3, 2013, at 08:38 ET),
https://www.theguardian.com/technology/2013/jun/03/google-glass-facial-recognition-ban.
But a recently leaked 2025 internal memo from Meta shows that the company
plans to add FRT to its smart glasses. Kashmir Hill, Kalley Huang, & Mike
Isaac, Meta Plans to Add Facial Recognition Technology to Its Smart Glasses,
N.Y. Times (Feb. 13, 2026),
https://www.nytimes.com/2026/02/13/technology/meta-facial-recognition-
smart-glasses.html. One reason the company plans to make this change is to take
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to identify a stranger waiting for a train in Boston by connecting PimEyes
to the smart glasses. They posted a video of their experiment that went
viral. PimEyes subsequently blocked their access to its service because
they violated the terms of service by uploading photos of other people
without their consent.!%

While these two Harvard students were simply demonstrating the
ease and consequences of combining FRT with smart glasses, others
might not share their pure intentions. For instance, anti-abortion activists
could use FRT to monitor people visiting abortion clinics.'® And one
person has already created an app that combines “public records and
facial recognition technology to allow anyone to identify police officers
in Los Angeles they have a picture of.” % Depending on one’s
perspective,, either example may be a valid use of FRT. Regardless, both
demonstrate the potential harms that can come from being able to
instantaneously identify strangers and connect them with other personal
information.

To be clear, FRT has beneficial uses. It can help identify struggling
students.!% Teachers could use it to help remember students’ names.'?’
Victims of child abuse could be identified.!”® Journalists and researchers
could use it for public interest purposes.'?® Because of these and other
positive uses, banning the technology is undesirable, not to mention
unlikely or futile.!'® Also, studies show that a majority of individuals
surveyed are comfortable with some uses of FRT, including identity

advantage of the current political tumult. /d. (““We will launch during a dynamic
political environment where many civil society groups that we would expect to
attack us would have their resources focused on other concerns[.]””).

103. Hill, Two Students, supra note 6.

104. A.W. Ohlheiser, Anti-Abortion Activists Are Collecting The Data
They’ll Need for Prosecutions Post-Roe, MIT Tech. Rev. (May 31, 2022),
https://www.technologyreview.com/2022/05/31/1052901/anti-abortion-activists-are-
collecting-the-data-theyll-need-for-prosecutions-post-roe/ (noting that activists are
already using body cams and automatic license plate readers to identify individual
visiting abortion clinics and that the ability “to target and harm people who have
abortions is exacerbated by the use of facial recognition technology.”)

105. Emanuel Maiberg, ‘FuckLAPD.com’ Lets Anyone Use Facial
Recognition to Instantly Identify Cops, 404 Media (June 23, 2025),
https://www.404media.co/fucklapd-com-lets-anyone-use-facial-recognition-to-
instantly-identify-cops/.

106. Will Knight, Facial Analysis Software Spots Struggling Students,
MIT Tech. Rev. (July 1, 2013),
https://www.technologyreview.com/2013/07/01/177519/facial-analysis-software-
spots-struggling-students/.

107. See Hill, Two Students, supra note 6.

108. See Kashmir Hill & Gabriel J.X. Dance, Clearview’s Facial
Recognition App Is Identifying Child Victims of Abuse, N.Y. Times (Feb. 7, 2020),
https://www.nytimes.com/2020/02/07/business/clearview-facial-recognition-child-
sexual-abuse.html.

109. Solove & Hartzog, supra note 5, at 1525.

110. See Nakar & Greenbaum, supra note 33, at 100 (“FRT is obviously
not going away.”); Abrams & Wolosky, supra note 9 (similar); see Plaintiffs’
Surreply to Defendant’s Motion to Dismiss, ACLU v. Clearview Al, Inc., No. 2020-
CH-04353 (1ll. Cir. Ct. May 11, 2022) (similar); Levendowski, supra note 34, at 1071
(similar); see also Allen, supra note 37, at 733 (“We could stop the avalanche of
technology, but we will not, if the past is any indication.”).
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verification to enter controlled spaces like schools.!!! Of course, the
mere fact that a majority of people are comfortable with certain uses and
uncomfortable with other uses is not dispositive of what ought to be
done.!'? But public norms can and do inform legislative and policy
discussions. ''* While a total ban is undesirable, some regulation is
necessary to help address the types of harms described here because “the
rise of facial-recognition technologies” poses a “pressing situation.”!*
But when the corpus of a FRT database consists of publicly available
images, the First Amendment is a potential obstacle to regulation.
Unfortunately, there is currently no clear answer as to whether the First
Amendment precludes such regulation.

II. THE INADEQUACY OF EXISTING FIRST AMENDMENT LAW

There are several reasons why extant First Amendment law does not
answer whether laws limiting private actor use of publicly available
images for purposes of FRT are constitutional. Section A brings this
uncertainty into relief by showing that traditional First Amendment and
freedom of expression advocates are split on the issue. Section B engages
with the threshold question of whether “speech” is even involved with
FRT. As shown below, courts are reaching different conclusions on this
threshold matter.

Because the focus of this Article is the use of publicly available
images, Section C provides a detailed analysis of a core First
Amendment doctrine related to the use of lawfully obtained information,
the Daily Mail principle.''> The Daily Mail principle provides robust
protection for lawfully obtained information and could be used to strike
down laws that regulate the use of publicly available images to create
FRT databases, but that conclusion is far from certain. Finally, Section
D addresses two constitutionally salient considerations that are contested
in FRT litigation: (1) whether legal limitations that reduce speech
effectiveness violate the First Amendment; and (2) whether a process
that is constitutional when done manually is necessarily constitutional
when automated.

A. Free Speech Advocates Divided

Facial recognition technology puts First Amendment practitioners
and scholars at a crossroads. Does (or more accurately, should)'' the
First Amendment allow for limits on the use of FRT by private actors
when they collect images from publicly available sources? First

111. E.g., Kugler, Public Perceptions, supra note 22, at 5-6.

112. Kugler, From Identification to Ildentity Theft, supra note 12, at 143;
see also Roseanna Sommers, Commonsense Consent, 129 YALE L.J. 2232, 2238
(2020) (“[SJurveying the public tells us what people think; it does not necessarily tell
us what is morally right or what the law should be.”).

113. Kugler, Public Perceptions, supra note 22, at 4; Kugler, From
Identification to Identity Theft, supra note 12, at 143.
114. Kadri, Digital Gatekeepers, supra note 28, at 1000.

115. See Smith v. Daily Mail Publ’g Co., 443 U.S. 97, 107 (1979).
116. See infra Part I11.
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Amendment advocates and scholars are split on how to answer that
question. Two examples illustrate how First Amendment practitioners
and scholars are at odds.

First, the parties, counsel, and amici in ACLU v. Clearview AI help
illustrate this moment of constitutional uncertainty, even within the
circle of traditional freedom of expression proponents.!'” The ACLU is
a well-known advocate for freedom of expression.!'® In May 2022, the
ACLU issued a statement supporting Elon Musk’s view that then-former
President Trump should have his Twitter account restored and that it
should never have been taken away.!'” And in 2009, the ACLU filed an
amicus brief in Citizens United v. Federal Election Commission arguing
that part of the Bipartisan Campaign Reform Act violated the First
Amendment because it was a “poorly conceived effort to restrict political
speech and should be struck down.”!?* But in the FRT context, the
ACLU took the side of privacy by suing Clearview Al for violating the
[llinois Biometric Information Privacy Act (BIPA). Clearview noted the
ACLU’s unusual advocacy against free expression by highlighting how
it opposed non-consensual pornography legislation even though serious
privacy harms occur in that context.'?! Legendary First Amendment
lawyer Floyd Abrams represented Clearview, thereby pitting two
traditional free speech allies—who, notably, were on the same side in
Citizens United—against each other.'?

The amici briefs in ACLU v. Clearview Al further show the extent
to which First Amendment advocates and scholars are split. The
Electronic Frontier Foundation (EFF), another stalwart defender of
freedom of expression, sided with privacy by filing an amicus brief in

117. See Ringel & Reid, supra note 11, at 42 (stating that the settled
litigation against Clearview Al “provides a fascinating proxy to explore how the First
Amendment might apply to facial recognition technology.”).

118. But see, e.g., Michael Powell, Once a Bastion of Free Speech, the
A.C.L.U  Faces an Identity Crisis, N.Y. TIMES (June 6, 2021),
https://www.nytimes.com/2021/06/06/us/aclu-free-speech.html.

119. ACLU Comment on Elon Musk Stating He Will Reinstate Trump on
Twitter, ACLU (May 10, 2022, at 16:30 ET), https://www.aclu.org/press-
releases/aclu-comment-elon-musk-stating-he-will-reinstate-trump-twitter.

120. Amicus Curiae Brief of the ACLU in Support of Appellant on
Supplemental Question at 3, Citizens United v. FEC, 558 U.S. 310 (2010) (No. 08-
205). Three years later, the ACLU published a statement confirming their position.
The ACLU and  Citizens  United, ACLU  (Mar. 27, 2012),
https://www.aclu.org/documents/aclu-and-citizens-united?utm_source=chatgpt.com
(“Unfortunately, legitimate concern over the influence of ‘big money’ in politics has
led some to propose a constitutional amendment to reverse the decision. The ACLU
will firmly oppose any constitutional amendment that would limit the free speech
clause of the First Amendment.”).

121. Clearview Mot. to Dismiss Memo, supra note 57, at 17, n.11.

122. Abrams represented Senator Mitch McConnell as an amicus in
Citizens United and participated in the oral argument. The audio of his oral argument
is here: https://www.c-span.org/clip/public-affairs-event/user-clip-floyd-abrams-on-
citizens-united-in-the-supreme-court/4779041. Abrams is a somewhat complicated
First Amendment advocate, depending on one’s perspective, as a recent documentary
illustrates. See AMERICAN MASTERS: Floyd Abrams: Speaking Freely (PBS
broadcast, aired Sep. 22, 2023); see also David Segal, A Matter of Opinion?, N.Y.
TIMES (July 18, 2009), https://www.nytimes.com/2009/07/19/business/19floyd.html
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support of the ACLU and the constitutionality of BIPA.!?* Ten First
Amendment and privacy law professors also filed an amicus brief to the
same effect.!?* On the other side, Eugene Volokh, Jane Bambauer, and
the Duke Law First Amendment Clinic filed an amicus brief in support
of Clearview, arguing that BIPA violates the First Amendment.!?> The
split among freedom-of-expression practitioners and scholars made this
case an excellent opportunity for the court to help clarify what the law is
regarding the First Amendment and FRT. But clarity did not come as the
parties settled following Clearview’s loss on its motion to dismiss.'?
This settlement and others leave challenging First Amendment questions
regarding the use and regulation of FRT unanswered.'?’ This includes
the May 2025 MDL settlement where the court expressly noted that the
settlement inured to the benefit of the parties (at least ostensibly),'?® but
left constitutional questions “unresolved.”!?® Thus, the lack of clarity
from case law remains.!*°

Second, former Chair of the ABA Forum on Communications Law
and leading member of the media law bar, Steve Zansberg, explored the
First Amendment question in Charting the Skies: Where Does Facial
Recognition Technology “Fit” in the Data Privacy Cosmos? 3!
Zansberg’s First Amendment bona fides are unquestionable as shown

123. Brief of Amicus Elec. Frontier Found. in Opposition to Defendant’s
Motion to Dismiss at 2, ACLU v. Clearview Al Inc., No. 2020-CH-04353 (1ll. Cir.
Ct. May 11, 2022).

124. Brief of Amici Law Professors in Opposition to Defendant’s Motion
to Dismiss at 1, ACLU v. Clearview Al, Inc., No. 2020-CH-04353 (Ill. Cir. Ct. May
11, 2022). In alphabetical order, the law professors signing on to this amici brief are
Hannah Bloch-Wehba, Danielle Keats Citron, Julie E. Cohen, Mary Anne Franks,
Woodrow Hartzog, Margot Kaminski, Genevieve Lakier, Frank Pasquale, Neil
Richards, and Scott Skinner-Thompson.

125. Volokh / Bambauer Amici Brief, supra note 13.

126. ACLU v. Clearview Al, Inc., 2021 WL 4164452 (1ll. Cir. Ct. Aug.
27,2021) (denying Clearview’s motion to dismiss). For the settlement agreement, see
Settlement Agreement & Release, supra note 17.

127. See Ringel & Reid, supra note 11, at 7.

128. The settlement was unusual because it gave the plaintiffs a stake in
Clearview. “By tying class recovery to a 23% stake in Clearview, class members’
ability to recover monetary relief is predicated on Clearview’s ability to profit off the
very privacy harms that spurred the class action.” Itiel Wainer, Take It at Face Value:
Court Approves Equity-Based Settlement in Clearview Al Facial Recognition Class
Action, 79 UNIV. MiaMi L. REvV. INSIGHTS (Apr. 11, 2025),
https://lawreview.law.miami.edu/take-it-at-face-value-court-approves-equity-based-
settlement-in-clearview-ai-facial-recognition-class-action/. At the time of writing, the
settlement is being challenged in court. Celeste Bott, 7 Cir. Weighs ‘Unprecedented’
Clearview Al Privacy Deal, LAW360 (Jan. 28, 2026),
https://www.law360.com/articles/2435103/7th-circ-weighs-unprecedented-
clearview-ai-privacy-deal.

129. In re Clearview Al, Inc., 2025 WL 1371330, at *117.

130. See Brown, supra note 12, at 410 (“There is no recognized
constitutional theory for placing boundaries on the government’s ability to engage in
ubiquitous monitoring of citizens based on images snapped in public or posted
online.”).

131. Zansberg, Charting the Skies, supra note 23, at 311-12.



https://lawreview.law.miami.edu/take-it-at-face-value-court-approves-equity-based-settlement-in-clearview-ai-facial-recognition-class-action/
https://lawreview.law.miami.edu/take-it-at-face-value-court-approves-equity-based-settlement-in-clearview-ai-facial-recognition-class-action/
https://www.law360.com/articles/2435103/7th-circ-weighs-unprecedented-clearview-ai-privacy-deal
https://www.law360.com/articles/2435103/7th-circ-weighs-unprecedented-clearview-ai-privacy-deal
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through his advocacy and publications.!*? Although he did not reach any
certain conclusions in Charting the Skies, Zansberg ended his article
acknowledging the complexity of this issue and the legitimacy of the
privacy interests involved:

My effort to chart the stars in the data privacy constellation

has made me appreciate, more than I had previously, the

complexity and ambiguity of the interaction between the

various indices and the ever-evolving notion of what we, as a

society, believe constitutes a reasonable expectation of privacy

... [M]y travel along these celestial signposts has caused me to

doubt the simplistic notion that “any information that is freely

left open to the public” can be harvested, compiled,

manipulated, processed, and analyzed, ad infinitum, including

through sophisticated computerized operations, without raising

any concerns regarding the personal privacy of the persons who

“consented” to releasing only that one data set to the public.!33

Zansberg’s view aligns with the Gill dissent in that all reasonable
expectations of privacy are not lost simply because information or
images are publicly available.!3*

Thus, at the First Amendment crossroads we sit with some stars to
guide us but no easy answers as to what the law is and what the law ought
to be when it comes to FRT and the First Amendment. To further
illustrate the inadequacy of existing First Amendment law, this Part
analyzes First Amendment doctrine and constitutionally salient
considerations where there is no clear answer when applied to FRT. But
first, it addresses a threshold question that is also contested and
unresolved in FRT litigation.

132. Examples of Zansberg’s public advocacy in support of free speech
include Steve Zansberg, Recent High-profile Cases Highlight the Need for Greater
Procedural Protections for Freedom of the Press, ABA COMMC’N. LAW. (2017); and
Steve Zansberg, Tread Lightly on ‘Prior Restraint’ of Press, GAZETTE,
https://gazette.com/2022/05/10/tread-lightly-on-prior-restraint-of-press-a7{f2262-
cfbb-11ec-af72-17cf5ta0dc2b/ (May 10, 2022). As for litigation, one of the more
controversial cases where he made a strong free speech argument involved a civil suit
against the publisher of a book titled, Hit Man: A Technical Manual for Independent
Contractors. The book served as a how-to guide for committing murder as a
livelihood. See Emilie Craft, Hit Manual, FREE SPEECH CTR.,
https://firstamendment.mtsu.edu/article/hit-man-manual/ (July 9, 2024) (discussing
Rice v. Paladin Enterprises, Inc., 128 F.3d 233 (4th Cir. 1997)).

133. Zansberg, Charting the Skies, supra note 23, at 311-12.

134. See also, e.g., Hartzog, Public Information Fallacy, supra note 23, at
465-66; Kukielski, supra note 27, at 259. At least two Supreme Court decisions also
recognize some privacy expectations in “public” contexts, Department of Justice v.
Reporters Committee for Freedom of the Press and Carpenter v. United States. These
cases are discussed in Part 111, infra.
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B. “Is it Speech? "'

Whether something receives First Amendment coverage is a
threshold question.'3¢ Just because something receives First Amendment
coverage does not necessarily mean it receives First Amendment
protection. If something is not covered by the First Amendment, then
there is no need to engage in a First Amendment analysis. If something
is covered by the First Amendment, it’s still possible that the First
Amendment does not protect it. But that determination can only be made
after engaging with First Amendment doctrine and theory.

This Section makes two claims. First, the law is unclear as to
whether the use of FRT involves “speech” covered by the First
Amendment. Second, this Section makes a normative and pragmatic
claim that the use of FRT ought to be included in the “speech” covered
by the First Amendment. The remainder of the normative argument is in
Part III.

One way to receive First Amendment coverage is for something to
be deemed “speech.” But that is not the only way to get First Amendment
coverage.'?” For example, the Assembly Clause provides protection for
activities that are not “primarily expressive.”'** I return to freedom of
assembly when discussing the First Amendment interests of the
faceprinted.'3® For now, however, the focus is on the question posed by
the ACLU v. Clearview court, “Is it speech?”’

The “it” being analyzed in the context of FRT could be more than
one thing. In Renderos v. Clearview AI, a California trial court broke
down Clearview’s actions into four parts: “(1) scraping the internet for
photographs and information; (2) conducting the biometric analysis; (3)
maintaining the database; and (4) selling the information to law
enforcement.” 1*° Clearview claims that its entire FRT process is First
Amendment protected speech.'*! Part of Clearview’s claim is that laws
like BIPA regulate data, which is a type of information, and that
information is speech under the First Amendment. In Sorrell v. IMS
Health,'"” the Supreme Court came close to answering a question that

135. ACLU v. Clearview, Al, Inc., No. 20 CH 4353, 2021 WL 4164452,
*7 (Ill. Cir. Ct. Aug. 27,2021).
136. Frederick Schauer, The Boundaries of the First Amendment: A

Preliminary Exploration of Constitutional Salience, 117 HARV. L. REV. 1765, 1788
(2004) (suggesting that the First Amendment coverage question “is best understood
as the outcome of a competitive struggle among numerous interests for constitutional
attention” and that this threshold question deserves closer attention); Amanda Shanor,
First Amendment Coverage, 93 N.Y.U. L. REV. 318, 325 (2018) (arguing that the First
Amendment coverage question is a “sociological concept,” not a speech versus-
conduct analysis).

137. See Kadri, Blackacres, supra note 28, at 1225.

138. Tabatha Abu El-Haj, 4 Right of Peaceable Assembly, 128 COLUM. L.
REV. 1001, 1003 (2025).

139. See infia Part 111.B.2.

140. Renderos v. Clearview Al, Inc., No. RG21096898, 2022 WL
17326440, *1 (Cal. Super. Ct. Nov. 18, 2022).

141. Clearview Mot. to Dismiss Memo., supra note 57, at 16, (quoting

Sorrell v. IMS Health, 564 U.S. 552, 570 (2011)).
142. Sorrell, 564 U.S. at 533.
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likely would have resolved the coverage question here: is information,
including data, always speech?

Sorrell involved a Vermont law that regulated access to data
regarding drugs prescribed by physicians, which the Court referred to as
“prescriber-identifying information.”!#* Data miners analyze physicians’
prescribing history and sell their reports to pharmaceutical companies
who use that information to more effectively market their drugs.'** The
law required a physician to provide opt-in consent before data miners
and pharmaceutical companies could access this information.'** But the
law allowed “insurers, researchers, journalists, the State itself, and
others” to access and use this prescriber-identifying information without
requiring the physician’s consent.'#¢ The Court held that the law violated
the First Amendment.'#’

The plaintiff in Sorrell argued that physicians’ prescribing history is
data, data is a type of information, and information is speech under the
First Amendment.'*® Vermont argued for “an exception to the rule that
information is speech.”'*® But the Court concluded that “there is no need
to consider that request in this case” because the law imposed speaker-
based and content-based restrictions that violated the First Amendment
and resolved the case on those grounds.'*® The Court stated, however,
that there is “a strong argument that prescriber-identifying information
is speech for First Amendment purposes.”'®! Thus, while the Court did
not resolve the question of whether information is always speech, it did
suggest that it is likely to determine that information is speech. !>

Without definitive guidance from the Supreme Court, lower courts
are currently working through the question of whether FRT involves
speech for First Amendment purposes. FRT case law does not provide
clarity on this threshold question for two reasons. First, decisions
addressing this question have occurred early in the litigation process,
often on motions to dismiss, but the cases settle before a final judgment,
thereby limiting their persuasiveness. Second, courts are reaching
different conclusions as to whether FRT involves speech. Simply put,
courts have answered yes, no, or that there is no need to decide.

At least one court assumed without deciding that Clearview’s use of
FRT includes speech, but it was vague as to what constituted the assumed
speech. In State of Vermont v. Clearview Al, Inc., Vermont sued

143. Id. at 558.

144. Id. at 558, 561.

145. Id. at 558-59.

146. Id. at 573.

147. Id. at 557.

148. Id. at 570-71.

149. Id. at 571.

150. Id. at 571.

151. Id. at 570.

152. Id. at 570-71; see Jane Bambauer, Is Data Speech?, 66 STAN. L. REV.
57, 71 (2014) (stating that Sorrell “nearly resolved whether data is speech” but
decided the case on the “narrower grounds” and that “according to Justice Kennedy,
there was a strong argument that First Amendment scrutiny applied”); see also Neil
M. Richards, Why Data Privacy Law Is (Mostly) Constitutional, 56 WM. & MARY L.
REv. 1501, 1521 (2015) (“Although the Court hinted that the sale of a database might
be speech, the Court stopped short of that sweeping conclusion.”)
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Clearview under its Consumer Protection Act and Fraudulent
Acquisition of Data Law.'* A Vermont state trial court denied
Clearview’s motion to dismiss, in part.'>* In doing so, the court assumed
without deciding that Clearview’s service is speech. The court reasoned
that it “need not decide whether the Clearview app is speech . . . or at
least contains a speech component” because “the State’s attempted
regulation of Clearview through this enforcement action is a permissible
content-neutral regulation that survives intermediate scrutiny.”'>> The
State of Vermont voluntarily dismissed this action because of choice of
venue concerns but refiled it in 2025.13

Some courts have held that FRT does not involve speech. Sosa v.
Onfido, Inc. was a class action against Onfido, a company that provides
FRT services to online businesses so that they can verify their
consumers’ identities. !>’ The class sued Onfido under BIPA. Onfido
filed a motion to dismiss arguing that “BIPA restricts speech by
regulating its collection of ‘factual information voluntarily provided by
consumers to identify themselves as marketplace users.”” '® The
Northern District of Illinois denied Onfido’s motion to dismiss. In part,
it held that BIPA does not regulate speech because it merely “regulates
the collection of this information.”'*® The court based its decision on
precedent that distinguishes between access to information and actual
restrictions on speech. ' After reaching this conclusion, the court
continued its analysis by assuming that BIPA does restrict speech. Even
under that assumption, the Sosa court found that BIPA is a content-
neutral law that survives intermediate scrutiny. Sosa settled with
approval of the court.'®!

Renderos v. Clearview AI, Inc. is another case finding that
Clearview did not engage in speech covered by the First Amendment.
The Renderos plaintiffs alleged claims under California’s common law
right of publicity, state constitutional right to privacy, and statutory
Unfair Competition Law. Clearview filed a motion to dismiss under

153. Complaint at 1, State v. Clearview Al, Inc., No. 226-3-20 Cncv (Vt.
Super. Ct. Mar. 10, 2020).
154. The Court granted Clearview’s motion to dismiss the Fraudulent

Acquisition of Data Law count and one of the allegedly deceptive statements that
formed part of one of the Consumer Protection Act counts. State v. Clearview Al,
Inc., No. 226-3-20 Cncv, 2020 Vt. Super. LEXIS 4, at *4-5, *52 (Sept. 10, 2020).

155. Id. at *17.

156. Complaint at 3, State v. Clearview Al, Inc., No. (Vt. Super. Ct. Apr.
25, 2025).

157. Sosa v. Onfido, Inc., 600 F. Supp. 3d 859, 865 (N.D. . 2022).

158. Id. at 876; see also Defendant’s Memorandum of Law in Support of

its Rule 12(b)(6) Motion to Dismiss for Failure to State a Claim at 9-10, Sosa, 600 F.
Supp. 3d 859 (No. 1:20-cv-04247).

159. Id. at 876-79 (relying on the distinction between access to
information and actual restrictions on speech).

160. 1d. at 877-78 (relying on Dahlstrom v. Sun-Times Media LLC, 777
F.3d 937, 94749 (7th Cir. 2015) (holding that the Driver’s Privacy Protection Act
did not violate a newspaper’s First Amendment rights because it merely prohibited
access to government records)).

161. Sosa V. Onfido, Inc. Case
Information, https://onfidobipasettlement.cony/ (last visited Oct. 3, 2025).
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California’s Anti-SLAPP statute. !> In denying the motion, the
California trial court held that the creation of faceprints from these
scraped images “is not ‘speech.””!63 But the court also stated there is
“nothing unlawful” about scraping photographs from publicly available
websites.!%* In May 2025, a California appellate court affirmed the denial
of Clearview’s motion to dismiss but it did not engage with the speech
coverage question because it found that inquiry unnecessary. The
Renderos appellate court noted that California’s Anti-SLAPP statute not
only protects speech, but also “protects conduct ‘in furtherance’ of the
right of free speech.”!% Thus, “Clearview does not have to show that the
conduct giving rise to plaintiffs’ claims is itself speech.”'® At the time
of writing, this case remains pending.

While Renderos and Sosa reach the same conclusion that speech is
not involved, the reasoning differs, as do the legal claims. Sosa found the
collection of information unlawful under BIPA, which merely regulates
the act of collection, not speech. But Renderos found “nothing unlawful”
about the collection of publicly available images. Of course, Renderos
did not involve BIPA so that may account for the difference. The
Renderos trial court, however, did find that the creation of faceprints was
not speech. In other words, Sosa focused on the first part of the FRT
process (“scraping the internet for photographs and information”)
whereas Renderos focused on the second part of the FRT process
(“conducting the biometric analysis”).

Then there are the courts finding that the FRT process includes
speech covered by the First Amendment. In ACLU v. Clearview Al, Inc.,
an Illinois trial court reached the opposite conclusion from the Renderos
trial court by deciding that Clearview’s creation of faceprints from
photographs receives First Amendment coverage. The ACLU court noted
that the First Amendment “protects not just expression, but some
necessary predicates to expression such as making an audio
recording.” !¢’ Then, it concluded that “Clearview’s activities involve
expression and its predicates, which are entitled to some First

162. SLAPP stands for strategic lawsuit against public participation. The
law protects against lawsuits that chill the exercise of speech and petition rights.
Renderos v. Clearview Al, Inc., No. RG21096898, 2022 WL 17326440, at *2 (Cal.
Super. Ct. Nov. 18, 2022) (citing Wilcox v. Super. Ct., 27 Cal. App. 4th 809, 823
(1994)).

163. Id. at *1, *5; see also Xiangnong Wang, De-Coding Free Speech. A
First Amendment Theory for the Digital Age, 2021 WISC. L. REV. 1373, 1427 & n.
288 (2021) (arguing that “[p]roperly understood, Clearview’s challenge to BIPA may
not demand any First Amendment analysis at all,” but clarifying that other uses of
FRT may raise as-applied First Amendment challenges, such as a journalist using the
technology to identify someone involved in a newsworthy item).

164. Renderos, 2022 WL 17326440, at *2.

165. Renderos v. Clearview Al, Inc., No. A167179, 2025 WL 1466692, at
*6 (Cal. Ct. App. May 22, 2025).

166. Id.

167. Although the First Amendment protects some acts predicate to

speech, it does not protect them all. ACLU v. Clearview, Al, Inc., No. 20 CH 4353,
2021 WL 4164452, at *7 (Ill. Cir. Ct. Aug. 27, 2021) (citing ACLU v. Alvarez, 679
F.3d 583 (7th Cir. 2012)).



26 Michigan Technology Law Review [Vol. 32:1

Amendment [coverage].”!®® Nonetheless, the court denied Clearview’s
motion to dismiss because BIPA’s notice and opt-in consent
requirements survived intermediate scrutiny. They are “a reasonable and
well-tailored solution that returns control over citizens’ biometrics to the
individuals whose identities could be compromised.”!® ACLU settled
after Clearview lost its motion to dismiss.'”

Finally, In re Clearview Al, Inc., Consumer Privacy Litigation is the
MDL that settled in May 2025. It found that FRT involves speech. In this
case, the Northern District of Illinois court did not clearly explain its
analysis but stated that “Clearview’s process in creating its database
involves both speech and nonspeech elements.”!”! The opinion suggests
that the nonspeech element is Clearview’s “conduct of harvesting
nonpublic, personal biometric data,” from publicly available images.!”
In other words, In re Clearview is similar to the Renderos trial court
opinion, but not as clear. Specifically, both the Renderos trial court and
In re Clearview find that the second step of the FRT process is not speech
(“conducting the biometric analysis™). This conclusion conflicts with
ACLU because that court held that the predicate act of creating a
faceprint is covered by the First Amendment, but that BIPA nonetheless
survives intermediate scrutiny.

Collectively, these cases show that courts are reaching different
conclusions on the First Amendment coverage question and that they are
analyzing different parts of the FRT process. Before moving on to other
examples showing the inadequacy of existing First Amendment law, it
makes sense to answer the normative question here because if there is no
First Amendment coverage, then the constitutional analysis stops.
Should FRT receive First Amendment coverage? I conclude that the
better answer is yes, albeit that is not only the answer.'”

Clearly, photographs receive First Amendment coverage.'’* Also,
courts have held that computer code receives First Amendment
coverage.'”® If photographs and computer code are speech that receive
First Amendment coverage, then it reasonably follows that faceprints are
also speech. The slightly more challenging question is whether creating

168. 1d. The Court used the word “protection,” but “coverage” is the more
accurate word for this analysis because the court found the creation of faceprints
covered by the First Amendment as an act predicate to speech, but denied Clearview’s
motion to dismiss because the First Amendment did not protect that predicate act.

169. Id. at *9.

170. Settlement Agreement & Release, supra note 17, at 1.

171. In re Clearview Al, 585 F. Supp. 3d 1111, 1120 (N.D. 111 2022); see
also In re Clearview, supra note 17.

172. In re Clearview Al, 585 F. Supp. 3d at 1120.

173. See Wang, supra note 163, at 1391 (describing the EFF’s position that

Clearview’s faceprint activity is speech covered by the First Amendment as
“curious[]” and “astonishing”); but see Evans, supra note 27, at 27 (arguing that
Clearview’s faceprinting does not receive First Amendment coverage “because its
systemic effects not only bear little connection to First Amendment values, but
actually serve to undermine them by subverting our capacity for deliberative
democracy and autonomy”).

174. See Joseph Burstyn, Inc. v. Wilson, 343 U.S. 495, 495 (1952)
(holding that motion pictures are covered and protected by the First Amendment).
175. E.g., Bernstein v. U.S. Dep’t of Just., 949 F. Supp. 1279, 1287 (N.D.

Cal. 1996).
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faceprints is speech. Or in the words of the Renderos court, whether
“conducting the biometric analysis” is speech that receives First
Amendment coverage.

Cases in various contexts recognize that the process of making
speech sometimes receives First Amendment coverage.!’® Additionally,
Ashutosh Bhagwat makes a persuasive argument that applying the First
Amendment to the creation of speech is normatively correct because
otherwise First Amendment protection for speech itself would be easy to
defeat through laws regulating the process of making it.!”” Justice Souter
made a similar point in an interview where he explained that the Free
Speech Clause would mean very little if it did not include a right of
association, even though a right of association does not appear in the text
of the First Amendment.!”® Taken together, these authorities suggest that
the process of making faceprints could receive First Amendment
coverage. But even if the process of creating speech receives some First
Amendment coverage (and protection), “there is no fixed First
Amendment line between the act of creating speech and the speech
itself.”!” As a result, we must return to the question of whether creating
faceprints is “speech.”

As shown by some of these FRT cases, a common way to determine
whether First Amendment coverage exists is to distinguish between
speech and conduct. Or more precisely, distinguish between expressive
conduct that receives First Amendment coverage from conduct deemed
insufficiently expressive and therefore does not receive First
Amendment coverage. The Renderos trial court denied First Amendment
coverage to the process of making faceprints by concluding that the
process was conduct, but the ACLU court reached the opposite
conclusion.'® Some scholars also argue that this process is conduct, not
speech. '8!

Although the speech-versus-conduct distinction is a common
methodology of courts, it has been criticized. Jane Bambauer describes
the speech-versus-conduct analysis as the “First Amendment’s

176. See, e.g., Citizens United v. Fed. Election Comm’n, 558 U.S. 310,
336 (2010); ACLU v. Alvarez, 679 F.3d 583, 595 (7th Cir. 2012) (“The right to
publish or broadcast an audio or audiovisual recording would be insecure, or largely
ineffective, if the antecedent act of making the recording is wholly unprotected.”);
City of Philadelphia v. Fields, 862 F.3d 353, 353 (3d Cir. 2017) (holding that the First
Amendment right of access to information encompasses right to record police officers
conducting official police activity in public places); see also Volokh / Bambauer
Amici Brief, supra note 13, at 4 (“Protecting the creative process is tantamount to
protecting the end product.”).

177. See generally Ashutosh Bhagwat, Producing Speech, 56 WM. &
MARY L. REV. 1029 (2015).
178. See UNH FRANKLIN PIERCE SCHOOL OF LAW, Constitutionally

Speaking: How Does the Constitution Keep Up With the Times, at 24:35 (YouTube,
Sep. 17, 2012), https://www.youtube.com/watch?v=D5aM2WnpCQ8.

179. Alvarez, 679 F.3d at 596.

180. See Renderos v. Clearview Al, Inc., No. RG21096898, 2022 WL
17326440, at *3 (Cal. Super. Ct. Nov. 18, 2022); ACLU v. Clearview, Al Inc., No.
20 CH 4353, 2021 WL 4164452, at *8-9 (Ill. Cir. Ct. Aug. 27, 2021).

181. See Amici Law Prof. Brief, supra note 124, at 1-2.
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Sisyphean task.”!82 Amanda Shanor argues that a speech-versus-conduct
distinction is not really what is happening when courts decide this issue.
She views First Amendment coverage determinations as part of the
sociological process: “It is not the theoretical or philosophical scope of
the right of free speech, but what litigants and courts in a given historical
moment view as within, or plausibly within, the scope of that right. It is
the range of activities whose regulation strikes legal actors at the
constitutional moment.” ¥ Thus, from a theoretical perspective, the
speech-versus-conduct paradigm does not get us very far in the First
Amendment coverage question. For this reason, the speech-versus-
conduct framework is not determinative.

When addressing the question of whether data is speech, Neil
Richards suggests that “[w]hat matters is not the ‘speechiness’ of a
category of human activity as much as the purpose and effects of the
government regulation at issue.”'®* Xiangnong Wang from the Knight
First Amendment Institute takes a similar approach in considering
whether computer code is speech.'®® Like Richards, Wang rejects the
premise of the “is it speech” question and concludes that “the relevant
inquiry [] is not whether code ‘is speech’ but whether an act that uses
code furthers the democratic values the First Amendment was meant to
serve.”!8 Thomas Kadri’s approach is also similar to those of Shanor,
Richards, and Wang. He states that “[s]Jound First Amendment analysis
focuses on the communicative practices surrounding information
exchanges rather than on the nature of information in any inherent
sense.”!¥

Although there is no definitive answer to whether the process of
creating faceprints is (at least) covered by the First Amendment, the
better answer is yes. '8 Providing no protection for the process of making
speech could have detrimental consequences for speech itself by under

182. Bambauer, supra note 152, at 78 (“[T]here is no set of properties that
reliably identify which human activities are expressive enough to be speech and
which are not.”).

183. Shanor, supra note 136, at 325. Shanor builds from and expands on
the work of Frederick Schauer and Robert Post who make similar arguments about
First Amendment coverage. See generally Schauer, supra note 136. See Robert Post,
Encryption Source Code and the First Amendment, 15 BERKELEY TECH. L.J. 713,
716, 722 (2000) (describing a “constitutional sociology” framework to identify First
Amendment values).

184. Richards, supra note 152, at 1527.

185. See generally Wang, supra note 163.

186. Id. at 1378.

187. Kadri, Blackacres, supra note 28, at 1231.

188. But see Jake Karr & Tayla White, The First Amendment Should

Protect Us from Facial Recognition Technologies — Not the Other Way Around, TECH
POL’Y PRESS (Aug. 15, 2023), https://www.techpolicy.press/the-first-amendment-
should-protect-us-from-facial-recognition-technologies-not-the-other-way-around/,
(“Clearview’s argument [that its processing or creating faceprints is speech] has
received no more than tepid support in the courts so far.”).
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protecting it.'*° Finding First Amendment coverage for the creation of
faceprints allows the competing interests and policy considerations to be
forthrightly discussed. An alternative conclusion cuts off the analysis
under a questionable distinction between speech and conduct.

Thus, questions about FRT should be discussed as a matter of First
Amendment protection, not coverage, because at least part of the process
of creating faceprints and FRT databases involves expressive activity.
Finding First Amendment coverage is the better answer not only because
some doctrine and theory support such a conclusion, but also for the
pragmatic and normative reason that this conclusion allows direct
engagement with the competing interests at stake.'* Some worry that if
this argument succeeds, it would create a major obstacle to regulating
how commercial actors use not just FRT, but technology generally,
including the quickly burgeoning world of artificial intelligence.!! But
a forthright conversation about First Amendment protections benefits the
discussion of how the law should address the development of technology
that is undeniably changing our society in fundamental ways.!”? A key
First Amendment doctrine and two constitutionally salient
considerations that are raised in FRT litigation and scholarship deserve
attention before I continue the normative analysis in Part III. They must
be discussed because, like the coverage question, there is no definitive
answer to these matters.

C. The Daily Malil Principle

Clearview states that its database of more than 50 billion facial
images is “sourced from public-only web sources.”!* Under existing
law, it’s conceivable that laws prohibiting the process of transforming
publicly available images into faceprints for use in a FRT database
violate First Amendment doctrine. In 1979, the Supreme Court decided
Smith v. Daily Mail Publishing Co."** A newspaper learned the name of
a juvenile arrested for homicide from a publicly accessible police band
radio frequency and from eyewitnesses. !> After publishing the

189. Cf- Kadri, Blackacres, supra note 28, at 1186, 1188 (Research derived
from scraping publicly available online sources “allows us to understand the effects
of digital technologies, to oversee the influence that platforms wield, and to hold
accountable the private actors that curate our experiences on the internet.” Identifying
platforms that have “blocked or chilled academics, journalists, and competitors from
accessing the information they need to comprehend digital life” is a matter of
“particular concern.”).

190. See Bambauer, supra note 152, at 105 (“[T]hese tensions [between
privacy and data collection] should be resolved within First Amendment scrutiny, not
in deciding the First Amendment’s coverage.”); see also Richards, supra note 152, at
1524-28 (Although arguing that the data is speech argument is “silly,” Richards
acknowledges that there is “good reason” for defining speech “rather broadly”
because it helps reduce the risk of leaving “important expressive activities or practices
out of the First Amendment’s protection.”).

191. See Karr & White, supra note 188.
192. See Volokh / Bambauer Amici Brief, supra note 13, at 2-3.
193. Cox, supra note 73.

194. Daily Mail, 443 U.S. at 97.
195. 1d. at 99.
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arrestee’s name, the newspaper and reporters were indicted under West
Virginia’s statute that prohibited publishing a juvenile offender’s name
unless a written order from the juvenile court judge allowed
publication. ' The Court held that the statute violated the First
Amendment because the newspaper learned the juvenile’s name from
publicly available sources, and it was a matter of public concern.'®” Thus,
the Daily Mail principle was born.!

The Daily Mail principle states that “if a newspaper lawfully obtains
truthful information about a matter of public significance then state
officials may not constitutionally punish publication of the information,
absent a need to further a state interest of the highest order.”!*° This legal
doctrine provides robust protection for publishing information, even
when serious privacy concerns are involved. The principle can be broken
down into three parts. The First Amendment prohibits legal recourse for
publishing: (1) lawfully obtained truthful information; (2) that concerns
a matter of public significance; unless (3) a “state interest of the highest
order” requires an exception to this general rule. Each part of the Daily
Mail principle is relevant to analyzing whether this doctrine protects the
use of publicly available images to create faceprints for use in a FRT
database.

1. The Lawful Obtainment Requirement

Companies like Clearview collect the images they use to make
faceprints by scraping publicly available sources. But statutes like BIPA
require written and informed consent before collecting biometric
information. There are two ways in which the lawful obtainment
requirement comes into play when companies use publicly available
images to create faceprints and FRT databases, at least under a statute
like BIPA. 200

First, one could argue that the mere collection of images from
publicly available sources via scraping is unlawful obtainment, if a
statute like BIPA requires informed consent prior to collecting biometric
information or when a website’s terms of service prohibit scraping. But

196. Id. at 99-10.

197. Id. at 105-06.

198. There are cases in the Daily Mail line of cases that predate Daily Mail.
E.g. Okla. Publ’g Co. v. Dist. Ct., 430 U.S. 308 (1977) (holding that the First
Amendment protects publishing the name of a juvenile defendant when learning the
name from attending a public hearing in the juvenile court); Cox Broad. Corp. v.
Cohn, 420 U.S. 469 (1975) (holding that the First Amendment protects publishing the
name of a rape victim when learning her name from public court records from her
rapist’s trial).

199. Daily Mail, 443 U.S. at 103.

200. Lawfully obtained information includes information that was
unlawfully obtained but then published by a third-party who played no role in the
underlying unlawful acquisition. Bartnicki v. Vopper, 532 U.S. 514 (2001) (holding
that the First Amendment protected a radio broadcaster’s right to publish an audio
recording of an illegally tapped telephone call because the radio station played no role
in the underlying illegal wiretap).
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this is not a particularly convincing argument.?’! Not only do companies
like Clearview argue that they are lawfully obtaining the images because
they are simply scraping them from publicly available online sources,
courts and even opponents of Clearview agree that collecting images
from publicly available sources is permissible.?”? Finding that BIPA
prohibits scraping publicly available images likely conflicts with the
Daily Mail principle. More importantly, it conflates the collection of
mere photographs and the process of creating faceprints, the latter of
which raises different concerns.?% Photographs themselves are not
biometric information, even though they can be used to create biometric
information.

What about terms of service that prohibit scraping? It's conceivable
that violating a company’s terms of service by scraping its website could
result in a finding that the scraped information was not lawfully obtained.
This question comes up in cases brought under the Computer Fraud and
Abuse Act (CFAA). In these cases, some courts have been hesitant to
find that scraping a website in violation of the terms of service is

201. But see Solove & Hartzog, supra note 5, at 60 (“Clearview AI’s claim
that it has a First Amendment right to scrape people’s publicly available photographs
is . . . spurious because it relies on an illusory bright line distinction between what is
public and what is private, unsupported by doctrine, and would lead to absurd
conclusions.”).

202. See, e.g., Plaintiff’s Response to Defendant’s Motion to Dismiss at
14, ACLU v. Clearview (Ill. Cir. Ct. Nov. 2, 2020) [hereinafter Plaintiff’s Response
in ACLU v. Clearview] (noting that “Clearview can gather information from the
public internet and it can run a search engine without violating BIPA,” though with
the caveat that it “cannot . . . capture the faceprints, or ‘scan[s] of . . . face geometry’”
of people “without their knowledge or consent”); EFF Amicus Brief, supra note 123,
at 2 (“The First Amendment protects not just expression, but also the necessary
predicates that enable expression, including the collection and creation of
information.”); ACLU v. Clearview, Al, Inc., No. 20 CH 4353, 2021 WL 4164452,
at *8 (Ill. Cir. Ct. Aug. 27, 2021) (“BIPA does not prohibit Clearview from collecting
or republishing publicly-available photographs or expressing an opinion about who
is pictured in them.”); see also In re Clearview Al, 585 F. Supp. 3d 1111, 1120 (N.D.
111 2022) (“[P]laintiffs assert that the Clearview defendants’ business model is not
based on the collection of public photographs from the internet, some source code,
and republishing information via search engine, but the additional conduct of
harvesting nonpublic, personal biometric data.”).

203. See Sosa v. Onfido, Inc., 600 F. Supp. 3d 859, 882 (N.D. Ill. 2022)
(“Onfido’s argument erroneously equates viewing a person’s face with scanning
facial geometry.”); Renderos v. Clearview Al, Inc., No. RG21096898, 2022 WL
17326440, at *7 (Cal. Super. Ct. Nov. 18, 2022) (similar); c¢f. Katherine J. Strandburg,
Freedom of Association in a Networked World: First Amendment Regulation of
Relational Surveillance, 49 B.C. L. REV. 1, 62 (2008) (“The use of sophisticated
network analysis algorithms to uncover associations is not like the surveillance
upheld by the Court in 1971, in Laird v. Tatum, which focused on publicly available
information and attendance at meetings open to the public.”).
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“unauthorized” access amounting to liability under the CFAA.?** But
whether creating liability for scraping publicly available images in
violation of a website’s terms of service violates the scraper’s First
Amendment rights remains an open question.?%> Further, Thomas Kadri
makes the reasonable argument that the Daily Mail principle should
protect some types and uses of scraping,?’® although he does view the
use of FRT as a possible exception to his general rule.?” Daniel Solove
and Woodrow Hartzog take a similar position arguing that scraping
should be permissible for public interest purposes and suggest that one
limitation “might be” a bright line rule such as “no scraping for biometric
purposes.” 2% Thus, even those calling for legal limits on scraping
publicly available information believe that it should be permissible to
scrape in some instances. Claiming that mere collection of images from
publicly available sources constitutes unlawful obtainment is a weak
argument, at least under existing law. But that does not necessarily mean
publicly scraped images can be used for any purpose.

The second way to argue that there is an unlawful obtainment in the
FRT context is to acknowledge that images collected from publicly
available sources were lawfully obtained but claim that creating
faceprints from them is an unlawful obtainment of biometric
information. Statutes like BIPA could be used to argue that such activity
is unlawful obtainment: A company violates BIPA, and therefore
unlawfully obtains biometric information when it creates a faceprint

204. E.g. Sandvig v. Barr, 451 F. Supp. 3d 73, 87, 88 (D.D.C. 2020)
(concluding that violating a website’s terms of service alone does not “trigger
criminal liability” under the CFAA and stating that the opposite conclusion would
require the court “to decide whether prosecuting . . . such action violates the First
Amendment”); hiQ v. LinkedIn, 31 F.3d 1180, 1201 (9th Cir. 2022); see also Kadri,
Gatekeepers, supra note 27, at 969 (describing hiQ and Sandvig as “quite remarkable
decisions” because they protect scraping unlike a “slew of other courts [that] endorsed
liability for scraping publicly accessible websites”).

205. In 2018, Andrew Sellars stated that “the legal status of scraping is
characterized as something just shy of unknowable, or a matter left entirely to the
whims of courts, plaintiffs, or prosecutors.” Andrew Sellars, Twenty Years of Web
Scraping and the Computer Fraud and Abuse Act, 24 B.U. J. SCI. & TECH. L. 372,
377 (2018). In 2025, Solove and Hartzog stated that the legal status of scraping
“remain[s] inconclusive.” Solove & Hartzog, supra note 5, at 1533, 1536 (citing Orin
S. Kerr, Focusing the CFAA in Van Buren, 2021 Sup. Ct. Rev. 155, 173 (2022) and
stating that case law does “not fully resolve whether violating terms of service can
serve as unauthorized access under the CFAA, though Kerr is highly skeptical that
this theory is viable™). See also Orin S. Kerr, Terms of Service and Fourth Amendment
Rights, 172 U. PA. L. REV. 287 (2024) (arguing that violation of terms of service
cannot be used to alter or eliminate Fourth Amendment rights, although they can
“define relationships between private parties”).

206. Kadri, Blackacres, supra note 28, at 123637 (arguing that Smith v.
Daily Mail is “an especially important precedent for [his thesis] because the case
involved information gathered from nongovernmental sources”). Solove and Hartzog
also expressed concern about privacy harms that flow from scraping, but they too
acknowledge that a complete ban on scraping is normatively undesirable because
there are beneficial uses. Solove & Hartzog, supra note 5, at 5.

207. Kadri, Blackacres, supra note 28, at 1248-49.

208. Solove & Hartzog, supra note 5, at 52, 58 (stating that “[s]craping
can be a valuable tool to empower people, promote competition, and hold industry
and government accountable for their own information practices” and therefore a
“total ban on all scraping of personal data seems unwise”).
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without first receiving consent as required by the statute, even from a
lawfully obtained, publicly available image. Like the “is it speech” issue,
however, this issue is contested and unsettled.?*

Again, ACLU v. Clearview illustrates the current lack of certainty
on this issue. A group of ten First Amendment and privacy law scholars
filed an amici brief in support of the ACLU arguing that the act of
creating faceprints “bears no resemblance to speech.”?!” But the EFF,
which also filed an amicus brief in support of the ACLU, did not go that
far. The EFF argued instead that the creation of faceprints from publicly
available images receives at least some First Amendment protection
because the First Amendment protects not only speech itself, but also
some acts predicate to speech.?!!

Case law supports the EFF’s position that the First Amendment
protects some acts predicate to speech. For example, Citizen United v.
FEC held that the Bipartisan Campaign Reform Act’s restriction on
independent expenditures violates the First Amendment because
spending money to produce a film is part of the “speech process.”?'? And
there is other case law supporting a First Amendment right to create
faceprints, which provides a closer analogy to the FRT process.

Several cases hold that there is a First Amendment right to record
law enforcement officers performing their duties in public.?'* One could
argue that statutes like BIPA violate the First Amendment by prohibiting
the creation of faceprints from publicly available images because they
interfere with the creation of speech, just like laws that prohibit recording
law enforcement officers in public without consent interferes with the
creation of speech. But the EFF draws a different line. While the EFF
supports the general rule that the First Amendment protects some acts
that are predicate to speech, they draw the line at FRT uses like
Clearview’s. This is where the EFF parts ways with Eugene Volokh and
Jane Bambauer. Volokh and Bambauer agree that the First Amendment
protects acts that create speech, but they would not carve out an
exception for uses of FRT like Clearview’s. Scholarship also supports
the EFF’s, and Volokh’s and Bambauer’s shared position that acts
predicate to speech receive some First Amendment protection.?'

Ultimately, the ACLU v. Clearview court vindicated the EFF’s
position by agreeing that Clearview’s predicate act of creating faceprints
is “entitled to some First Amendment protection.” !> While this
concession would end the analysis for Clearview, and Volokh and
Bambauer, it did not end the analysis for the court or the EFF. Instead,

209. Compare ACLU v. Clearview, supra note 19 (concluding that
creating faceprints receives First Amendment coverage, if not always protection) with
Renderos v. Clearview Al, Inc., 2022 WL 17326440, *2 (Cal. Super. Ct. Nov. 18,
2022) (“The biometric analysis and maintenance of the database is not ‘speech.’”).

210. Amici Law Prof. Brief, supra note 121, at 2.

211. EFF Amicus Brief, supra note 123, at 2.

212. Citizens United v. Federal Election Commission, 558 U.S. 310, 336,
339 (2010).

213. E.g., ACLU v. Alvarez, 679 F.3d 583, 595 (7th Cir. 2012); City of
Philadelphia v. Fields, 862 F.3d 353, 364 (3d Cir. 2017).

214. E.g., Bhagwat, supra note 177.

215. ACLU v. Clearview Al, Inc., 2021 WL 4164452, *18 (Ill. Cir. Ct.
Aug. 27,2021).
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they recognize that not every act predicate to speech receives First
Amendment protection, even if it receives First Amendment coverage.?!'®
Both the EFF and the court concluded that BIPA’s requirement of
consent prior to creating a faceprint survived intermediate scrutiny.?!’

The EFF identified three substantial government interests that
supported BIPA: protecting privacy, expression, and information
security.?'® Similarly, the court concluded that “BIPA proscribes non-
consensual face printing not for what it expresses, but for the risks it
poses to the subject’s privacy and security.”?!° In other words, the EFF
and the court implicitly followed the model that Richards advocates:
focus on the government interests supporting a regulation that could have
consequences for expression, not the “speechiness” of the activity.??°
Regardless, existing law does not settle the question of whether the act
of creating faceprints receives First Amendment coverage, let alone First
Amendment protection. But it does provide some support for
Clearview’s position that it has a First Amendment right to create
faceprints from publicly available images as a predicate act to its creation
of a FRT database.??!

2. The Matter of Public Significance Requirement

The Daily Mail principle applies only to “truthful information about
a matter of public significance.” What qualifies as a matter of public
significance or crosses the line between public and private are unclear
and contested.??? There are, however, two clear points about the concept
of a matter of public concern. First, whatever a matter of public concern
means exactly, it is a capacious concept.??* Second, there is only so much
guidance that a definition can provide because matters of public
significance are contextual. But the Court did provide some guidance in
Snyder v Phelps:

Speech deals with matters of public concern when it can be
fairly considered as relating to any matter of political, social, or

216. 1d.; and EFF Amicus Brief, supra note 123, at 2-5.

217. ACLU v. Clearview, Al, Inc., 2021 WL 4164452, *8 and EFF
Amicus Brief, supra note 123, at 5.

218. EFF Amicus Brief, supra note 123, at ii.

219. ACLU, 2021 WL 4164452 at *8.

220. Richards, supra note 152 and accompanying text.

221. See also Ferguson, supra note 3, at 1160 (“Complicating the analysis
is the quasi-public nature of the shared photographs . . .”); see also Joel R.

Reidenberg, Privacy in Public, 69 U. MIAMI L. REV. 141, 142 (2014) (observing that
“privacy law and society are in a state of confusion about the appropriate treatment
of publicly available personal information.”); see also Turley, supra note 34, at 2242
(“FRT and biometric technology force a reexamination through a fundamental shift
in the use of public information.”).

222. Hartzog, Public Information Fallacy, supra note 23; see also Volokh
/ Bambauer Amici Brief, supra note 13, at 9 (stating that “the distinction between the
protection for speech of ‘public concern’ and ‘purely private concern’ is difficult to
maintain in a principled way and its application risks substantially undermining free
speech protections.”).

223. EFF Amicus Brief, supra note 123, at 8.
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other concern to the community, or when it is a subject of
legitimate news interest; that is, a subject of general interest and
of value and concern to the public...

Deciding whether speech is of public or private concern
requires us to examine the content, form, and context of that
speech, as revealed by the whole record. . . . In considering
content, form, and context, no factor is dispositive, and it is
necessary to evaluate all the circumstances of the speech,
including what was said, where it was said, and how it was
said.?*

As an amicus, the EFF argued that “Clearview’s faceprinting is the
relatively unusual case of protected First Amendment activity that serves
‘no public issue’” because its “sole purpose is to sell the service of
identifying people in probe photos, devoid of any journalistic, artistic,
scientific or other purpose.”?*> The Renderos appellate court reached a
similar conclusion in affirming the trial court’s denial of Clearview’s
motion to dismiss under California’s anti-SLAPP statute. Clearview
argued that its activities are a matter of public interest because law
enforcement uses their FRT database to investigate crime. The Renderos
court agreed that the public has an interest in criminal investigations, but
“whatever investigative purposes [Clearview’s] government customers
may have, Clearview’s purpose in offering a facial recognition service is
a commercial one.”??¢ Therefore, the court concluded that the anti-
SLAPP law did not apply to Clearview because it was “not engaged in
speech in connection with a public issue or issue of public interest” as
required by the statute.??’

Although the argument by the EFF and the Renderos court is
reasonable, it is also easy to counter. Eugene Volokh and Jane Bambauer
reach the opposite conclusion by finding that the public’s “obvious
interest” in criminal investigations make Clearview’s use of FRT a
matter of public concern.??® Other examples of FRT use for public
concern include private actors using it for journalistic or research

224. Snyder v. Phelps, 526 U.S. 443, 453-54 (2011).

225. EFF Amicus Brief, supra note 123, at 9.

226. Renderos v. Clearview Al, Inc., 2025 WL 1466692, *21 (Cal. App.
May 22, 2025); ¢f- Wang, supra note 163, at 1411.

227. Renderos, 2025 WL 1466692, at *23.

228. See Volokh / Bambauer Amicus Brief, supra note 13, at 8-9. The EFF

preemptively responded to this point by stating that the mere sale to law enforcement
does not transform Clearview’s speech into a matter of public concern. “That would
prove too much. All personal data might be used to solve crimes, but not all collection
of personal data implicates a matter of public concern.” EFF Amicus Brief, supra note
123, at 10.; but see Devany, supra note 19, at 494-95 (concluding that “based on the
Court’s Florida Star holding that reporting on criminal activities was a matter of
public significance, Clearview has a strong argument that its collection of faceprints
are similarly a matter of public significance.”); c¢f. James O’Neill, How Facial
Recognition Makes You Safer, N.Y. TIMES (June 9, 2019) (“It would be an injustice
to the people we serve if we policed our 21st-century city without using 21st-century
technology.”).
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purposes.??’ This is not to say that all FRT uses are matters of public
concern. Rather, the concept of a matter of public concern is broad and
courts could reasonably find many uses of FRT qualify. Thus, an
argument that the Daily Mail principle is inapplicable because FRT does
not involve a matter of public concern will face challenges, especially
given the Snyder Court’s capacious description of what qualifies as a
matter of public concern.?3? Currently, this remains an unresolved issue
in FRT litigation.

3. The “State Interest of the Highest Order” Exception

Finally, even if the images are lawfully obtained and involve matters
of public significance, the exception to the Daily Mail principle could be
invoked to regulate the creation of faceprints from publicly available
images. Under Daily Mail, the government can regulate FRT use if there
is a “need to further a state interest of the highest order.”?3! But satisfying
this exception is incredibly difficult, as Florida Star v. B.J.F.*?
illustrates.

In Florida Star, a newspaper learned the name of a rape victim from
a police report placed in the police department’s pressroom. The police
department inadvertently failed to redact her name before putting the
report in the pressroom. The newspaper too inadvertently failed to redact
her name when it published news about the crime, despite the
newspaper’s policy to remove information identifying victims of sexual
assault crimes. The victim argued that the exception to the Daily Mail
principle should apply and allow her to recover against the newspaper.

She asserted that three state interests of the highest order applied:
“the privacy of victims of sexual offenses; the physical safety of such
victims, who may be targeted for retaliation if their names become
known to their assailants; and the goal of encouraging victims of such
crimes to report these offenses without fear of exposure.”?** The Court
decided that these interests failed to overcome the general rule of the
Daily Mail principle. In a confounding act of line-drawing, the Court
wrote that these were “highly significant” state interests, but they were
not interests of the “highest order” as required by the rule.?** The Court
provided no explanation as to how to distinguish between “highly
significant” interests and interests of the “highest order.”

In light of Florida Star, existing law leaves little room to identify
state interests that could fall within the Daily Mail exception. Short of
national security, what state interest could rise above the physical safety
and privacy of sexual assault victims and avoiding the deterrent effects

229. See, e.g., Solove & Hartzog, supra note 5, at 52 (identifying
beneficial uses of FRT).
230. But see Reidenberg, supra note 221, at 155 (discussing the Daily Mail

principle and Florida Star and concluding that “[a]pplying a public significance filter
to the transparency and publicity of personal information seems promising as a means
to restore privacy in public.”).

231. Smith v. Daily Mail Publishing Co., 443 U.S. 97, 103 (1979).

232. Florida Star v. B. J. F., 491 U.S. 524 (1989).

233. Id. at 537.

234. Id.
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of a system where fear of identification precludes victims from reporting
crimes?*> While existing law leaves little room to identify state interests
that rise above the interests of sexual assault victims, it does leave some
room.

The Daily Mail line of cases unequivocally shows that the Court is
not making an absolute rule where one can always publish lawfully
obtained information of public importance. 2*® Instead, these cases
expressly state that they are limited to the specific facts at hand, and that
there may be a time when the Court will find that a privacy interest of
the highest order prevails over the general rule.?*’ It seems reasonable to
argue that limiting the use of publicly available images to create a FRT
database is an interest of the highest order, such that the exception to the
Daily Mail principle overcomes the general rule. In fact, the ACLU made
this argument in its litigation against Clearview, but it was cursory.?*

Perhaps protecting biometric information is an interest of the highest
order that allows application of the Daily Mail exception, but that notion
suggests the privacy and physical safety of sexual assault victims, as well
as encouraging future victims to come forward, are lesser interests than
being identified through a FRT database. While the scale of FRT
databases such as Clearview’s, which boasts 50 billion images, could be
used to distinguish the degree of harm resulting from the identification
of a single sexual assault victim, courts might be hesitant to accept that
argument because Florida Star raises such a high bar for applying the
Daily Mail “state interest of the highest order” exception. Nonetheless,
this is still an available argument under existing law because the Court
has consistently stated that the Daily Mail principle is not an absolute
rule, even though the likelihood of succeeding on this argument may be
low.

235. Id. at 550-51 (White, J., dissenting) (stating that the majority decision
will “obliterate” the public disclosure of private facts tort and that, “[i]f the First
Amendment prohibits wholly private persons (such as B.J.F.) from recovering for the
publication of the fact that she was raped, I doubt that there remain any ‘private facts’
which persons may assume will not be published in the newspapers or broadcast on
television”); see Jonathan B. Mintz, The Remains of Privacy’s Disclosure Tort: An
Exploration of the Private Domain, 55 MD. L. REV. 425, 455 (1996) (acknowledging
that “Florida Star itself raised the presumptive level of such relief beyond realistic
reach” when one is trying to identify privacy interests that trigger the Daily Mail
exception).

236. E.g., Florida Star, 491 U.S. at 531-32 (explicitly rejecting the
newspaper’s argument for an absolute rule allowing the publication of lawfully obtain
information of public importance); Bartnicki v. Vopper, 532 U.S. 514, 529 (2001)
(similar).

237. Florida Star,491 U.S. at 532—33; Smith v. Daily Mail Publishing Co.,
443 U.S. 97, 105 (1979) (concluding that the holding is “narrow” and there may be
times when privacy interests prevail). Neil Richards observed a similar restraint by
the Court when deciding another case where privacy and speech rights were in
tension. Richards, supra note 152, at 1521 (describing Sorrell as continuing the
Court’s “tradition of moving carefully and slowly in cases involving a conflict
between privacy rules and freedom of speech.”).

238. Plaintiff’s Response in ACLU v. Clearview, supra note 202, at 20
(arguing that BIPA codified individuals’ “right to privacy in and control over their
biometric information” and that these are state interests “‘of the highest order.’”).
Kadri also briefly acknowledges this possibility. See Kadri, Digital Gatekeepers,
supra note 28, at 1248.
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In sum, the Daily Mail principle does not provide a definitive answer
as to whether laws limiting the use of publicly available images to create
faceprints for use in a FRT database violate the First Amendment. If
anything, existing law is more likely to support the arguments of
companies like Clearview than the arguments of those challenging such
uses of publicly available images. This is so because the Daily Mail
principle provides robust protection for the use of publicly available
information, and First Amendment law protects the process of creating
speech, at least to some degree. Before turning to the normative analysis
in Part III, two constitutionally salient considerations deserve attention
because their application to FRT remains contested and unsettled.

D. Constitutionally Salient Considerations

Frederick Schauer defines “constitutional salience” as “the often
mysterious political, social, cultural, historical, psychological, rhetorical,
and economic forces that influence which policy questions surface as
constitutional issues and which do not.”?*® There are at least two
constitutionally salient considerations that are contested in FRT
litigation: (1) laws that reduce speech effectiveness and (2) the
automation of manual processes. They are contested, in part, because of
conflicts in existing law.

1. Reduced Speech Effectiveness

One of Clearview’s main arguments is that regulating FRT violates
its First Amendment rights because it reduces the effectiveness of
Clearview’s speech.?* Clearview “relies heavily” on Sorrell v. IMS
Health for this position. >*! Understandably so. In Sorrell, the majority
invoked the concept of effectiveness at least six times to support its
conclusion that Vermont’s law limiting access to prescriber-identifying
information violates the First Amendment by reducing the effectiveness
of pharmaceutical companies’ and data miners’ efforts to market

239. Schauer, supra note 136, at 1768.
240. Clearview Mot. to Dismiss Memo., supra note 57, at 19-21.
241. ACLU v. Clearview Al Inc., 2021 WL 4164452, *11 (1ll. Cir. Ct.

Aug. 27,2021). Sorrell v. IMS Health is introduced and discussed in Part I1.B., supra.
The ACLU distinguished Sorrell by arguing that the Court struck down the Vermont
law “not because it diminished the effectiveness of speech, but because it
‘diminish[ed] the effectiveness of [speech]’ by a particular category of speakers who
‘conveyed messages that are often in conflict with the goals of the state.’”” Plaintiff’s
Response in ACLU v. Clearview, supra note 202, at 20 (quoting Sorrell v. IMS Health,
564 U.S. 533, 565 (2011)).
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drugs.?*? Sorrell is not the only Supreme Court case to find reduced
effectiveness of speech a constitutionally salient consideration in First
Amendment cases. Campaign finance law cases also consider reduced
effectiveness of speech constitutionally salient.?*3 But other Supreme
Court precedent arguably conflicts with this conclusion.

In Americans for Prosperity Foundation v. Bonta, the Court held
that a California state law requiring charitable organizations to disclose
an IRS form to the State of California violated their First Amendment
right to associational privacy.?** California wanted this federal form to
help investigate potential fraud by charitable organizations doing
business in California. The federal tax form included the names and
addresses of those who donated more than $5,000 to the charitable
organization. The Court framed the State of California’s argument as one
of administrative efficiency. According to the Court, California’s interest
in the IRS forms was for “ease of administration,” not investigating
charitable fraud.?** But the Court rejected the constitutional salience of
efficiency in Americans for Prosperity Foundation stating that “the
prime objective of the First Amendment is not efficiency’?4 and that an
interest in ease of administration “cannot justify the disclosure
requirement.”?*” Thus, Sorrell considers reduced effectiveness of speech
to be constitutionally relevant when a law limits access to speech. But
American for Prosperity Foundation finds that reducing the efficiency

242. Sorrell, 564 U.S. at 558 (“Salespersons can be more effective when
they know the background and purchasing preferences of their clientele, and
pharmaceutical salespersons are no exception.”); id. at 560 (“Like the pharmaceutical
manufacturers whose efforts they hope to resist, counterdetailers in some States use
prescriber-identifying information fo increase their effectiveness.”); id. at 562 (“As
the District Court further concluded, ‘the Legislature’s determination that
[prescriber-identifying] data is an effective marketing tool that enables detailers to
increase sales of new drugs is supported in the record.””); id. at 564 (“Vermont’s law
thus has the effect of preventing detailers—and only detailers—from communicating
with physicians in an effective and informative manner.”); id. at 577 (“If prescriber-
identifying information were available for use by detailers, the State contends, then
detailing would be effective in promoting brand-name drugs that are more expensive
and less safe than generic alternatives.”); id. at 578 (““Vermont may be displeased that
detailers who use prescriber-identifying information are effective in promoting
brand-name drugs.”) (emphasis added throughout).

243, E.g., McConnell v. Federal Elections Commission, 540 U.S. 93, 135
(2003) (“Because the communicative value of large contributions inheres mainly in
their ability to facilitate the speech of their recipients, we have said that contribution
limits impose serious burdens on free speech only if they are so low as to prevent
candidates and political committees from amassing the resources necessary for
effective advocacy.”); see also Citizens United v. Federal Election Commission, 558
U.S. 310, 337 (2010) (concluding that there are “First Amendment problems” with
the Bipartisan Campaign Reform Act’s limitation on making independent
expenditures from general corporate treasury funds because “PACs are burdensome
alternatives” to allowing corporations and unions to use general treasury funds for
electioneering communications.”).

244. Americans for Prosperity Foundation v. Bonta, 594 U.S. 595, 639
(2021) [AFPF).

245. Id. at 614.

246. Id. at 614-15. Efficient is a synonym for effective. Roget’s 21st
Century Thesaurus, https://www.thesaurus.com/browse/effective (last visited Jan 3,
2026).

247. AFPF, 594 U.S. at 614.



40 Michigan Technology Law Review [Vol. 32:1

of investigations into potential charitable fraud is not constitutionally
relevant because efficiency is not a “prime objective of the First
Amendment.”**

There is also at least one Fourth Amendment case where the Court
rejected effectiveness as a constitutionally salient consideration. In
United States v. Knotts, the Court held that placing a beeper in a
container to follow the defendant’s public movements did not constitute
a search under the Fourth Amendment.?*’ The Court rejected the claim
that the increased efficiency gained by using the beeper mattered for the
Fourth Amendment analysis. “Insofar as respondent’s complaint appears
to be simply that scientific devices such as the beeper enabled the police
to be more effective in detecting crime, it simply has no constitutional
foundation. We have never equated police efficiency with
unconstitutionality, and we decline to do so now.”>

But a subsequent opinion suggests that increased efficiency is a
relevant constitutional consideration in the Fourth Amendment context.
In Carpenter v. United States, the government received seven days of the
defendant’s historic cell-site location information from his cellular
provider pursuant to an order under the Stored Communications Act. 2!
The Court carved out an exception to the Third-Party Doctrine by
holding that the government needed a search warrant to access this
information. In part, the Court reasoned that “[m]uch like GPS tracking
of a vehicle, cell phone location information is detailed, encyclopedic,
and effortlessly compiled.”?? “And like GPS monitoring, cell phone
tracking is remarkably easy, cheap, and efficient compared to traditional
investigative tools. With just the click of a button, the Government can
access each carrier’s deep repository of historical location information at
practically no expense.”?>* Thus, like the First Amendment context, the
Court’s Fourth Amendment jurisprudence cuts both ways as to whether
effectiveness is a constitutionally relevant factor.

Taken together, these Supreme Court opinions show that the Court
is inconsistent as to whether effectiveness is a constitutionally salient
consideration. It does so in both the First and Fourth Amendment
contexts. Thus, one reason that the law regarding the constitutionality of
regulating FRT use remains unsettled is because the Court has sent
mixed signals on whether reduced -effectiveness is a relevant
consideration for constitutional analysis.

2. Manual vs. Automated Processes

Another constitutionally salient consideration in FRT litigation
involves automation of manual processes. Clearview and scholars argue
that if an activity is constitutionally permissible when done manually,
then that activity is constitutionally permissible when the process is

248. Id. at 614-15.

249. United States v. Knotts, 460 U.S. 276, 285 (1983).
250. Id. at 284.
251. Carpenter v. United States, 585 U.S. 296 (2018).

252. Id. at 309.
253. Id. at311.
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automated.?>* But that is neither a necessary nor universal conclusion.?>
Indeed, this argument has been rejected in cases involving FRT
databases.?>® Unfortunately, Supreme Court case law is not clear as to
whether automating manual processes is subject to a simple syllogism. >’

On the one hand, Smith v. Maryland suggests in a “crucial but little
noticed rationale”?*® that there is no constitutional difference between
manual and automated surveillance.?>® The Smith Court held that the
defendant had no reasonable expectation of privacy in the numbers he
dialed on a telephone. The opinion states that the defendant conceded he
would have no reasonable expectation of privacy had he asked a human
operator to connect him to a specific number, as was the method in the

254. E.g., Clearview Mot. to Dismiss Memo., supra note 57, at 19 (noting
that “Plaintiffs never maintained” that Clearview could be prohibited from matching
images “in a particularly cumbersome way — for example, by hiring a vast team of
researchers to review and match photos manually. Their objection is seeking to do
functionally the same act by the use of modern technology.”); Volokh / Bambauer
Anmici Brief, supra note 13, at 17 (“When humans compare photographs, the mental
processes of viewing, consideration, analysis, and determination are processes
protected by the First Amendment. That protection does not change simply because
the process is performed by mechanical means.”); see also Bambauer, supra note 152,
at 59—-60 (concluding that drawing a First Amendment line between manual and
mechanical processes is “untenable.”).

255. See Ferguson, supra note 3, at 1153-54, 1200, 1154 (arguing that it
would be a “mistake to . . . equate” a manual search with an automated search because
Riley v. California’s acknowledgement of the “‘quantitative’ and ‘qualitative’
differences of digital technology is made even more obvious in the facial recognition
context.”); Richards, supra note 152, at 1526 (“The First Amendment has never been
interpreted as an absolute protection for all uses of words, much less for automated
and mechanized data flows or the sale of information as a commodity.”); Solove &
Hartzog, supra note 5, at 48 (rejecting the claim that scraping is functionally
equivalent to a person cutting and pasting information manually because “scraping is
so cheap, easy, and automatic mak[ing] it so different in power and risk from non-
automated data collection that it is worthy of special regulatory intervention and
analysis.”); Brown, supra note 12, at 460 (similar); Compulife Software Inc. v.
Newman, 959 F.3d 1288, 1314 (11th Cir. 2020) (“Although Compulife has plainly
given the world implicit permission to access as many quotes as is humanly possible,
arobot can collect more quotes than any human practicably could. So, while manually
accessing quotes from Compulife’s database is unlikely ever to constitute improper
means, using a bot to collect an otherwise infeasible amount may well be . . .”).

256. See, e.g., Sosa v. Onfido, Inc., 600 F. Supp. 3d 859, 881-883 (N.D.
I1I. 2022) (rejecting the FRT database owner’s argument that “because a person has
no reasonable expectation of privacy in her face” means she has no reasonable
expectation of privacy in the creation of a faceprint from a publicly available image
because this argument “erroneously equates viewing a person’s face with scanning
facial geometry.”); see Plaintiff’s Response in ACLU v. Clearview, supra note 202,
at 14, 16 (while conceding that Clearview “can gather information from the public
internet,” the ACLU wrote that “Clearview’s arguments elide the significant
difference between republishing a public photograph and capturing a faceprint.”).

257. See also, Matthew Tokson, Automation and the Fourth Amendment,
96 IowA L. REV. 581 (2011) (observing that courts have not directly addressed the
issue but have implicitly treated manual and automated process as constitutionally
equivalent and that is a problem for privacy under the Fourth Amendment).

258. Id. at 600 (referring to this part of the opinion as the “automation
rationale.”).

259. Smith v. Maryland, 442 U.S. 735, 745 (1979).
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carly days of telephonic communication.?®® But the defendant argued
that automated dialing processes that do not involve a human operator
do allow for a reasonable expectation of privacy.?®! The Court rejected
that distinction stating that it was “not inclined to hold that a different
constitutional result is required because the telephone company has
decided to automate.”262

On the other hand, recent concurring opinions suggest that some
justices might find automated surveillance constitutionally different
from manual surveillance, such as Justice Alito’s colorful analogy to a
tiny constable.”®® In United States v. Jones, a unanimous majority held
that physically placing a GPS device on a car amounted to a search under
the trespass approach to Fourth Amendment law. In part, the Court stated
that it was simply protecting privacy to the same degree that privacy was
protected at the time of ratification.?®* But Justice Alito was unpersuaded
by this reasoning. In a concurrence joined by three other justices, he
wrote: “The Court suggests that something like this might have occurred
in 1791, but this would have required either a gigantic coach, a very tiny
constable, or both—not to mention a constable with incredible fortitude
and patience.”?% Justice Alito’s concurrence suggests he may be open to
treating automated surveillance differently than manual surveillance
when analyzing the constitutionality of a particular surveillance
technique.

Justice Sotomayor’s solo concurring opinion in Jones is even clearer
that manual and automated surveillance could be treated differently
under the Constitution: “I do not regard as dispositive the fact that the
government might obtain the fruits of GPS monitoring through lawful
conventional surveillance techniques.” 2% Combining these two
concurring opinions could reasonably be viewed as a “shadow majority,”
which acknowledges that simply because something is constitutionally
permissible when done manually does not necessarily mean that the
same activity is constitutionally permissible when done automatically.2¢’

United States Department of Justice v. Reporters Committee for
Freedom of the Press (RCFP) provides some analogous support for the
position that automated processes could be treated differently than
manual processes. 2% In RCEFP, the Court held that a Freedom of
Information Act exemption allowed the government to withhold a
criminal “rap sheet” to protect the individual’s privacy.?®® A “rap sheet”

260. Id. at 744-45.

261. Id.

262. Id.

263. United States v. Jones, 565 U.S. 400 (2012).

264. 1d. at 406 (Alito, J., concurring).

265. Id. at 420 n.3 (Alito, J., concurring).

266. Id. at 416 (Sotomayor, J., concurring).

267. Cf. Orin S. Kerr, The Mosaic Theory of the Fourth Amendment, 111

MicH. L. REv. 311, 313 (2012) (stating that the combination of the two Jones
concurring opinions raises “the intriguing possibility that a five-justice majority of
the Supreme Court is ready to endorse a new mosaic theory of Fourth Amendment
protection.”).

268. United States Department of Justice v. Reporters Committee for
Freedom of the Press, 489 U.S. 749 (1989).

269. Id. at 780.
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is an aggregation of an individual’s “history of arrests, charges,
convictions, and incarcerations.”?’® After acknowledging that “much rap
sheet information is a matter of public record” and that the government
could not withhold a single arrest record, it viewed the aggregation of
this information into one comprehensive document as something that
changed the privacy calculus. The Court reasoned:

[T]he issue here is whether the compilation of otherwise hard-
to-obtain information alters the privacy interest implicated by
disclosure of that information. Plainly there is a vast difference
between public records that might be found after a diligent
search of courthouse files, county archives, and local police
stations throughout the country and a computerized summary
located in a single clearinghouse of information.?”!

While RCFP involves statutory analysis, its reasoning is analogous to
the constitutional question of manual versus automated processes
because both instances involve making public information easier to
access through technological means.

At least one federal appellate court has expressly rejected the notion
that the constitutional permissibility of a manual activity necessarily
means that automating the activity is also constitutionally permissible.
In United States v. Tuggle, the Seventh Circuit Court of Appeals held
that placing three cameras on utility poles to surveil the comings and
goings from a suspected drug dealer’s home for eighteen months did not
constitute a search.?’? The Tuggle court reasoned that the cameras were
placed on public property and the defendant took no steps to shield the
surveilled areas from public observation, such as erecting a privacy
fence. But the Tuggle court expressly stated: “We [] close the door on
the notion that surveillance accomplished through technological means
is constitutional simply because the government could theoretically
accomplish the same surveillance—no matter how laborious—through
some nontechnological means.”?”3

270. Id. at 752.

271. Id. at 764.

272. United States v. Tuggle, 4 F.4th 505 (7th Cir. 2021). Courts are not
unanimous on whether pole camera surveillance is a search under the Fourth
Amendment. E.g., Tim Cushing, /0th Circuit Appeals Court Says 68 Days of Pole
Camera Surveillance Doesn’t Violate the Fourth Amendment, TECHDIRT (Mar. 25,
2024), https://www.techdirt.com/2024/03/25/10th-circuit-appeals-court-says-68-
days-of-pole-camera-surveillance-doesnt-violate-4th-amendment/. People v. Tafoya,
494 P.3d 613 (Colo. 2021); United States v. Houston, 813 F.3d 282, 28788 (6th Cir.
2016) (finding no reasonable expectation of privacy from a camera placed on a public
utility pole surveilling a home for ten weeks because people on that road have the
same view). For analysis on the Fourth Amendment implications of pole camera
surveillance, see Matthew Tokson, Telephone Pole Cameras Under the Fourth
Amendment, 83 OHIO ST. L.J. 977 (2022).

273. Tuggle, 4 F.4th at 526. In reaching this conclusion, the Seventh
Circuit acknowledged but rejected a Sixth Circuit decision that reached the opposite
conclusion. /d. at 526 (“[I]t is only the possibility that a member of the public may
observe activity from a public vantage point—not the actual practicability of law
enforcement’s doing so without technology—that is relevant for Fourth Amendment
purposes.” (quoting Houston, 813 F.3d at 289)).
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Thus, Tuggle provides support for the position that automating a
constitutionally permissible manual process is not necessarily also
constitutionally permissible. But Smith v. Maryland reaches the opposite
conclusion, and U.S. v. Jones requires cobbling together concurring
opinions to surmise what five justices might do when directly confronted
with the manual versus automated question. As the Seventh Circuit
observed when deciding whether the First Amendment protects a right
to record a police officer in public: “there is no fixed First Amendment
line . . . when the expressive medium is mechanical rather than
manual.”?™ This lack of bright line rule remains true today and is one
reason why the constitutional salience of manual versus automated
processes of identifying individuals is a contested issue in FRT litigation.

Existing First Amendment doctrine is indeterminate as to whether
regulating private actor use of publicly available images for FRT
purposes is constitutionally permissible.?” This Article covers some but
not all of the contested issues in FRT litigation related to the First
Amendment.?’® As illustrated above, both proponents and opponents of
the constitutional permissibility of laws that regulate private actor use of
FRT have arrows in their quiver. It’s possible that opponents of FRT
regulation might have the stronger argument based on existing law,
particularly considering the Daily Mail principle. But they do not have
an iron-clad argument. The next Part helps make the normative case that
the First Amendment ought to leave room for some regulation of the use
of FRT, even for databases built with publicly available images.

274. ACLU v. Alvarez, 679 F.3d 583, 596 (7th Cir. 2012).

275. See also Kugler, Public Perceptions, supra note 22, at 27 (arguing
that Fourth Amendment “doctrinal analysis is indeterminate” as to whether use of
FRT with publicly available information constitutes a search, and if so, whether a
standard lower than probable cause might be permissible for non-law enforcement
uses).

276. For example, another contested issue is the proper level of scrutiny.
Compare, e.g., Volokh / Bambauer Amici Brief, supra note 13, at 8 (arguing that
strict scrutiny should apply to BIPA because it is content-based in that it applies only
to human faces, but not cat faces), and Clearview Mot. to Dismiss Memo., supra note
57, at 19 (arguing that BIPA is a content-based statute because it targets “specific
content,” namely biometric information), with EFF Amicus Brief, supra note 123, at
6 (arguing for intermediate scrutiny because Clearview’s use of FRT does not involve
a matter of public concern and is solely for its economic interests). Even when there
is agreement on the level of scrutiny, there is disagreement on the reasons for that
conclusion. E.g., Defendant’s Reply Memorandum of Law in Support of Its Motion
to Dismiss, at 9, ACLU v. Clearview Al, Inc., 2021 WL 4164452 (1ll. Cir. Ct. Aug.
27,2021) (No. 2020-CH-04353) (noting that the ACLU, the EFF, and a group of law
professors each provide a different justification for applying intermediate scrutiny).
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III. THE NORMATIVE CASE FOR REGULATION

Since at least 2001, there have been calls to ban the use of facial
recognition technology in the public sphere.?’”’ Even a proponent of law
enforcement use of FRT acknowledges that a ban on routine tracking in
public spaces might be desirable.?’® I make the modest argument that
laws like BIPA, which require written and informed consent before
collecting biometric information, do not violate the First Amendment
rights of FRT companies, even when publicly available images are the
sources for creating faceprints. But as Part II demonstrates, existing First
Amendment law either does not clearly support such regulation or,
worse, precludes any regulation of FRT created from publicly available
images.?”® Thus, a normative inquiry is at least helpful, if not necessary,
“to unearth a First Amendment doctrine that actually makes sense for the
modern world.”?%0

Although existing doctrine does not neatly answer whether the First
Amendment prohibits the use of publicly available photographs for FRT
purposes, there are ways to analogize and build from existing law to
make the argument that the First Amendment allows for some regulation.
Section A shows that accepting the normative argument is not dependent
on one’s preferred method of constitutional interpretation. Section B
identifies First Amendment values that support some regulation. Finally,
Section C illustrates that there are intersections between the Fourth and
First Amendments in the context of FRT, and builds on some of the
literature involving the Fourth Amendment and FRT.

277. E.g., Agre, supra note 7; Barrett, supra note 16, at 224; Selinger &
Hartzog, Inconsentability, supra note 25, at 120; BAN FACIAL RECOGNITION,
https://www.banfacialrecognition.com; but see Bruce Schneier, We're Banning
Facial Recognition. We're Missing the Point., N.Y. TIMES (Jan. 20, 2020) (arguing
that focusing on FRT is too narrow because it is only one tool of surveillance among
many and that the better approach is to think about surveillance more broadly).

278. Perritt, supra note 65, at 136 (suggesting that if law enforcement
routinely uses FRT to identify many unknown individuals in public spaces that the
“result would be a significant diminution in historically available anonymity [and that
the] best policy might be a prohibition on routine tracking all the time.”); see also
Tyler Valeska, First Amendment Limitations on Public Disclosure of Protest
Surveillance, 121 COLUM. L. REvV. FORUM 241, 257 (2021) (noting that
indiscriminate protest surveillance “strips the historical anonymity” of such
expressive activity).

279. See, e.g., Devany, supra note 19, at 476 (concluding that “whether we
like it or not, Clearview’s claims might not be so far off from current First
Amendment jurisprudence.”); Vidyarthi, supra note 26, at 679 (concluding that “it is
unlikely that a potential plaintiff’s right to anonymous speech would defeat a private
party’s First Amendment right to collect and disseminate information.”).

280. Wang, supra note 163, at 1432; ¢/ Smith v. Maryland, 442 U.S. 735,
741 n.5 (1979) (stating that a “normative inquiry would be proper” in situations where
the Katz reasonable expectation of privacy test does not align with an unaccounted-
for change in underlying circumstances); see also Paul Ohm, The Many Revolutions
of Carpenter, 32 HARV. J.L. & TECH. 357, 388 (2019) (arguing that “Carpenter
advances the idea that, at least when police surveillance technology changes rapidly,
the proper role for the court is the normative one that Justice Harlan advocated. We
should not saddle society with merely what it has come to expect.”).
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A. Constitutional Interpretation Methods

The Founders “often disagreed about methods of constitutional
interpretation.”?%! We are no different today. This Article does not
pretend to resolve this seemingly unresolvable debate.?®? Instead, it
builds on the work of others to show that several methods of
constitutional interpretation reasonably support upholding laws that limit
the use of publicly available images to create faceprints for a FRT
database. ®* The methods of constitutional interpretation include
common law constitutional interpretation, the closely-related approach
of pragmatic constitutional interpretation, and a strand of originalism.

1. An Originalist Argument

Before explaining why originalism could support laws regulating
the use of publicly available images for creating faceprints and
maintaining FRT databases, it is worth identifying four problems when
it comes to originalism and the First Amendment. First, there is an
“elephant in the room,”?®* but “no one bats an eye.”?®> We routinely
ignore the text and original meaning of the First Amendment. 2%
Although the text only mentions “Congress,” the First Amendment “now
applies to all government entities — federal, state, and local.” 2%’
Additionally, we ignore the textual command that the government “shall
make no law . . . abridging the freedom of speech.” Plenty of laws that
limit speech are constitutional, and there are categories of speech that
receive no First Amendment protection whatsoever.?%8

Second, not only do we ignore the text of the First Amendment, “the
meanings of speech and press freedoms at the Founding remain

281. Jud Campbell, Natural Rights and the First Amendment, 127 YALE
L.J. 246, 304 (2017); Jack M. Balkin, We Are All Cafeteria Originalists Now (And
We Always Have Been), 33 WM. & MARY BILL RTS. J. 323, 328 (2024) (similar).

282. See also DAVID STRAUSS, THE LIVING CONSTITUTION 37 (2010)
(“The common law approach is the great competitor of the command theory, in a
competition that has gone on for centuries.”).

283. See also Sherif Girgis, Unfinished Liberties, Inevitable Balancing,
125 CoLuM. L. REV. 531, 598 (2025) (suggesting that while originalism and living
constitutionalism “differ in theoretical foundations” there are times when they
“converge in their practical application.”).

284. Ronald J. Krotoszynski, Jr., Common Law Constitutionalism and the
Protean First Amendment, 25 U. PA. J. CONST. L. 1, 23 (2023).

285. Id. at 4.

286. STRAUSS, supra note 282, at 55.

287. 1d. But see Jud Campbell, Determining Rights, 138 HARV. L. REV.

921, 974 (2025) (“Although framed as merely a limit on the power of Congress, the
First Amendment may have recognized an inalienable natural right that no one could
rightfully violate.”); id. at 974, n.365 (“Indeed, even private actors were obligated not
to violate this right.”).

288. See Schauer, supra note 136, at 1768 (stating that “even the briefest
glimpse at the vast universe of widely accepted content-based restrictions on
communication reveals that the speech with which the First Amendment deals is the
exception and the speech that may routinely be regulated is the rule.”).
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remarkably hazy.”?®® Even if we did not ignore the text, there is little
certainty to be gleaned from an attempt to divine the original meaning of
the First Amendment.?*° This reality led Jud Campbell to describe the
Court as a “constitutional mythologist?*! because “the history of speech
and press freedoms overwhelmingly disproves the Supreme Court’s
insistence that modern doctrines inhere in the Speech Clause itself, with
judges merely discovering — not crafting — the First Amendment’s
contours and boundaries.”?%?

Third, what we do know about the original meaning of the First
Amendment “suggests a narrow, shallow” level of protection.?* If we
revert to the original meaning of the First Amendment, it would upend
the strong protections for freedom of expression that exist today. 2%
Finally, even self-identifying originalists on the Supreme Court often do
not use an originalist methodology when it comes to First Amendment
cases.? For these reasons, use of originalism in First Amendment
analysis is a questionable endeavor.

That said, there is an originalist argument that could support
regulating the use of FRT derived from publicly available images. The
works of Jud Campbell, Sherif Girgis, and Orin Kerr provide the
foundation for this argument.?*® In Natural Rights and the First
Amendment, Campbell explains that during the Founding era, rights were
divided into natural rights and positive rights. “Natural rights . . . were
those that did not depend on the existence of a government. Speaking,

289. Campbell, supra note 281, at 249; Caroline Mala Corbin, Free Speech
Originalism: Unconstraining in Theory and Opportunistic in Practice, 92 GEO.
WaASH. L. REV. 633, 636 (2024); Lawrence Rosenthal, First Amendment
Investigations and the Inescapable Pragmatism of the Common Law of Free Speech,
86 IND. L.J. 1, 13 (2011) (describing the “historical evidence concerning the original
meaning of the [First Amendment as] frustratingly inconclusive.”).

290. See Campbell, supra note 281, at 922 (“The Bill of Rights is
underdeterminate. For example, the First Amendment . . . text alone says virtually
nothing about what exactly that freedom entails.”). For a response to Campbell, see
Stephanie Hall Barclay, Constructing Constitutional Rights, 138, 138 HARV. L. REV.
F. 140 (2025).

291. Campbell, supra note 281, at 249.
292. Id. at318.
293. Corbin, supra note 289, at 636; see John Paul Stevens, The Freedom

of Speech, 102 YALE L.J. 1293, 1297 (1993) (“It is familiar learning that the freedom
to reject orthodoxy in matters of religion or politics is now much broader than that
originally intended by the Framers of the Constitution.”).

294, Corbin, supra note 289, at 636; see also Campbell, supra note 281, at
263 (arguing that returning to an original understanding would call for “a radical
dismantling of speech doctrine[.]”).

295. Balkin, supra note 281, at 331, 344; see Krotoszynski, supra note
284, at 49. But see Corbin, supra note 289, at 635 (“Originalism has also been
creeping into First Amendment freedom of expression cases.”); see Rosenthal, supra
note 289, at 12 (similar); see Samantha Barbas, Originalist Arguments in Free Speech
History, TEX. A&M L. REV. (forthcoming) (manuscript at 1) (on file with SSRN)
(“Contrary to what is often assumed, originalism has played an important role in our
free speech history.”).

296. To be clear, this is not to suggest that Campbell, Girgis, or Kerr would
agree or disagree with my specific claim regarding FRT and the First Amendment.
Instead, I apply their methodologies to show there is an originalist argument for my
claim without surmising what they would think of it.
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writing, and publishing were . . . readily identifiable as natural rights.”2%’

Thus, at least in part, the First Amendment reflected a “desire to
enumerate well-recognized rights, not create news ones.”?*8

But for Campbell, the analysis does not end there. He notes that
natural rights and positive rights “were closely intertwined”?*° during the
Founding era and then suggests that both were incorporated into the First
Amendment. 3* Even assuming the First Amendment does protect
natural rights, that only gets us so far because “natural rights provided
only a framework for argument — not a set of determinate legal rights.”3"!
In other words, acknowledging that the First Amendment protects
natural rights “simply set the terms of the political debate, not the
outcomes.”*%? Sherif Girgis picks up on this thread.

Girgis self-identifies as an originalist.’®® In Unfinished Liberties,
Inevitable Balancing, Girgis describes free speech as one of several
“general liberties” protected by the Constitution.?** He continues by
noting that balancing interests is inevitable because of the “irreducible
open-endedness of general liberties.”3% “This inevitability flows not
from general liberties’ vagueness, breadth, or sparse text or history, but
from their special role.””*% That special role is the ability to adapt to meet
new challenges as society evolves and technology develops.3®” Girgis
concludes that searching for the original meaning of the First
Amendment is a “mistake” because it was designed to be an adaptive
right.3® He supports his conclusion by building from the works of Jud

297. Campbell, supra note 281, at 252-53.

298. See id. at 295.

299. Id. at 290.

300. Id. at 307.

301. Id. at 319.

302. 1d. at 259. Bernadette Meyler made a similar claim when proposing
her theory of common law originalism. Bernadette Meyler, Towards a Common Law
Originalism, 59 STAN. L. REV. 552, 558 (2006) (“Common law originalism regards
strands of eighteenth-century common law not as providing determinate answers that
fix meaning of particular constitutional clauses but instead supplying the terms of a
debate about certain concepts, framing questions for judges but refusing to settle them
definitively.”); id. at 582 (“To achieve a throughgoing originalism, it is thus necessary
to acknowledge that the flexibility of the common law method was not unknown to
the founding generation and instead provided the backdrop for the U.S. Constitution
itself.”); see also Rosenthal, supra note 289, at 32 (similar).

303. Girgis, supra note 283, at 537.
304. Id. at 534.
305. Id. at 535; but see Barclay, supra note 290, at 181 (arguing that a

balancing approach to rights construction is not inevitable and may be “inconsistent
with historical understanding of rights.”). Will Baude has also weighed in on whether
balancing is consistent with historical understandings of rights. William Baude, Fear
of Balancing, 2024 SupP. CT. REV. 169, 178 (2025) (arguing that “the original
understanding of constitutional rights was not hostile to balancing.”). See also David
A. Sklansky, The Fourth Amendment and Common Law, 100 COLUM. L. REV. 1739,
1790 (2000) (“The common law revered by the Framers—the common law they
thought timeless and universal—resided in fundamental principles, not in judicial
precedents and statutory prescriptions.”).

306. Girgis, supra note 283, at 534-35; see also Corbin, supra note 289,
at 64042 (describing the attempt to determine the original public meaning of the
Constitution as involving “[i]nevitable [u]ncertainty.”).

307. Girgis, supra note 283, at 556.

308. Id. at 564.
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Campbell and Jamal Greene, which show that “[e]arly America regarded
free speech . . . as open-ended and pervasively subject to balancing.”%
Thus, First Amendment analysis is “always necessarily unfinished”
because this general liberty is designed to allow for adaptability over
time.>!° This point on adaptability is where Orin Kerr’s work connects to
help make an originalist argument for regulating the use of publicly
available images for creating faceprints and maintaining FRT databases.

In An Equilibrium-Adjustment Theory of the Fourth Amendment,
Kerr makes descriptive and normative arguments regarding the
development of Fourth Amendment doctrine. 3!' Descriptively, the
Supreme Court adjusts Fourth Amendment doctrine as technological
developments disrupt the power balance between the government and
individuals. Normatively, this adjustment is consistent with originalism
because the goal is to maintain the same balance of power over time.3!?
Much like my argument here, Kerr argues that his equilibrium
adjustment theory is available to people with different methods of
constitutional interpretation because adjusting the law to meet changing
times is a “recurring judicial instinct.”3'* “Pragmatists do it. Originalists
do it. Living constitutionalists do it, too.”3'* While Kerr focused on
equilibrium adjustment in the Fourth Amendment context, it also makes
sense to apply that theory in the First Amendment context generally and

309. 1d. at 568 (relying on Campbell, Natural Rights, supra note 281; and
JAMAL GREENE, HOW RIGHTS WENT WRONG: WHY OUR OBSESSION WITH RIGHTS
IS TEARING AMERICA APART (2021)).

310. Id. at 536. In a First Amendment case involving restrictions on the
sale of violent video games to minors, Justice Alito’s concurring opinion could be
read to reflect Girgis’s unfinished liberty thesis. Brown v. Ent. Merchs. Ass’n, 564
U.S. 786, 806 (2011) (Alito, J., concurring) (“In considering the application of
unchanging constitutional principles to new and rapidly evolving technology, the
Court should proceed with caution.” (emphasis added)).

311. See Orin S. Kerr, An Equilibrium-Adjustment Theory of the Fourth
Amendment, 125 HARV. L. REV. 476 (2011) (introducing and defending the theory
that courts adjust Fourth Amendment rules to maintain the original balance between
government power and privacy in response to changing facts).

312. Id. at 531; see also Meyler, supra note 302, at 558 (stating that
common law originalism suggests that “the interpretation of common law phrases
should be responsive to certain alterations in external conditions, rather than static
and inflexible.”).

313. See Kerr, Equilibrium-Adjustment, supra note 311, at 488.

314. Id.
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FRT specifically.?!> The ability to use publicly available images to create
searchable faceprints in a FRT database disrupts the equilibrium that
preceded this novel technology. Taken together, the works of Campbell,
Girgis, and Kerr help sketch out why at least one strand of originalism
supports my thesis here.

2. A Pragmatist Argument

The subtitle of Justice Breyer’s recently published book is “Why I
Chose Pragmatism, Not Textualism.” 3! Breyer refers to his
methodology for interpreting law as the “traditional” approach, the
“pragmatic” approach, and the “purpose-oriented” approach.3!” This
approach is traditional because “courts have asked purpose-oriented
questions for hundreds, perhaps thousands, of years.”3!® In the judicial
context, “the word ‘pragmatic’ has a special meaning.”3!?

A good pragmatic decision must take account, to the extent
practical, of the way in which a proposed decision will affect a
host of related legal rules, practices, habits, institutions, as well
as certain moral principles and practices, including the practical
consequences of the decision, such as how those affected by the
decision will react.3°

315. Marc Jonathan Blitz made a similar argument that the development
of Fourth Amendment law should serve as guidance for the development of First
Amendment law. See generally Marc Jonathan Blitz, Stanley in Cyberspace: Why the
Privacy Protection of the First Amendment Should Be More like That of the Fourth,
62 HASTINGS L.J. 357 (2010) (arguing that the development of Fourth Amendment
law should serve as guidance for the development of First Amendment law); Marc
Jonathan Blitz, Deepfakes and Other Non-Testimonial Falsehoods: When is Belief
Manipulation (Not) First Amendment Speech?, 23 YALE J.L. & TECH. 160, 250
(2020) (arguing that “First Amendment doctrine on deepfakes should draw on the
same type of equilibrium adjustment. To some extent, First Amendment law already
does.”). See also Strandburg, supra note 203, at 795 (stating that unlike Fourth
Amendment doctrine, there is “little precedent . . . in the First Amendment context
for adapting to new technologies . . . Fourth Amendment precedent is instructive as
to how a First Amendment doctrine . . . should be adapted in light of technological
evolution affecting associational behavior and surveillance methods.”); David S. Han,
Constitutional Rights and Technological Change, 54 U.C. DAVIS L. REV. 71, 113—
14 (2020) (arguing that the Court’s nuanced approach in Carpenter is the “sort of
approach [that] is particularly needed in the First Amendment context . . . .”).

316. STEPHEN BREYER, READING THE CONSTITUTION WHY I CHOSE:
PRAGMATISM, NOT TEXTUALISM (2024); see also Stephen Breyer, Pragmatism or
Textualism, 138 HARV. L. REV. 717 (2025).

317. BREYER, supra note 316, at xx—xxi.
318. BREYER, supra note 316, at 737.
319. BREYER, supra note 316, at 10.

320. Id. at 11.
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Among other sources, Breyer relies on Justice Cardozo’s well-
known words that “[t]he final cause of law is the welfare of society.”?!
Judge Posner refers to Cardozo’s quote as “the pragmatist creed.”3?

One reason Breyer rejects originalism is because “many textualists
and originalists would not accept that certain words, by their very nature,
might encompass a dynamic element.” 323 That is problematic for Breyer
because he believes that the original understanding “was indeterminate
and meant to be worked out over time.”3?* For this reason, Breyer claims
that his approach is “more faithful to the desire of the Constitution’s
Framers to establish a workable framework for long-lasting
government.”3%’

He also defends his approach by addressing the common critique
that it has no limiting principle and allows judges to inject their personal
biases into the law.3?° First, he notes that “textualism is itself vulnerable
to the same attack.”?’ Second, he claims that his approach “limits
judicial discretion more than textualism does [] by asking judges
confronted with ambiguous text to consider extrinsic sources that might
illuminate the text’s best meaning.” 3?® Finally, he asserts that his
approach is preferable to originalism because it requires judges to
“expressly describe the values and considerations they weighed in
reaching a particular result”3?° whereas originalists avoid that forthright
weighing of values by claiming that the “responsibility lies with choices
made by the founders, framers, and adopters.”3° Or in the words of
Judge Posner, if originalists had a motto it should be: “[T]he constitution
made me do it.”?3!

321. BENJAMIN N. CARDOZO, THE NATURE OF THE JUDICIAL PROCESS 66
(1921); Living constitutionalists also rely on this quote. E.g., STRAUSS, supra note
282, at 39.

322. Richard A. Posner, Bork and Beethoven, 42 STAN. L. REV. 1365,
1380 (1990). Eugene Volokh offers a critique of pragmatism, but it seems like he does
not use the word in the same way that Breyer defines it. See Eugene Volokh,
Pragmatism vs. Ideology in Free Speech Cases, 99 Nw. U. L. REV. 33, 34 (2004)
(arguing that in the First Amendment context, “one cannot avoid making ideological
judgments.”). At least one reason why Volokh’s use of pragmatism does not fully
capture Breyer’s use of that word is that Volokh states he prefers “explicit judgment”
when deciding cases. /d. But Breyer touts one benefit of pragmatism as doing exactly
that. See BREYER, supra note 316, at 754-755 (stating that his approach requires
judges to “expressly describe the values and considerations they weighed in reaching
a particular result.”).

323. BREYER, supra note 316, at 750, n.292. As shown in Part IIL.A.1,
supra, however, that is not universally true.

324, Id.

325. BREYER, supra note 316, at xvii.

326. See BREYER, supra note 316, at 730; see also Corbin, supra note 289,
at 639 (arguing that “originalism allows judges to be outcome driven.”).

327. BREYER, supra note 316, at 730.

328. 1d. at 732.

329. Id. at 754-55; see also Richard A. Posner, The Rise and Fall of
Judicial Self-Restraint, 100 CALIF. L. REV. 519, 540-41 (2012).

330. Balkin, supra note 281, at 331.

331. Posner, Rise and Fall, supra note 329, at 542.
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In the context of “First Amendment jurisprudence, pragmatic
balancing is inescapable.”33? If one applies a pragmatic approach to
constitutional interpretation, it is easy to see that laws limiting the use of
publicly available images to create faceprints and maintain FRT
databases could be found constitutionally permissible. It is easy to see
that because it allows for explicit analysis of “certain moral principles
and practices, including the practical consequences of the decision.”3%
As illustrated in Part I, there are a host of problematic uses of publicly
available images in connection with FRT. Even scholars who advocate
in favor of law enforcement use of FRT would make an exception for
routine public surveillance.>*

In short, Breyer views “legal interpretation as an activity that is
pragmatic, undogmatic, and adaptive.” 35 According to Breyer,
“purpose-based approaches are often closely entwined with the
‘common law’ mode of judging.”33¢ Indeed, as shown below, Breyer’s
approach sounds very much like living constitutionalism.

3. A Living Constitutionalist Argument

Like originalism, living constitutionalism is a family of theories.
Sometimes strands of these seemingly dichotomous families
converge. >’ One strand of living constitutionalism is common law
constitutional interpretation, which is most associated with David
Strauss’s work.*>*® Common law constitutional interpretation (CLCI) is a
method of constitutional interpretation, not a wholesale adoption of the
common law itself.** Simply put, the CLCI method is grounded in
reliance on precedent, doctrine, and text, “with occasional resort to basic
notions of fairness and good policy.”**" Strauss makes three claims in
support of his preferred method of constitutional interpretation.

First, descriptively speaking, CLCI is what courts do.**! Although
Will Baude does not find the normative argument for CLCI persuasive,
he acknowledges that “[sJomething like this may describe the Court’s

332. Rosenthal, supra note 289, at 9; id. at 29 n.135 (quoting the “first
great academic champion of free speech, Zechariah Chafee” to show that Chafee
“acknowledged the inevitability of balancing” in free speech cases).

333. BREYER, supra note 316, at 11.

334. Perritt, supra note 65, at 70.

335. BREYER, supra note 316, at 719.

336. BREYER, supra note 316, at 5.

337. See, e.g., STRAUSS, supra note 282, at 10—11 (some originalists define

“original meaning in a way that ends up making originalism indistinguishable from a
form of living constitutionalism.”). For a similar twist that puts a strand of living
constitutionalism within an originalism framework, see Meyler, supra note 302, at
558 and JACK M. BALKIN, LIVING ORIGINALISM (2011).

338. See David A. Strauss, Common Law Constitutional Interpretation, 63
U. CHI L. REV. 877 (1996); STRAUSS, supra note 282.
339. David Schneyer, Judge Posner’s Common Law Constitution, 19 J.

CoN. L. 299, 300 (2016); see also Sklansky, supra note 305, at 1745 (“I argue that . .
. Fourth Amendment law, like constitutional law more generally, should continue to
take from common law not a set of substantive rules, but rather a method for reasoned,
step-by-step elaboration of what the Constitution commands.”).

340. STRAUSS, supra note 282, at 43.

341. See STRAUSS, supra note 282, at 44; Strauss, supra note 338, at 879.
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approach to many aspects of free speech doctrine today.”3%? Justice
Scalia has also acknowledged the merit of this descriptive claim, but “he
may be the first to find it an unmitigated evil.”**3 At least one originalist
makes an exception from his general method of interpretation and allows
for a common law approach to the Bill of Rights.*** Court decisions
demonstrate a reliance on the common law approach to constitutional
law, including a case involving FRT.3%

Second, practically speaking, CLCI is a better approach than
originalism. For one thing, this approach gives “a very prominent role to
characteristic lawyers’ methods of reasoning and to the professional
training of lawyers.”*¢ Also, it is a more effective restraint on judges
than originalism.>*7 Strauss supports his conclusion by highlighting that
CLCI “more directly and candidly”3*® confronts the question of judicial

342. Baude, supra note 305, at 18 (but noting that the “originalist
grounding for modern doctrine is thought to be very weak.”).
343. Sklansky, supra note 305, at 1808 n.424 (citing ANTONIN SCALIA,

COMMON-LAW COURTS IN A CIVIL-LAW SYSTEM: THE ROLE OF UNITED STATES
FEDERAL COURTS IN INTERPRETING THE CONSTITUTION AND LAWS, IN A MATTER
OF INTERPRETATION: FEDERAL COURTS AND THE LAW 46-47 (AMY GUTMANN ED.,
1997)).

344. David Sklansky explains: “[e]ven Henry Monaghan, who argues in
general against ‘the common law approach’ in constitutional law, makes an exception
for the Bill of Rights: it ‘was perhaps inevitable,” he concedes, that judges interpreting
those expansive provisions adopt ‘the incremental, case-by-case method employed by
common law judges.”” Sklansky, supra note 305, at 1808 n.424 (quoting Henry P.
Monaghan, Our Perfect Constitution, 56 N.Y.U. L. REV. 353, 392-93 (1981)).

345. See, e.g., Patel v. Facebook, Inc., 932 F.3d 1264, 1272 (9th Cir. 2019)
(“These common law privacy rights are intertwined with constitutionally protected
zones of privacy. (See Gibson v. Fla. Legislative Investigation Comm., 372 U.S. 539,
569 n.7, 83 S. Ct. 889, 9 L. Ed. 2d 929 (1963) (Douglas, J., concurring) (“A part of
the philosophical basis of [the First Amendment right to privacy] has its roots in the
common law.”).”); Grosjean v. Am. Press Co., 297 U.S. 233, 248-49 (1936)
(“Undoubtedly, the range of a constitutional provision phrased in terms of the
common law sometimes may be fixed by recourse to the applicable rules of that law.
But the doctrine which justifies such recourse, like other canons of construction, must
yield to more compelling reasons whenever they exist.”); see also Krotoszynski,
supra note 284, at 6 n.24 (identifying Mahanoy Area Sch. Dist. v. B.L., 141 S. Ct.
2038 (2021), a student speech case, as an example where the court “fashioned a
completely new test” to decide the case); id. at 30 (stating that Justice John Marshall
Harlan “was an out and proud common law constitutionalist of the first order.”); id.
at 52 (“Chief Justice John Marshall powerfully argued for judges adopting a common
law approach to interpreting constitutional text. Perhaps most famously, in
McCulloch v. Maryland . . . .”); Sklansky, supra note 305, at 174647 (contending
that Judge Bork engaged in a common law method of constitutional interpretation in
a defamation case, where Bork relied on the interpretive method in Justice Brandeis’s
Olmstead v. United States dissent and stated that “First Amendment doctrine must
‘evolve’ to ensure that the ‘freedoms the framers specified are made effective in
today’s circumstances.’”).

346. Strauss, supra note 338, at 931.
347. 1d. at 879.
348. Id. at 927; see STRAUSS, supra note 282, at 45 (“[B]ecause it is

legitimate to make judgments about fairness and policy, in a common law system
those judgments can be openly avowed and defended — and therefore can be openly
criticized.”).
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restraint because the policy questions are on the surface, not masked
under contestable theories of constitutional interpretation.*

Third, normatively speaking, it is what we ought to do for several
reasons. Strauss argues that it is “more justifiable in abstract terms than
textualism or originalism.” 33° One reason why is because CLCI allows
for explicit consideration of “an important set of virtues: intellectual
humility, a sense of the complexity of the problems faced by our society,
a respect for the accumulated wisdom of the past, and a willingness to
rethink when necessary and when consistent with those virtues.” 3!
Further, the common law method “is not simply a matter of following
precedent. There is a legitimate role for judgments about things like
fairness and social policy.”*>

Another reason why Strauss believes the CLCI is a normatively
preferable approach echoes Kerr’s normative argument for why
equilibrium-adjustment theory is desirable and consistent under an
originalist approach to the Fourth Amendment. Like Kerr, Strauss
invokes the concept of equilibrium to provide normative support for his
argument. Strauss uses the phrase “reflective equilibrium.”3** Although
Kerr and Strauss both use the concept of equilibrium, they diverge on
what that entails. Kerr’s article focuses on equilibrium-adjustment to
maintain an original understanding of Fourth Amendment search and
seizure law. Strauss similarly justifies his reflective equilibrium
argument on the ground that it reflects original understandings but goes
further by allowing for constitutional law developments “because they
are the best practices that can be achieved for now in our society.”>*

As to First Amendment jurisprudence, it is a prime example of
CLCIL. In concluding his chapter on Freedom of Speech and the Living
Constitution, Strauss wrote:

The American law of freedom of expression . . . developed over
time, fitfully, by a process in which principles and standards
were tried and sometimes eventually accepted, sometimes
abandoned, sometimes modified, in light of experience and an
ongoing, explicit assessment of whether they were sound as a

349. STRAUSS, supra note 282, at 45 (claiming that one is “just enforcing
the original understanding” of the First Amendment “is an invitation to be
disingenuous.”); see Eric J. Segall, The Constitution Means What the Supreme Court
Says It Means, 129 HARvV. L. REV. F. 176, 186 (2016) (arguing that “if policy
considerations do drive decisions, judges and lawyers should openly debate them
without the veneer of textual and historical considerations that marginalize a
comprehensive and open debate.”); Sklansky, supra note 305, at 1811 n.435
(referring to the “conversation-stopping tendency of originalist arguments.”); Corbin,
supra note 289, at 645 (“Ultimately, originalism is as value laden as alternatives like
the living constitutional theory. The main difference is that living constitutionalists
are much more transparent about the values that inform their decision.”).

350. Strauss, supra note 338, at 879, 888.
351. STRAUSS, supra note 282, at 139.
352. Id. at 38.

353. Strauss, supra note 338, at 888.

354. See id.
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matter of policy. The law of the First Amendment is a creation
of the living Constitution.3>

Strauss is far from alone in reaching this conclusion.

In 1993, Justice Stevens wrote that “it should come as no surprise
that First Amendment law has developed into an elaborate mosaic of
specific judicial decisions, characteristic of the common law process of
case-by-case adjudication.”3*® Lawrence Rosenthal titled an article on
this topic, First Amendment Investigations and the Inescapable
Pragmatism of the Common Law.?*” Ronald Krotoszynski concluded
that “contemporary First Amendment jurisprudence depends critically
on judge-made rules and constitutes clear examples of common law
constitutionalism in action.”*%® Thus, CLCI is clearly an approach to
constitutional interpretation that allows for consideration of the novelty
of FRT in determining whether laws that limit the use of publicly
available images are constitutionally permissible.

skekk

Applying a common law constitutional interpretation approach to
FRT not only allows for explicit consideration of competing interests but
also aligns with how First Amendment jurisprudence is created. Girgis’s
originalist approach to unfinished liberties allows for the same analysis
due to the “special role” that general liberties play in our constitutional
design. As for pragmatism, there is little daylight between it and CLCIL.
Perhaps one difference is that CLCI has a stronger default preference for
precedent. In any case, a pragmatic interpretive approach allows for
explicit consideration of competing values as well. Thus, all three
approaches lead to the same place: recognition that First Amendment law
can and should evolve to meet the challenges of the day.>*® But none of
these approaches necessarily mean that the First Amendment should
permit the regulation of publicly available images for FRT purposes.
Thus, the goal of the next section is to show exactly why existing First
Amendment doctrine and theory help support the conclusion that laws
like BIPA, which require written and informed consent before collecting
biometric information, should be found constitutionally permissible.

355. STRAUSS, supra note 282, at 76.

356. Stevens, supra note 293, at 1300; see also Rosenthal, supra note 289,
at 30 (concluding that at the time of the framing, the concept of freedom of speech
was “understood to develop through the familiar common law process of reasoned
elaboration . . . .”).

357. Rosenthal, supra note 289, at 1, 75-76 (“Any account of First
Amendment jurisprudence that ignores pragmatic balancing is, at best, seriously
incomplete.”).

358. Krotoszynski, supra note 284, at 48.

359. See Strandburg, supra note 203, at 749 (arguing that constitutional
principles derived from existing First and Fourth Amendment law “can be employed
to extend First Amendment analysis into the new age of -electronic
communications.”).
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B. First Amendment Interests of the Faceprinted

Part II centered on the First Amendment rights and arguments of
FRT companies. But that is only half the story. The individuals being
faceprinted also have First Amendment interests at stake.3®° This section
discusses several recognized First Amendment doctrines and related
concepts to argue that regulating the use of publicly available images for
creating faceprints ought to be constitutionally permissible. To be clear,
this Article does not take on the state action doctrine by arguing that
individuals have First Amendment claims that they can assert against
private actors. Rather, existing First Amendment doctrine and values
could be asserted as government interests to justify laws like BIPA from
constitutional challenges by FRT companies.

1. “Practical Obscurity”

Asserting that one’s face is private is more than a stretch.’! The
same might be true of one’s faceprint.3®? Accepting that premise,
however, does not preclude legal protection because it is a “trap” to focus
on “whether your face is private.”3% As Selinger and Hartzog have
persuasively argued, “obscurity” is a more accurate description of what
is in play when the law seeks to regulate the collection or use of
information that is in some way publicly available.3%* Not only is
obscurity a more accurate term, it is one of the “most important values
implicated by facial recognition.”**® The Supreme Court has explicitly
and implicitly protected obscurity.

360. See, e.g., Karr & White, supra note 188 (“Creating and maintaining a
mass surveillance tool used by the state to chill dissent is wholly antithetical to the
values enshrined in the First Amendment.”); Vidyarthi, supra note 26, at 688
(“Greater FRT regulation will likely improve the First Amendment’s ability to
engender a marketplace of ideas, encourage democratic self-governance, bolster
cultural democracy, and help realize self-actualization and autonomy.”); Christopher
Slobogin, Public Privacy: Camera Surveillance of Public Places and the Right to
Anonymity, 72 Mi1SS. L.J. 213, 258 (2002) (“There is little doubt that public camera
surveillance can infringe First Amendment values.”).

361. See Kugler, Public Perceptions, supra note 22, at 34
(“Constitutionally, it is challenging to regulate facial recognition under the Fourth
Amendment. Faces are generally viewed as public.”). Kugler helps support this
conclusion by quoting a 1973 Supreme Court case stating that “‘[n]o person can have
a reasonable expectation that others will not know the sound of his voice, any more
than he can reasonably expect that his face will be a mystery to the world.”” /d. at 25
n.165 (quoting United States v. Dionisio, 410 U.S. 1, 14 (1973)). See also Brown,
supra note 12, at 463 (“FRT presents a particularly difficult problem under prevailing
constitutional law because most faces are routinely exposed in public.”).

362. Kugler, From Identification to Identity Theft, supra note 12, at 119
(“[1]t is hard to argue that facial geometry is truly private.”).
363. 1d. at 143; see also Valeska, supra note 278, at 257 (suggesting that

determinations of privacy protection in public places “should focus on how
information is used, not on putting it into a public or private box.”).

364. Selinger & Hartzog, Inconsentability, supra note 25, at 113 (“The
debates over facial recognition technology, like other debates over surveillance, are
marred by the fact that they are framed around the concepts of ‘privacy’ and
‘anonymity’ instead of ‘obscurity.””).

365. Id. at 104.
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In United States Department of Justice v. Reporter’s Committee for
the Freedom of the Press (RCFP), the Court explicitly protected
“practical obscurity.”**® In RCFP, the Court ruled that a criminal rap
sheet could be withheld pursuant to a Freedom of Information Act
(FOIA) exemption. The FOIA exemption at issue allows a government
agency to withhold a record compiled for law enforcement purposes if
releasing it “could reasonably be expected to constitute an unwarranted
invasion of personal privacy.” 3’ A criminal rap sheet aggregates
information “such as date of birth and physical characteristics, as well as
a history of arrests, charges, convictions, and incarcerations.”%® The
Court decided that the criminal rap sheet could be withheld under this
FOIA exemption.*®

After acknowledging that arrest records are public records, the Court
reasoned that the aggregation of multiple arrest records into one
document is fundamentally different from disclosure of a single arrest
record. They are materially different because the former reduces or
eliminates the “practical obscurity” that one has in disaggregated
information.3” The Court continued by stating that not only is there a
privacy interest in criminal rap sheet information, “[t]he substantial
character of that interest is affected by the fact that in today’s society the
computer can accumulate and store information that would otherwise
have surely been forgotten long before a person attains age 80, when the
FBI’s rap sheets are discarded.”®”' The Court also stated that “the fact
that an event is not wholly ‘private’ does not mean that an individual has
no interest in limiting disclosure or dissemination of the information.”*7?

RCFP is subject to reasonable critiques. Professor Jane Kirtley
served as the Executive Director of the Reporters Committee for
Freedom of the Press during the litigation. Years later she wrote an essay
advocating for eliminating the concept of practical obscurity because it
is “misguided in principle and unworkable in practice.”*” In part, the
RCFP Court stated that the purpose of FOIA is for the people “to know
what their government is up to,” and that the rap sheet did not serve that
purpose.®’ Kirtley rightfully criticized the Court’s conclusion noting
that “by disclosing details about individuals who have had a brush with
the criminal justice system, these records provide insight into how

366. U.S. Dep’t of Just. v. Rep.”’s Comm. for Freedom of the Press, 489
U.S. 749, 780 (1989).
367. 5 U.S.C. § 552(b)(7)(C).

368. Rep.’s Comm. for Freedom of the Press, 489 U.S. at 752.
369. Id. at 780.
370. Id. at 764 (“Plainly there is a vast difference between the public

records that might be found after a diligent search of courthouse files, county archives,
and local police stations throughout the country and a computerized summary located
in a single clearinghouse of information.”).

371. Id. at771.

372. Id. at 770.

373. Jane E. Kirtley, “Misguided in Principle and Workable in Practice”:
1t is Time to Discard the Reporters Committee Doctrine of Practical Obscurity (and
Its Evil Twin, the Right to be Forgotten), 20 COMM. L. & POL’Y 91, 115 (2015); see
also Strandburg, supra note 203, at 756 (“The era when most communications and
associations were shielded by practical obscurity and faded into history is over.”).

374. Rep.’s Comm. for Freedom of the Press, 489 U.S. at 773-74.
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governments function.”?”> But the facts of RCFP provide an even more
compelling reason for disclosing this particular record. The rap sheet was
for someone who “allegedly had improper dealings with a corrupt
Congressman, and []is an officer of a corporation with defense
contracts.”*’® For this reason, Kirtley is right to critique RCFP. But I do
not call for abandoning the concept of practical obscurity.?”’ RCFP
recognized a valuable legal concept, it was just misapplied to the facts.

In Carpenter v. United States, the Court does not explicitly invoke
the phrase “practical obscurity,” but implicitly protects it. As discussed
above, Carpenter held that the government needed a search warrant to
access the defendant’s historic cell-site location information.’”® In part,
the Court reasoned that “[m]uch like GPS tracking of a vehicle, cell
phone location information is detailed, encyclopedic, and effortlessly
compiled.” 3 “And like GPS monitoring, cell phone tracking is
remarkably easy, cheap, and efficient compared to traditional
investigative tools. With just the click of a button, the Government can
access each carrier’s deep repository of historical location information at
practically no expense.” 3 Thus, like RCFP, Carpenter is also
concerned with the aggregation of personal information and the
implications for one’s practical obscurity.

Taken together, RCFP and Carpenter support the constitutional
permissibility of laws that limit how private actors use FRT because
concerns about practical obscurity are prevalent in the FRT context, even
more so than with criminal rap sheets or cell-site location information.®!
Both cases acknowledge that entering the public — either through
inclusion in a public arrest record or physically venturing into public
places — does not eliminate all privacy interests.**? Both cases also
acknowledge that increased access to information because of
technological development is a legitimate legal consideration. Just as one
does not lose all Fourth Amendment protection when venturing into
public spaces, one should not lose all practical obscurity when engaging
in public activities, whether in public spaces or on publicly accessible
online services.?® Just as RCFP and Carpenter took account of the
aggregating effect of technology in providing some protection for
practical obscurity, courts analyzing the First Amendment interests of
the faceprinted should also take this consideration into account. As
Lindsay Barrett notes, “the erosion of practical obscurity and cheap

surveillance of scores of people threatens freedom for everyone.”3%

375. Kirtley, supra note 373, at 94.

376. Rep.’s Comm. for Freedom of the Press, 489 U.S. at 774.

377. See Brown, supra note 12, at 409 (concluding that people “expect to
go about daily life in relative obscurity.”).

378. See supra Part I1.D.1.

379. Carpenter, 585 U.S. at 309.

380. Id. at311.

381. See Ferguson, supra note 3, at 1155.

382. See Carpenter, 585 U.S. at 310 (“A person does not surrender all
Fourth Amendment protection by venturing into the public sphere.”).

383. See Takhshid, Retrievable Images, supra note 6, at 139.

384. Barrett, supra note 16, at 240.
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2. Anonymous Speech Doctrine

Although one’s face might not be private, privacy interests remain.
Privacy interests remain because of the ease and speed with which a
faceprint can not only identify an unknown person, but also because FRT
can connect that person with other personal information.’*> Kimberly
Brown defines anonymity as “the freedom from being identified and
tracked by name while going through the motions of daily life, including
physical movement in private and public spaces, the transaction of
business online, and the maintenance of personal and professional
relationships, habits, and beliefs—however unpopular or repugnant.”33¢
FRT clearly implicates these freedoms because it fuels our “modern loss
of anonymity in public.”*’

The anonymous speech doctrine is “arguably a backbone” of the
First Amendment.*¥® Current Supreme Court doctrine, however, does not
require protecting anonymity in publicly available information (but it
does not preclude it either).>® That said, the reasoning underlying the
Court’s anonymous speech doctrine is relevant in the FRT context
because it provides analogous support for the constitutional
permissibility of laws that limit private actor use of publicly available
images.3*

In Talley v. California, the Court held that a city ordinance
regulating the distribution of handbills violated the First Amendment
because it required disclosure of the names and addresses of the person
who created the handbill and the person distributing it.**' In part, the
Court reasoned: “Anonymous pamphlets, leaflets, brochures and even
books have played an important role in the progress of mankind.
Persecuted groups and sects from time to time throughout history have
been able to criticize oppressive practices and laws either anonymously
or not at all.”3%2

385. See Hirose, supra note 12, at 1604 (arguing that “in facial recognition
technology, the information that is private is not our faces . . . but the aggregation of
general information . . . .”).

386. Brown, supra note 12, at 413.

387. See Reidenberg, supra note 221, at 148 (describing how technological
development erodes once-existing obscurity in public); see also Hirose, supra note
12, at 161819 (arguing that use of FRT to “monitor those engaged in free speech and
advocacy . . . may infringe on the First Amendment right to anonymous speech.”).

388. Nakar & Greenbaum, supra note 33, at 116; see also Brown, supra
note 12, at 420 (explaining that the Founding Fathers viewed anonymity in publishing
matters to support the Revolution as “central to attracting public support.”).

389. See Brown, supra note 12, at 438 (contending that the “Constitution
plays no meaningful role in confining the serious anonymity harms associated with
FRT.”); Nakar & Greenbaum, supra note 33, at 117; Vidyarthi, supra note 27, at 634
(“As the Supreme Court has currently framed it, the right to anonymous speech is a
right against disclosure, rather than one that prevents the collection of publicly
available data, making it an unusable tool against FRTs.”).

390. See Brown, supra note 12, at 449 (stating that “a line of First
Amendment cases [involving anonymous speech] confirms that the privacy threat
posed by technologies like FRT . . . is one of constitutional dimension.”).

391. Talley v. California, 362 U.S. 60 (1960).

392. Id. at 64.
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The Court reemphasized the importance of anonymous speech
thirty-five years later in McIntyre v. Ohio Election Commission.* The
Court held that a provision of Ohio’s Election Code violated the First
Amendment because it required disclosure of the name and address on
written materials supporting or opposing political candidates or ballot
issues. In part, the Court reasoned: “The decision in favor of anonymity
may be motivated by fear of economic or official retaliation, by concern
about social ostracism, or merely by a desire to preserve as much of one’s
privacy as possible.”3* But those were not the only reasons supporting
the Court’s holding. “On occasion, quite apart from any threat of
persecution, an advocate may believe her ideas will be more persuasive
if her readers are unaware of her identity.”3* The Court concluded that
“[a]nonymity is a shield from the tyranny of the majority.”®

It’s possible that the Court’s anonymous speech doctrine does not
extend to the use of publicly available images. Both MciIntyre and Talley
are cases involving distribution of written materials. There is no
necessary reason that the doctrine must extend to the use of images that
are publicly accessible online, let alone collecting images of individuals
who appear in public spaces. Indeed, the Mcintyre Court qualified its
holding by writing that “at least in the field of literary endeavor, the
interest in having anonymous works enter the marketplace of ideas
unquestionably outweighs any public interest in requiring disclosure as
a condition of entry.”*®” But there are reasons to extend the anonymous
speech doctrine to the FRT context.

The overarching concern of shielding individuals from the “tyranny
of the majority” is even more prevalent in the FRT context than the
distribution of handbills or election materials. Kimberly Brown identifies
three harms that flow from the loss of anonymity caused by the use of
FRT, which “enables users to trace a passerby’s life in real time — past,
present, and future — through the relation of faceprint algorithms with
other data points.”?% First, indiscriminate and continuous surveillance
can have a chilling effect on one’s activities and result in self-
censorship.?” “Second, dragnet-style monitoring can cause emotional
harm.”* Finally, the use of FRT can exacerbate power imbalances
resulting in unaccountable actions by those who use FRT databases in
ways that harm the individuals being surveilled, such as lost job
opportunities.*!

The rationales underlying the Court’s anonymous speech doctrine
support the conclusion that laws regulating private actor use of publicly
available images to create FRT databases are -constitutionally

393. Mclntyre v. Ohio Election Comm’n, 514 U.S. 334 (1995).

394. Id. at 341-42.

39s. Id. at 342.

396. Id. at 357.

397. 1d. at 342 (emphasis added).

398. See Brown, supra note 12, at 434.

399. Id. at434-35 (citing ANITA L. ALLEN, UNPOPULAR PRIVACY: WHAT
MusT WE HIDE? 17 (2011) (quoting Daniel J. Solove, Privacy and Power: Computer
Databases and Metaphors for Information Privacy, 53 STAN. L. REV. 1393, 1418
(2001)).

400. Id. at 435.

401. Id. at 435-36.
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permissible.**? But the anonymous speech doctrine need not do the work
alone because “it is clear that anonymity in public is closely related to
the right of free association.”*%

3. Associational Privacy

The unenumerated constitutional right to associational privacy and
the First Amendment’s Assembly Clause provide protection even in the
absence of speech. In the words of Justice Thomas: “The text and history
of the Assembly Clause suggest that the right to assemble includes the
right to associate anonymously. . . . And the right to associate
anonymously often operates as a vehicle to protect other First
Amendment rights.” 4** The right to associational privacy is only
increasing in significance as technology continues to erode “structural
constraints”#* to public privacy.4%® Unfortunately, the “[fJreedom of
association doctrine has yet to grapple with the ways in which
technology has changed association patterns.” 7 But the Court’s
associational privacy jurisprudence supports (albeit not requires)
upholding the constitutional permissibility of laws regulating private
actor use of publicly available images for FRT purposes.

In NAACP v. State of Alabama ex rel. Patterson, the Court held that
the NAACP cannot be required to disclose a list of their rank-and-file
members to the State of Alabama.**® The Court reasoned that there is a
“vital relationship between freedom to associate and privacy in one’s
associations.” 4® Because the NAACP made an “uncontroverted
showing that on past occasions revelation of the identity of its rank-and-

402. Cf. Barrett, supra note 16, at 243 (“The knowledge that law
enforcement is capable of quickly and cheaply identifying people in a crowd can deter
political protest . . . .The inability to preserve anonymity in public and on the internet
corrodes the ability of anyone afraid of having their identity used against them to
speak freely.”).

403. Nakar & Greenbaum, supra note 33, at 116.

404. AFPF, 594 U.S. 595, 619-20 (2021) (Thomas, J., concurring). But
“First Amendment freedom of association rights do not depend on secrecy.”
Strandburg, supra note 203, at 79.

405. Structural constraints are “not legal protections,” Selinger & Hartzog,
Inconsentability, supra note 25, at 114 (citing Harry Surden, Structural Constraints
in Privacy, 60 SMU L. REV. 1605, 1605-06 (2007)), rather “they are technological
limitations, such as a lack of easy to use, inexpensive, and accurate means of
identifying us, tracking our movements, behaviors, and communications, and
inferring our thoughts and emotions.” /d.; see also Barrett, supra note 16, at 241
(observing that FRT is “particularly corrosive of practical obscurity” because “the
effect of realistic constraints such as cost, feasibility, volume, and even the fallibility
of human memory” no longer serve as structural constraints); Hirose, supra note 12,
at 1607 (similar); Turley, supra note 34, at 2259 (similar).

406. Valeska, supra note 278, at 255-56 (‘“Public privacy is
counterintuitive only if ‘public’ and ‘private’ are understood as mutually exclusive
absolutes. . . . Protection for public privacy is essential in light of advancing

technology.”); see Strandburg, supra note 203, at 768 (“Relational surveillance is
particularly threatening to democracy because of the critical role that collective
behavior plays in effectuating political and social change.”).

407. Strandburg, supra note 203, at 769.

408. NAACP V. ALABAMA EX REL. PATTERSON, 357 U.S. 449 (1958).

409. Id. at 462.
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file members has exposed these members to economic reprisal, loss of
employment, threat of physical coercion, and other manifestations of
public hostility,” the Court found in its favor.*!°

Recently, the Court reaffirmed its commitment to protecting the
unenumerated right of associational privacy. In Americans for Prosperity
Foundation v. Bonta (AFPF), the Court held that charitable
organizations cannot be required to disclose a federal IRS tax form to the
State of California because it would violate their donors’ associational
privacy rights.*!! Under the U.S. tax code, charities must disclose to the
IRS “the names and addresses of donors who have contributed more than
$5,000 in a particular tax year.”*'? The Court noted that some donors
faced threats and harassment in the past and likely would in the future if
their names were publicly disclosed as associated with particular
charities.*!* “Such risks are heightened in the 21st century and seem to
grow with each passing year, as anyone with access to a computer [can]
compile a wealth of information about anyone else, including such
sensitive details as a person’s home address or the school attended by his
children.”*'* Additionally, the Court emphasized that the harm from
these required disclosures affected far more than the two plaintiffs in the
case. “The gravity of the privacy concerns in this context is further
underscored by the filings of hundreds of organizations as amici curae
in support of the petitioners,” which “span the ideological spectrum” and
cover the “full range of human endeavors.”*"

If the associational privacy interests in Bonfa deserve protection,
certainly the associational privacy interests of the faceprinted should be
covered as well.*!¢ In AFPF, the sensitive information was the name and
address of those who donated more than $5,000. In the context of FRT,
an unknown person can not only be identified by name and connected
with their address, but associated with much more information, including
their associations with other people. If the privacy interests are grave in
AFPF, they are even graver in the FRT context because the scope of
aggregated information can be substantially larger. Moreover, the
number of people affected by FRT exponentially exceeds the number of
people that were affected by California’s law. There are only so many
people who can afford to (and do) donate more than $5,000 to a
charitable organization doing business in California. But virtually
everyone must physically venture into public throughout their lives and
nearly as many have their image available online either by their own

410. Id.

411. Ams. for Prosperity Found. v. Bonta, 594 U.S. 595, 619-20 (2021)
(Thomas, J., concurring). But “First Amendment freedom of association rights do not
depend on secrecy.” Strandburg, supra note 203, at 819.

412. Id. at 602.

413. Id. at 617 (“The petitioners here, for example, introduced evidence
that they and their supporters have been subjected to bomb threats, protests, stalking,
and physical violence.”).

414. 1d. (cleaned up).

415. Id. at617.

416. See Turley, supra note 34, at 2228 (“Unrestrained use of FRT and
other biometric technology threatens the same ‘breathing space’ needed for free
speech and privacy rights by eliminating the anonymity that is essential for allowing
people to freely encounter and associate with different causes.”).
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choice or someone else’s. More so than in AFPF, the people affected by
FRT use truly represent the “full range of human endeavors.”*!’

Although NAACP and AFPF focus on government actors, the
reasoning applies to private actors as well. For starters, NAACP
expressed concern about the “interplay” between public and private
actors which lead to the harms suffered by rank-and-file NAACP
members, including loss of employment.*!® Interplay between public and
private actors is a feature of the FRT industry because private companies
sell access to their databases to the government.*!® Additionally, private
companies also have surveillance interests that conflict with the
associational privacy interests of the surveilled. *° Moreover, the
concerns about threats and harassment that motivated both cases are
equally present when considering private actor use of FRT.4!

As Katherine Strandburg has described, “relational surveillance
threatens to chill expressive association in today’s networked world”+??
and this is “particularly threatening to democracy because of the critical
role that collective behavior plays in effectuating political and social
change.”*?® The use of FRT poses a serious risk to associational privacy
if people fear participating in public life because of the risk of retribution
by private employers or more serious harms from private actors.*** The
unenumerated right to associational privacy is a First Amendment
interest of the faceprinted that supports the constitutional permissibility
of laws limiting the use of publicly available images for FRT because of
risks to individuals and to democracy.

4. Assembly Clause

John Inazu’s 2012 book on the Assembly Clause breathes life into
this dormant constitutional provision. “* He undertook this effort
because it provides “an alternative to the enfeebled [and unenumerated]
right of expressive association.”*?® Providing robust Assembly Clause
protection is important for our pluralistic democracy because
“Ipleaceable assembly forces us to confront more honestly questions of

417. See also Valeska, supra note 278, at 267 (“As in Bonta, there is a
‘dramatic mismatch’ between a general informational interest and disclosures that
expose identifying information of numerous individual protestors.”) My claim here
exposes an even more “dramatic mismatch” because it involves the goal of capturing
images of everyone, not just those engaged in protest.

418. See NAACP, 357 U.S. at 463; see Turley, supra note 34, at 2235
(concluding that NAACP s discussion of the “interplay” between the government and
private actors “has particular resonance with FRT.”).

419. See Strandburg, supra note 203, at 16.
420. See generally, Part 11, supra.
421. See also Valeska, supra note 278, at 271 (noting that the disclosure

of recordings of public protests resulted in “[w]idespread instances of private
employer retaliation and militia violence” by “private militias”).

422. Strandburg, supra note 203, at 744.

423. 1d. at 768.

424, See Valeska, supra note 278, at 268.

425. JOHN D. INAZU, LIBERTY’S REFUGE: THE FORGOTTEN FREEDOM OF

ASSEMBLY (2012).
426. 1d. at 4.
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what it means to live among dissenting, political, and expressive
groups.”*?” But Assembly Clause protection for the important task of
democratic self-government does not exhaust the scope of its protection.
It also protects a “vast array of religious and social groups.”*?8

Despite Inazu’s thoughtful and persuasive case for invigorating the
Assembly Clause, Tabatha Abu El-Haj observed in 2025 that the
“Assembly Clause has no independent significance in contemporary
First Amendment doctrine.”*?? Recognizing the limitation of existing
Assembly Clause doctrine, this Section notes that a more robust
Assembly Clause doctrine helps support the argument that laws limiting
private actor use of publicly available images are constitutionally
permissible in at least three ways.

First, if people are subject to continuous and indiscriminate use of
FRT in public spaces, then it is likely to chill their First Amendment
activities, including the right to peaceable assembly.*° The Assembly
Clause is an obvious place to locate First Amendment interests of the
faceprinted because of the chilling effect that FRT will have on people’s
choices to attend public gatherings, whether they be for political or social
reasons. As the Rivera court noted: “It is not hard to imagine more
concrete concerns arising from facial-recognition technology, especially
as it becomes more accurate and more widespread (along with video-
surveillance cameras) to the point that private entities are able to use the
technology to pinpoint where people have been over extended time
periods.”*! FRT threatens the right to peaceable assembly if people
choose to not participate in public gatherings because they fear the
negative repercussions of being identified in certain settings.

Second, locating First Amendment interests of the faceprinted in the
Assembly Clause avoids the “Sisyphean task”**? of determining whether
the faceprinted are engaged speech or conduct because that distinction
“simply makes no sense” when analyzing Assembly Clause rights.** As
El-Haj explains, it is a mistake to assume that “the value of assembly,
like speech, is primarily expressive.” *** It protects the conduct of
assembling. To the extent that publicly available images are used to
create faceprints and FRT databases, laws that limit such uses protect the
peaceable assembly rights of the faceprinted, “especially those groups
that dissent from majoritarian standards.”**> As Strandburg and Valeska
note in the context of associational privacy, relational surveillance of
public activities threatens to chill people from engaging in such

427. 1d. at 184.

428. Id. at4.
429. El-Haj, supra note 138, at 1051.
430. See Barrett, supra note 16, at 244 (“The threats that facial recognition

poses to democratic rights of free assembly, expression, and political dissent are
concrete, severe, and broadly applicable.”).

431. Id.

432. Bambauer, Is Data Speech?, supra note 145, at 78.

433. El-Haj, supra note 138, at 1105.

434, Id. at 1052; but see INAZU, supra note 425, at 21 (“[P]ractices of

assembly have themselves been forms of expression.”).
435. INAZU, supra note 425, at 4.
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collective action. ¥ The indiscriminate use of FRT for public
surveillance poses a real risk of a chilling effect on First Amendment
protected activity because it disrupts the structural and historical
practical obscurity that existed prior to this novel identification
technology.*¥’

Third, locating First Amendment interests in the Assembly Clause
avoids the risk of falling into the “trap” of determining whether
something is public or private. If the use of publicly available images
fundamentally threatens the right to peaceable assembly, then laws
regulating activities that substantially interfere with that right can survive
First Amendment scrutiny, regardless of the public-private designation.

In short, locating First Amendment interests of the faceprinted in the
Assembly Clause is a theoretically viable option and one that fairly
captures some of the concerns raised by FRT. But it is a framework that
faces doctrinal hurdles because it is underdeveloped. Making the
Assembly Clause part of the FRT and First Amendment discussion may
help further its development.

skekk

This Section sketched out how existing First Amendment doctrine
and related concepts support an argument that FRT threatens the First
Amendment interests of the faceprinted. This discussion lays the
groundwork for more detailed analysis in the future. For now, however,
a brief look at Fourth Amendment doctrine and theory shows how it
helps make the normative argument in favor of the constitutional
permissibility of laws that regulate private actor use of FRT.

C. Fourth Amendment and First Amendment Intersections

The First and Fourth Amendments have an intersecting
relationship. #® This intersection is especially visible in the FRT
context.*° Although the Fourth Amendment is largely considered to
protect against only government action, it has lessons relevant to private

436. See Strandburg, supra note 203, at 744; see also Valeska, supra note
278, at 272.

437, United States v. Jones, 565 U.S. 400, 429 (2012) (Alito, J.,
concurring) (“In the precomputer age, the greatest protections of privacy were neither
constitutional nor statutory, but practical. Traditional surveillances for any extended
period of time was difficult and costly and therefore rarely undertaken.”).

438. See Vidyarthi, supra note 26, at 688 (“[L]awyers and scholars should
consider how the First and Fourth Amendments intersect.”); ¢f- Alex Abdo, Why Rely
on the Fourth Amendment To Do the Work of the First?, 127 YALEL.J. F. 444 (2017)
(arguing that “we should not expect the Fourth Amendment to adequately protect First
Amendment interests” and that the “First Amendment might once again become a
bulwark against overreaching government surveillance”).

439. E.g. Ferguson, supra note 3, at 1198-99 (noting that “First
Amendment principles are threatened” by law enforcement use of FRT, such as “free
expression, association, petitioning for redress, and political dissent”); see also Han,
supra note 315, at 76 (“[TThe Carpenter Court’s approach to technological change
can serve as a valuable template across a wide range of constitutional rights.”).
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actor use of FRT.*¥ Here are two ways that Fourth Amendment doctrine
and theory support the argument that legal limits on the use of publicly
available images ought to be constitutionally permissible.

One way is that Fourth Amendment lessons about dragnet
surveillance inform First Amendment analysis in the FRT context.*! In
1983, the Court decided United States v. Knotts, which held that placing
a beeper in a container to track the driver’s public movements did not
constitute a search.**? The defendant argued that allowing this conduct
would allow constant surveillance of anyone without judicial
supervision.*? Although the Court rejected that argument as applied to
the facts at hand, it acknowledged that “if such dragnet type law
enforcement practices as respondent envisions should eventually occur,
there will be time enough then to determine whether different
constitutional principles may be applicable.”**4 I am not the first person
to note that “[t]hat time has come.”**> Moreover, the Court took a step
towards answering the dragnet surveillance question it left open in
Knotts when it decided Carpenter v. United States.***

In Carpenter, the Court stated that a “person does not surrender all
Fourth Amendment protection by venturing into the public sphere.”*7 In
reaching this conclusion, the Court reasoned that historic cell-site
location data “provides an intimate window into a person’s life, revealing
not only his particular movements, but through them his familial,
political, professional, religious, and sexual associations. These location
records hold for many Americans the privacies of life.”*® In other
words, the Court applied the “mosaic theory” as part of its reasoning,

440. At least one scholar has questioned whether Fourth Amendment
protections should be limited to claims against government actors. See David Gray,
The Fourth Amendment State Agency Requirement: Some Doubts, 109 Iowa L. Rev.
1487, 1494 (2024) (“The doctrinal foundations for the Fourth Amendment state
agency requirements are . . . thin.”).

441. See Barrett, supra note 16, at 240 (“Facial recognition’s most
dangerous attribute — that it enables unavoidable, dragnet surveillance of law-abiding
activity on a massive scale — helps explain why its harms to privacy, free expression,
and due process are so broadly felt.”); see also Hirose, supra note 12, at 1595
(“[D]ragnet, real-time use of facial recognition technology violates reasonable
expectations of privacy protected under the Fourth Amendment.”).

442. Knotts, 460 U.S. at 285.

443. Id. at 283.

444, Id. at 284.

445. Brown, supra note 12, at 459 (arguing that use of FRT is the type of
dragnet surveillance that the Knotts Court expressly reserved for another day); see
also Hirose, supra note 12, at 1615 (similar).

446. See Kugler, Public Perceptions, supra note 22, at 26.

447. Carpenter, 585 U.S. at 310.

448. Id. at 311 (citations omitted).
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even though it did not use that phrase.*® As Kugler notes, Carpenter is
particularly relevant when analyzing the constitutionality of using
FRT.%0

After providing parades, marathons, and concerts as examples,
Kugler proposes that government use of FRT at these types of public
events should be “sharply limited” and that general crime control
objectives cannot justify such uses.*’! Some of the reasons supporting
this proposal are concerns about chilling free expression, interfering with
freedom of association, and diminishing personal autonomy.*? These
same concerns exist when private actors use FRT.*3 Although Jane
Bambauer has argued that BIPA violates the First Amendment rights of
companies like Clearview Al, she has also stated that concerns about
surveillance could support laws regulating uses of information. 3

Additionally, the Court has expressed concern about dragnet
surveillance in the context of the First Amendment right to associational
privacy. Recall Bonta, where in overturning California’s law requiring
charitable organizations to share an IRS tax form with the state, the Court
observed that “California casts a dragnet for sensitive donor information
from tens of thousands of charities each year.”*>> The Court’s concerns
about dragnet surveillance through the disclosure of “tens of thousands”
IRS forms to a state are exponentially multiplied when considering the
scale of FRT databases like Clearview’s, which have over 50 billion
images.

Fourth Amendment jurisprudence is already playing a role in FRT
case law involving private actors. For example, the Ninth Circuit
significantly relied on Fourth Amendment jurisprudence when holding
that BIPA claims against Facebook satisfied Article III standing

449. Ohm, supra note 280, at 373 (Carpenter “in effect endorses the
mosaic theory of privacy”). Generally, the “mosaic theory” describes the
phenomenon of combining various pieces of information that might be innocuous
alone but gain meaning by putting them together. In the context of the Fourth
Amendment, the mosaic theory means that a “search” can happen when the
government analyzes “a collective sequence of steps rather than” an individual step.
Kerr, Mosaic Theory, supra note 267, at 313—14. Not everyone agrees that the mosaic
theory is workable or a normatively desirable method to identify Fourth Amendment
searches. /d. at 314-15.

450. Kugler, Public Perceptions, supra note 22, at 41-42 (“Much like the
historical cell-site data at issue in Carpenter, facial recognition has the power not just
to identify a person or show where they are now, but also where they have been over

time....”).

451. Id. at 48.

452. Id. at 16-17.

453. See Abdo, supra note 438, at 444 (stating that Carpenter “has clear
implications for First Amendment freedoms—particularly the ability to express
dissent”).

454. Bambauer, supra note 145, at 63—64 (conceding that “disruptions in

knowledge creation might sometimes, or even frequently, be justified in order to
protect compelling societal interests — for instances, living without constant
surveillance™); see also Jane Bambauer, Filtered Dragnets and the Anti-Authoritarian
Fourth Amendment, 97 S.C. L. REv. 571, 571, 629 (2024) (arguing that filtered
dragnets require a ‘“constitutional adjustment” to Fourth Amendment law by
providing greater protection because “they detect crime too well” ). But Bambauer
maintains her position on FRT. /d. at 626.
455. AFPF, 594 U.S. at 614.
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requirements. Quoting Carpenter, the Ninth Circuit stated: “As in Fourth
Amendment context, the facial recognition technology at issue here can
obtain information that is ‘detailed, encyclopedic, and effortlessly
compiled,” which would be almost impossible without such
technology.”*® Thus, the dragnet surveillance concerns that arise in the
Fourth Amendment context do and should inform how to consider
dragnet surveillance by private actors using FRT.*’

Another way that the Fourth Amendment informs the First
Amendment analysis is that many of the interests driving Fourth
Amendment concerns about FRT use also drive First Amendment
concerns. For example, take Andrew Ferguson’s six “future proofing
principles” that he offers in support of regulating law enforcement use
of FRT.*® These future proofing principles also help support the
constitutional permissibility of laws regulating private actor use of
publicly available images for FRT purposes because they help crystallize
the First Amendment interests of the faceprinted and help answer some
of the contested issues raised in Part II.

First, the “anti-equivalence principle” demonstrated by the Court’s
Fourth Amendment jurisprudence shows that the Court “has recognized
that digital police capabilities are simply not the equivalent of traditional
analog policing methods.”*® The anti-equivalence principle also applies
to private actor use of FRT. Without using Ferguson’s term, the anti-
equivalence principle is ultimately what is being debated in FRT
litigation where parties contest the constitutional salience of manual
versus automated processes. Orin Kerr and David Han also make anti-
equivalence arguments in their work.*%® Ferguson is correct that we
should not equate the manual process of viewing a photograph to the
automated process of creating a faceprint and then making it searchable
in a database of millions or billions of photos. The anti-equivalence
principle helps answer the constitutionally salient question of whether
manual and automated processes should be treated the same. Just
because something may be constitutionally permissible when done
manually does not necessarily mean it must also be constitutionally
permissible when done through an automated process.*°!

Second, the Court’s Fourth Amendment jurisprudence exhibits an
“anti-aggregation principle,” which protects against privacy harms
resulting from the aggregation of personal data.*> Ferguson notes that a
“city-wide web of digital cameras using face surveillance creates

456. Patel v. Facebook, Inc., 932 F.3d 1264, 1273 (9th Cir. 2019) (quoting
Carpenter, 585 U.S. at 309).
457. See also Vidyarthi, supra note 26, at 651 (“Taken together, Carpenter

and Jones may provide an avenue to argue that a broad-based government data
collection program . . . affect[s] First Amendment associational rights.”).

458. Ferguson, supra note 3, at 1132.

459. Id. at 1132-33.

460. See generally Kerr, Equilibrium-Adjustment, supra note 311; Han,
supra note 315.

461. See also Tokson, Automation, supra note 257, at 644 (“The time has

come to recognize the differences between human observers and automated systems
in theory and law.”).
462. Ferguson, supra note 3, at 1134-35.
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aggregation problems.”*%3 For example, they erode “public obscurity.”*64

Problems of aggregation also occur when private actors use FRT. They
occur when an individual is identified and connected with other personal
information. They occur when an individual is in public and connected
with other people around her. Cases like Carpenter and RCFP both
demonstrated concerns with aggregation, and both limited the ability to
do so. Additionally, the First Amendment rights of associational privacy
and peaceable assembly can be negatively affected by aggregation. The
anti-aggregation norm helps answer the question about how to balance
the First Amendment right to create faceprints with the First Amendment
interests of the faceprinted. The answer is that laws like BIPA, requiring
written and informed consent, ought to be found constitutionally
permissible.

Third, the “anti-permanence principle” shows that the Court is
concerned with a person being indefinitely linked to her movements over
time without some legal intervention.*®® Ferguson identifies Carpenter
and Jones as the locus for this principle. But the principle is not limited
to physical movements. It applies to mining “networked surveillance
footage using facial recognition techniques.”**® Again, private actor use
of FRT can violate the principle. Think of walking into a store that uses
FRT to learn the identity of a consumer and related personal information
for targeted advertising. Or walking into Radio City Music Hall only to
be ejected because the use of FRT made it easy to identify people who
work at a law firm adverse to the venue’s owner. The “anti-permanence”
principle helps answer the question about practical obscurity. The
answer is that practical obscurity is an interest of the faceprinted and
weighs in favor of the constitutional permissibility of laws that limit
private actor use of FRT.

Fourth, the “anti-tracking principle” directly implicates concerns
about “associational freedoms.”*” The rights of associational privacy
and the right to peaceable assembly are at risk from private actor use of
FRT. If anything, this may be an instance where First Amendment rights
and values inform Fourth Amendment thinking, something that could be
useful in the FRT context.*® Regardless, the “anti-tracking principle”
applies in both the First and Fourth Amendment contexts and leads to
the conclusion that regulating the use of FRT is constitutionally
permissible because it protects values underlying at least two
constitutional rights.

Fifth, the “anti-arbitrariness principle” embedded in the Fourth
Amendment “seeks to secure the ‘privacies of life’ against ‘arbitrary

463. Id. at 1135.

464. Id. at 1198-99.

465. Id. at 1135-36.

466. Id. at 1136.

467. Id. at 1136-37.

468. See, e.g., Brown, supra note 12, at 449 n.336 (arguing that the First
Amendment anonymous speech doctrine can help make anonymous speech legally
relevant to the Fourth Amendment); see also Alexander T. Nguyen, Note, Here’s
Looking At You Kid: Has Facial-Recognition Technology Completely Outflanked the
Fourth Amendment?, 7 VA. J.L. & TECH. 2, 48-53 (2002) (relying on existing
doctrine to show that the Court has protected anonymity in public spaces and that a
reformulation of the concept could be used to limit use of FRT in public spaces).
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power.”” % If the Fourth Amendment is “really about ‘power not
privacy,””#’? then the same could be said for the First Amendment. The
First Amendment balances power between the state and its citizens.
While the First Amendment almost never applies against private actors,
courts should not ignore First Amendment values when analyzing the
constitutional permissibility of laws that limit private actor use of FRT.
Private actors using FRT can alter the balance of power between
themselves and individuals. Judicial analysis of laws like BIPA that seek
to recalibrate that balance and bring it back into equilibrium should
include consideration of the anti-arbitrariness principle. This
consideration should weigh in favor of rejecting the argument that such
laws violate the First Amendment rights of FRT companies when they
engage in arbitrary use of FRT.

Sixth, the “anti-permeating principle” is essentially the concern
about dragnet surveillance discussed above.*’! “Constant and ubiquitous
public surveillance chills associational freedom, inhibits expression, and
undermines the freedom to protest or petition for redress.”*’?> These
harms occur from public and private actors alike. The conversation about
First and Fourth Amendment intersections should continue and the FRT
context is an important place for that conversation to develop.

skekk

Justice Harlan wrote that “it is the task of the law to form and
project, as well as mirror and reflect.”¥’® This Article follows that path.
Through methods of constitutional interpretation, discussion of First
Amendment interests of the faceprinted, and analogies to Fourth
Amendment law, this Part helps make the normative case for why the
First Amendment arguments of FRT companies should be rejected.
While they do have First Amendment rights, they are not the only rights
and interests at stake. Laws like BIPA that require written and informed
consent before collecting faceprints should be held constitutionally
permissible.

CONCLUSION

The First Amendment ought to have space for laws that limit FRT
use by private actors, even when they use publicly available images to
create faceprints and maintain FRT databases. Legislation limiting
private actor use of FRT ought not only be considered constitutionally

469. Ferguson, supra note 3, at 1138 (quoting Carpenter, 585 U.S. at 30).

470. Id. at 1138 n. 187 (quoting Raymond Shih Ray Ku, The Founders’
Privacy: The Fourth Amendment and the Power of Technological Surveillance, 86
MINN. L. REV. 1325, 1326 (2002)).

471. Ferguson, supra note 3, at 1139—40.

472. Id. at 1210.

473. United States v. White, 401 U.S. 745, 786 (1971) (Harlan, J.,
dissenting).
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permissible, but also “constitutionally prudent.”** Regulation of FRT
need not be limited to legislation. Scholars have identified existing torts
or proposed the creation of new torts to help remedy the harms of FRT.*7
Courts have entertained common law claims, like misappropriation, as
well as general consumer protection laws. Regardless of whether the
regulation is statutory or common law, FRT companies are likely to
argue that such laws violate their First Amendment rights. This Article
shows that while existing law does not neatly answer the question, it does
provide support for finding that laws limiting private actors’ use of
publicly available images to create a FRT database are constitutionally
permissible. In no small part, the First Amendment interests of the
faceprinted lend credence to that conclusion.

In analyzing the First Amendment implications of technological
development, it is wise to do so cautiously.*’® Holding that the First
Amendment bars any regulation of the use of publicly available images
for creating faceprints and maintaining FRT databases goes too far and
stunts our ability to thoughtfully consider this “undeniable”*’” erosion of
practical obscurity in public places. We have largely taken practical
obscurity for granted because it was historically baked into our daily
interactions as a structural constraint. FRT disrupted the status quo.
When even proponents of law enforcement use of FRT agree that
indiscriminate routine surveillance of the public should not be
conducted, 4% that should give courts pause before stopping the
conversation through a constitutional rule that publicly available images
are always fair game.

At the same time, we should be cautious in developing First
Amendment law to avoid under protecting speech and related rights. For
example, the process of creating faceprints should receive First
Amendment coverage, even if it does not always receive protection. As
Ashutosh Bhagwat persuasively argues, the act of producing speech
should be covered by the First Amendment, but that does not mean that
anything goes.

Laws like Illinois’s Biometric Information Privacy Act that require
written and informed consent should be found -constitutionally
permissible. Even though companies like Clearview have First
Amendment rights, those rights are not absolute. Nor are they the only
First Amendment interests at stake. Individuals have legitimate First
Amendment interests that are at risk in the face of unlimited use of FRT.

“In a democratic society, the basic contours of information policy
must ultimately be up to the people and their policy-making

representatives . . . rather than on odd readings of the First
474. See Brown, supra note 12, at 457 (“[L]egislative protection of an
individual’s ability to invoke anonymity . . . is constitutionally prudent, if not

necessary.”); see also Strandburg, supra note 203, at 76 (‘“Legislation is particularly
helpful in the surveillance context because of the difficulty in detecting constitutional
violations ex post and . . . [it] can also be used to draw a slightly wider boundary
around constitutional rights . . . .”).

475. See supra note 5; supra note 14.

476. See Brown v. Entertainment Merchants Ass’n, 564 U.S. 786.

477. See Volokh / Bambauer Amici Brief, supra note 13, at 10-12.

478. See Perritt, supra note 65, at 136.
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Amendment.”*”® Legislators can play a role in this process by looking to
laws like BIPA for guidance on directly regulating biometric
information. But general statutory and common law claims may also be
useful.

Courts can play a role by not hastily declaring that the First
Amendment prohibits any limitations on the use of publicly available
images. This Article provides ways for courts to respond to arguments
that the First Amendment is an impenetrable obstacle to such regulation.
By including several methods of constitutional interpretation, the
normative claims here are accessible to jurists and legal thinkers of
various approaches. Ubiquitous use of FRT threatens the First
Amendment values of everyone, and the constitutional analysis of laws
like BIPA do not depend on one’s preferred methodological approach.
Finally, First Amendment values and Fourth Amendment analogies lay
the groundwork for identifying government interests that help support
the constitutionality of laws that limit the use of publicly available
images for FRT purposes.

479. Richards, supra note 152, at 1508.



	Facial Recognition Technology and the First Amendment
	Recommended Citation

	tmp.1774536318.pdf.4VjF0

