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About Trusted CI
The mission of Trusted CI is to provide the NSF community with a coherent understanding of

cybersecurity, its importance to computational science, and what is needed to achieve and

maintain an appropriate cybersecurity program.

This document is a product of Trusted CI. Trusted CI is supported by the National Science

Foundation under Grant #1920430. For more information about Trusted CI, please visit:

http://trustedci.org/. Any opinions, findings, and conclusions or recommendations expressed in

this material are those of the author(s) and do not necessarily reflect the views of the National

Science Foundation.

Using & Citing this Work
This work is made available under the terms of the Creative Commons Attribution 3.0 Unported

License.  Please visit the following URL for details:

http://creativecommons.org/licenses/by/3.0/deed.en_US
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1 Background
The Ocean Observatories Initiative (OOI, https://oceanobservatories.org/), funded by the NSF

OCE Division of Ocean Sciences #1743430 , is a science-driven ocean observing network that2

delivers real-time data from more than 800 instruments to address critical science questions

regarding the world’s oceans. OOI data are freely available online to anyone with an Internet

connection.

The OOI provides an exponential increase in the scope and timescale of observations of the

world’s oceans. Present and future educators, scientists, and researchers will draw conclusions

about climatological and environmental processes based on these measurements, which sets a

requirement for the data to be accurate, with a flawless pedigree. As a result, the OOI has a

requirement to protect its data from being altered by any external agent.

To this end, OOI-CI (OOI Cyberinfrastructure) is seeking consultation from Trusted CI on

evaluation of their current security program, along with guidance on reviewing and evaluating

potential alternatives for an enhanced security posture.

2 https://www.nsf.gov/awardsearch/showAward?AWD_ID=1743430
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Due to leadership changes, obligations and activities involved in transitioning to a new data

center, and schedules during the holiday season, this engagement was conducted on a shorter

timeline than typically allocated. We were mindful of this when defining goals and milestones

and ensured not to overcommit or overpromise the final engagement deliverables.

The OOI team consisted of Craig Risien (lead), Jeffrey Glatstein, Jim Housell, and Casey

Dinsmore, while the Trusted CI personnel were Shane Filus (lead), and Andrew Adams. The

engagement ran from August 16, 2021 to December 31, 2021.

2 Engagement Process
Trusted CI and OOI identified their concerns, questions, and goals, including: penetration

testing; system and software vulnerability scanning and remediation; gaps in current policies

and procedures; developing periodic security tasks; and identifying ‘unknowns’.  These topics

were refined and prioritized based on OOI’s needs.  We outline the agreed upon goals of the

engagement as:

1. Perform a review of OOI’s cyberinfrastructure using the Trusted CI Security Program

Evaluation worksheet to assess the current state and target level of OOI cybersecurity.3

2. Review the 2015 Trusted CI / OOI-CI @Rutgers University engagement final report to see

if any recommendations made at that time were not addressed and-or are still

applicable and warranted.

3. Using information documented in step 1, take steps toward adopting the Trusted CI

Framework by developing a ‘master information security policies and procedures’4

document (MISPP ).5

4. Discuss and document missing policies and procedures from the Framework, including

questions and concerns raised by OOI, and unknowns discovered in above exercises.

5. Provide guidance on creating an asset inventory, applying a control set, and creating and

maintaining a risk registry.

2.1 Security Program Evaluation

We began the engagement by having the OOI team complete the Trusted CI Security Program

Evaluation spreadsheet. This was a productive exercise in that it got the OOI team thinking

about and discussing cybersecurity concerns that were raised in the evaluation, both in

previously known topics, but also unknown or undefined areas. Trusted CI staff created a list of

5 https://www.trustedci.org/framework/docs/MISPP

4 https://www.trustedci.org/framework

3 Trusted CI Security Program Evaluation (aka REDCap Survey) [Shared]
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prioritized recommendations aligned with Framework Musts -- core concepts that every6

cybersecurity program should have -- that the OOI team can use in addressing or documenting

gaps. Since this document contains potentially sensitive information, it is not being made public.

2.2 Review of Prior Engagements

Trusted CI staff reviewed the final report and recommendations made from an engagement

performed between OOI (while housed at Rutgers University) and Trusted CI.  The goal was to

determine if any of the findings were applicable to this engagement, as well as measure any

progress made.  This effort proved mostly fruitless because many of the previous report’s

recommendations were based on security aspects of the physical devices at the institution

(which were not re-used at Oregon State University (OSU) ) and do not apply to OOI’s current

cyberinfrastructure. Note, however, that this issue is addressed further in Section 3.4.

We also reviewed other observatory-type engagement final reports, and when possible, shared

public components of those reports with the OOI team so they could gauge their current

cybersecurity posture as well as provide ideas, insights and other areas of concern from similar

NSF projects. Although these reports are restricted, we identified sanitized excerpts that

aggregated and prioritized the findings at a high level and shared this with OOI. Most of the

concerns and recommendations gathered from the ‘similar NSF projects’ were known and-or

were being implemented by OOI. Some of the recurring themes were: implement Multi Factor

Authentication (MFA) when and where possible, especially for access to sensitive networks,

services, and privilege escalation; vulnerability scanning and remediation program; creation of

an asset inventory; traffic monitoring and alert reporting; maintaining a list of users with admin

privileges and performing regular audits; and define/refine incident response plan, staff roles

and responsibilities, published contact information, acceptable use policies, etc.

2.3 Framework Review and Implementation Guidance

We introduced OOI to the Framework and implementation guide , and had discussions7

concerning the Musts, what they entail, and how they apply to, and define a mature security

program. The OOI team attended the NSF Cybersecurity Summit, specifically The Framework

Workshop, where they were able to benefit from a deeper dive into the Framework and

implementation guidance. We took advantage of a previous engagement to obtain a “Must

Implementation Ratings” worksheet that OOI then used to gauge their current security posture,

categorize based on difficulty to implement, and eventually guide future work to address any

7 https://www.trustedci.org/framework/implementation

6 https://www.trustedci.org/framework/core
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missing Musts. It was found that many of the Musts were in the “developing” stages, and

tracked in a restricted worksheet.

2.4 Asset Inventory, Control Set, and Guidance in Identifying Risk

We had numerous discussions on creating an asset inventory, both using automated processes

such as vulnerability scanning and asset tracking software, along with identifying critical, less

tangible assets, i.e. anything that would cause a major disruption to the project’s mission if it

were lost. It was suggested to first document data-use cases, then inspect the information flows

for those use-cases, and finally identify assets along the flow’s path. This process can also be

valuable for creating flow diagrams that document complex system interactions.

The OOI team became familiar with the CIS v8 control set -- a set of controls recommended by8

security experts to secure cyberinfrastructure -- and started reviewing the different

implementation groups (IGs) and how they apply to their infrastructure. They feel confident in

being able to apply all IG1 controls, and some in IG2.

We discussed what comprises a risk registry, its scope, and purpose, and gave examples of risks,

how to document, and most importantly, visibility within the project leadership.

2.5 Other Topics and Activities

During the course of the engagement, other topics not specifically mentioned in the

engagement plan were brought up that led to open discussions, followed by suggestions and

guidance from Trusted CI. These included:

Software solutions for performing and categorizing asset inventories - OOI brought up the

software package OCSInventory which was new to Trusted CI staff, so a quick demo was done9

to become familiar and assess its viability using it as an automated tool. We also found some

other methods that could leverage configuration management systems including Ansible and10

Puppet .11

Vulnerability scanning, including reviewing and interpreting reports - OOI made progress this

quarter in leveraging OSU’s security group’s vulnerability scanning service to begin conducting

external scans of their assets. The results were then shared with the Trusted CI team for review

11 https://github.com/voxpupuli/puppetboard

10 https://itnext.io/create-a-host-inventory-in-a-minute-with-ansible-c7bf251166d9

9 https://github.com/OCSInventory-NG

8 https://www.cisecurity.org/controls/v8/
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and interpretation. Trusted CI also introduced a number of open source web application

scanners that can be used in tandem with their campus’ offering, including: Arachni , ZAP ,12 13

dirsearch , along with lynis for local system scanning and hardening.14 15

Vulnerability remediation - some of the issues found and reported dealt with SSL/TLS

configurations. These were discussed and researched, specifically certificate and chain issues

found when scanning with external tools like Qualys SSL Labs . We also mentioned testssl.sh16 17

which is an open source tool that provides the same functionality as the Qualys SSL scan.

3 Observations & Recommendations

3.1 Adopting the Framework

OOI displayed a solid grasp of the suggested security program solution, the Trusted CI

Framework , and a good understanding of what needs to be done to adopt it.  However, due to18

the engagement starting late (another artifact of OOI’s transition, see Section 3.4), only a few of

the Framework Musts were implemented, specifically:

Must 1: tailor the cybersecurity program to the organization’s mission.

Must 2: identify and account for cybersecurity stakeholders and obligations.

Must 5: involve leadership in cybersecurity decision making.

Must 6: formalize roles and responsibilities for cybersecurity risk acceptance.

Must 7: establish a cybersecurity lead role.

Completely adopting the Framework will require additional work, but our recommendations are

to focus on (i) developing the top-level Master Information Security Policy & Procedures

(MISPP) document, (ii) develop a Cybersecurity Strategic Plan, and (iii) develop supplemental

security program policies, e.g., Incident Response Plan, Disaster Recovery, and Acceptable Use

Policies.

18 https://www.trustedci.org/framework

17 https://testssl.sh/

16 https://www.ssllabs.com/ssltest/

15 https://cisofy.com/lynis/

14 https://github.com/maurosoria/dirsearch

13 https://www.zaproxy.org/

12 https://www.arachni-scanner.com/
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3.2 Must 3

The backbone of a mature security program is an up to date asset inventory. This is a daunting

task, so we recommend starting by identifying critical assets, listing applied and planned

controls, and documenting any risks or concerns with these assets. Using a vulnerability

scanning platform can help identify unknown devices and services, but documenting data

use-cases, looking at information flows, and identifying assets along those flows can help

identify critical information assets. Also, once the asset inventory is created, it makes it much

easier to address Must 4, Data Classification.

3.3 Must 15

Similar to Must 3, Must 15 (Baseline Control Set) is a very important and high priority Must to

implement. OOI formally adopted the CIS v8 control set, began reviewing the controls, and set a

goal to reach Implementation Group 1 (IG1), eventually progressing to IG2.  Progress was made

during this engagement in setting up network vulnerability scans (provided by OSU) to cover

various network attached assets.  These scans are then documented and tracked in their

RedMine ticket system.

Additional next steps were also identified through the cybersecurity evaluation performed early

on in the engagement, with the resulting ‘high priority’ controls being:

● Implementing MFA where and when possible, especially for privilege escalation

● Logging of escalated privilege account actions

● Periodic audits of users with admin or escalated privileges

● Implementing centralized logging

● Implementing and documenting configuration management

● Traffic monitoring and alert reporting

3.4 OOI’s Facilities Transitions

Developing a strong cybersecurity posture is challenging, but the effort is compounded if the

cyberinfrastructure changes.  Earlier in this report, we alluded to this phenomena affecting the

OOI project, and indeed, OOI’s cyberinfrastructure has moved more than once. The University

of California, San Diego (UCSD) was awarded $29 million in 2007 to design and construct

information technology and networking for the OOI.  After UCSD exited the project in July 2014,

the Consortium for Ocean Leadership, which at the time led the OOI Project Management

Office (PMO), contracted Raytheon to develop a uFrame-based data storage and delivery

system called OOINet. The uFrame software framework was based on Raytheon’s AWIPS-II
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(Advanced Weather Interactive Processing System) meteorological display and analysis package,

originally developed for the National Weather Service. In July 2014, Rutgers University became

the CI Implementing Organization (IO).  In 2019, with the second OOI Award (OOI2.0), the PMO

and CI Leadership was assumed by the Woods Hole Oceanographic Institution (WHOI), and in

2021, the Rutgers University exited the program.  WHOI released a Request for Proposals in

April 2020 for the Operations and Management of the CI Systems, and made an award to OSU in

September 2020. The OSU data center was built-out from October 2020 to July 2021. OSU

became the system of record on July 30, 2021 and the decommissioning of the Rutgers

University data center was completed on September 30, 2021.

3.5 Broader Impacts

Since OOI’s CI is connected to other institutions, OOI’s connected partners security posture will

implicitly improve.  Moreover, with the sharing of knowledge, those connected institutions and

other similar institutions could also benefit further through the engagement. That is, lessons

learned and recommendations from the engagement can be implemented at the other sites,

which consist of WHOI PMO, and the three Marine Implementing Organizations (MIO) that

provide data including Oregon State University, University of Washington, and WHOI.

4 Future Engagement Possibilities
We are happy to announce that OOI will be participating in Trusted CI’s Framework Cohort19

taking place 1H2022. This will allow them to continue their work on creating and refining a

mature security program while working with other NSF Major Facilities under the guidance and

expertise of Trusted CI’s Framework team.

19 https://www.trustedci.org/application/
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