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I. INTRODUCTION

The past year reminds us of the rock lyrics from “Spinning Wheel” on Blood,
Sweat & Tears’s 1968 self-titled record—“What goes up, must come

down/Spinning Wheel got to go round”1—because there have been many changes

in strategy and reversal of policy since President Trump’s inauguration in January
2025. Our Survey documents these changes and reversals as they affect electronic

payments and financial services. This year’s Survey also reports on warnings from

state and federal regulators aimed at bank and non-bank providers of consumer
financial services. Part II examines an FTC enforcement action related to the unfair

and deceptive marketing of so-called “free” products. In Part III, we address a
CFPB action against a peer-to-peer payments platform for failing to protect con-

sumers from fraud. Part IV examines several federal enforcement actions that em-

phasize safety and soundness, as well as robust anti-money laundering programs.
We also examine several cases that demonstrate how states are stepping up to ad-

dress regulatory issues that are not being pursued at the federal level in Part V. In a

similar vein, Part VI discusses developments in New York regarding Buy Now, Pay
Later (“BNPL”) legislation in the wake of CFPB abandoning its regulatory authority

over those products. In Part VII, we give a brief account of the federal govern-

ment’s effort to impose economic sanctions on a “crypto mixer,” Tornado Cash,
our only nod to our longstanding coverage of crypto currencies. We conclude

in Part VIII with brief comments on—to borrow from the same refrain—what

happens if you miss the “directing sign on the straight and narrow highway.”2

While the “spinning wheel” of regulatory pronouncements and retractions may
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prove dizzying to many observers, we trust this year’s Survey will help business
lawyers provide a steadying hand and calming influence to nervous clients.

II. FTC CONCLUDES H&R BLOCK ENGAGED IN UNFAIR &
DECEPTIVE PRACTICES THROUGH ITS DOWNGRADE

POLICIES & MARKETING PRACTICES OF “FREE” PRODUCTS

In January 2025, the FTC finalized an order with H&R Block regarding its tax

preparation software and its marketing practices.3 The FTC alleged that H&R
Block engaged in unfair “Downgrade Policies” because the company “designed

its online tax preparation products . . . to unfairly encumber consumers attempt-
ing to move from a more expensive . . . product to a less expensive or free prod-

uct.”4 The company required customers who wished to move to a cheaper or free

product to contact customer service to complete a downgrade. Customers who
elected to migrate to a cheaper or free product were required to re-enter previ-

ously provided information, essentially requiring those customers to start anew

the application process. These practices contrasted with the company offering
upgrades with a low-friction push of a button that automatically imported pre-

viously entered data. The FTC alleged these practices coerced customers into

purchasing more expensive products than they would have otherwise preferred
to purchase. Separately, the FTC alleged that H&R Block deceptively marketed

its products by representing that consumers could file their tax returns for free,

when many consumers would not be eligible for the free product due to their
more complicated tax situations.5

Under the order, H&R Block is required to pay a $7 million fine,6 correct its

unfair Downgrade Policies by requiring the company “to retain all information
entered by the consumer [regarding] the Online Product,”7 and provide a way

for consumers to downgrade without having to contact customer service.8

With respect to the company’s marketing practices, when advertising its service
as “free,” H&R Block must disclose the percent of taxpayers who are eligible for

the free product or disclose that the majority of taxpayers do not qualify.9 Two

FTC commissioners signed a concurring opinion casting doubt on whether the
company’s marketing practices were, in fact, deceptive.10

3. Press Release, Fed. Trade Comm’n, FTC Finalizes Order with H&R Block Requiring Them to
Pay $7 Million and Overhaul Advertising and Customer Service Practices for 2025 and 2026 Tax Sea-
sons ( Jan. 8, 2025), https://www.ftc.gov/news-events/news/press-releases/2025/01/ftc-finalizes-
order-hr-block-requiring-them-pay-7-million-overhaul-advertising-customer-service.

4. Complaint at 2, In re H&R Block, Inc., No. 9427 (F.T.C. Feb. 23, 2024), https://www.ftc.gov/
system/files/ftc_gov/pdf/d09427hrblockadmincomplaintpublic.pdf.

5. Id.
6. Decision & Order at 6, In re H&R Block, Inc., No. 9427 (F.T.C. Jan. 7, 2025), https://www.ftc.

gov/system/files/ftc_gov/pdf/HRBlock-DecisionandOrder.pdf.
7. Id. at 5.
8. Id.
9. Id. at 5–6.
10. Andrew N. Ferguson, Comm’r, Fed. Trade Comm’n, Concurring Statement of Commissioner

Andrew N. Ferguson Joined by Commissioner Melissa Holyoak, In re H&R Block, Inc., No. 9427
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H&R Block’s marketing practices resembled the marketing practices of Intuit,
the operator of popular tax preparation software TurboTax. Recall that the FTC

previously pursued an enforcement action against Intuit, as covered in last year’s

Survey.11 Intuit appealed the FTC’s order,12 which is currently pending at the
U.S. Court of Appeals for the Fifth Circuit. So, business lawyers representing cli-

ents advertising products or services and, apparently, software as “free” should

follow developments in those cases to have a clear understanding of that prac-
tice’s risk profile.

III. CFPB ORDERS BLOCK’S CASH APP TO PAY $175 MILLION FOR

CUSTOMER FRAUD LOSSES AND INADEQUATE CUSTOMER SERVICE

In January 2025, the CFPB ordered Block, Inc. to pay $120 million in con-

sumer redress and a $55 million civil money penalty for mishandling its error
resolution process and failing to protect its users from fraud.13 Block operates

Cash App, a popular peer-to-peer payment platform and digital wallet. Cash

App allows users to make payments through linked debit cards, credit cards,
and bank accounts, but also allows users to store a balance of funds.

Under Regulation E, Cash App accounts constitute “prepaid accounts,”14

requiring the company to abide by certain error resolution rules. Regulation E
requires issuers of prepaid accounts to investigate claims of errors that the cus-

tomer identifies, including claims that certain transactions were unauthorized.15

As a result, customers may assert an error with either the digital wallet provider
or the financial institution that issued the linked payment instrument. The CFPB

asserted that, in practice, Block led customers to believe that their only remedy

was with the pertinent financial institution, not Cash App.16 Moreover, when
customers asserted errors with their financial institutions, and their financial in-

stitution issued a chargeback, Block, in many cases, challenged the chargeback

as a matter of course, betting that the financial institution wouldn’t re-present
the chargeback.17 This practice allowed the company to reduce its dispute losses

significantly and left customers bearing those losses.18

The CFPB also alleged that Block failed to protect consumers from fraud in
several ways. From 2016 until February 2021, Block failed to provide customer

(Jan. 8, 2025), https://www.ftc.gov/system/files/ftc_gov/pdf/concurring-statement-of-commissioner-
ferguson-joined-by-commissioner-holyoak-hr-block-final-consent-order.pdf.
11. Order, In re Intuit Inc., No. 9408 (F.T.C. Jan. 19, 2024), https://www.ftc.gov/system/files/

ftc_gov/pdf/d09408_commission_final_order.pdf; Stephen T. Middlebrook, Sarah Jane Hughes &
Tom Kierner, The Falcon Cannot Hear the Falconer: Developments in the Laws Affecting Electronic Pay-
ments and Financial Services, 80 BUS. LAW. 273, 278 (2024).
12. Petition for Review, Intuit Inc. v. FTC, No. 24-60040 (5th Cir. Jan. 24, 2024).
13. Consent Order at 1, 56, 61, In re Block, Inc., CFPB No. 2025-CFPB-0001 ( Jan. 16, 2025)

[hereinafter Block Order], https://files.consumerfinance.gov/f/documents/cfpb_block-inc-consent-
order_2025-01.pdf.
14. See 12 C.F.R. § 1005.2(b)(3)(i)(D) (2025).
15. Id. § 1005.11.
16. Block Order, supra note 13, at 17–18, 23–24.
17. Id. at 23–25.
18. Id. at 25.
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support by telephone for Cash App.19 The company listed a phone number on
its debit card and published that number in its Terms of Service, but consumers

that called that number were greeted with a pre-recorded message that directed

them to contact customer service through the mobile application. Because con-
sumers could not reach live representatives at the designated number, many con-

sumers searched online for alternative phone numbers. Consumers were then

duped by fake phone numbers posted by fraudsters and tricked into providing
information and downloading malware, allowing fraudsters to take over ac-

counts and transfer funds out of the customers’ accounts.20 Additionally, be-

cause the only way to contact customer service was through the app, non-
customers—who had their personal information leveraged by bad actors who

then created Cash App accounts—had no reasonable mechanism for contacting

Block to alert Block of identity theft.21 Block was aware of fraudsters’ efforts and
“made some attempts to have ads for fake support numbers removed from the

internet, but its efforts were ineffective.”22

Careful readers of enforcement actions may find the agency’s attention to
Block’s ineffective attempts at stamping out fraud to be of particular interest.

Failing to abide by regulatory requirements will always be fertile grounds for

agency enforcement action, but business lawyers may be left wondering what
sort of affirmative action financial technology companies are obligated to

take to mitigate bad actors’ efforts to trick their customers outside of their plat-

form. Would Block’s ineffective efforts at getting the fake numbers removed
from the internet still be unfair if it offered live customer service at its desig-

nated phone number? Would Block’s efforts still be unfair if it did not have

an independent regulatory obligation under state and federal laws to accept
certain types of complaints telephonically?23 News reports indicate that fraud-

sters purchase ads that appear at the top of search results on search engines to

trick unsuspecting customers to contact them instead of the company the cus-
tomer is trying to reach,24 and companies may find that getting search engines

to unpublish phony customer service contact information is like a game of

whack-a-mole.

19. Id. at 12.
20. Id. at 12–14.
21. Id. at 14–15.
22. Id. at 13.
23. See, e.g., 12 C.F.R. § 1005.7(b)(2) (2025) (requiring a financial institution to provide the

telephone number where a consumer can report unauthorized transactions); CAL. FIN. CODE

§ 2107 (West 2025) (requiring a money transmitter licensee to display on its internet website a
toll-free telephone number by which customers may receive live customer service at least ten
hours per business day).
24. See Brooke Steinberg, The 5 Words or Phrases You Should Never Google—to Avoid Being Hacked,

N.Y. POST (NOV. 13, 2024, 11:30 AM), https://nypost.com/2024/11/13/tech/5-words-or-phrases-you-
should-never-google-to-avoid-being-hacked.
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IV. FEDERAL REGULATORS REMAIN FOCUSED ON SAFETY &
SOUNDNESS AND ROBUST BSA/AML CONTROLS,
ESPECIALLY FOR NEW ELECTRONIC PRODUCTS AND SERVICES

Over the past year, prudential regulators maintained their focus on safety and
soundness and robust BSA/AML controls. Their recent enforcement actions

demonstrate regulators are following up their thematic guidance by demanding

board-level remediation plans, especially when financial institutions do not have
sufficiently tailored controls for their specific lines of business. Enforcement ac-

tions since June 1, 2024, involved large and small banks. All but one of these ac-

tions was completed before President Trump’s inauguration on January 20, 2025.

A. THE DEPARTMENT OF JUSTICE GETS A GUILTY PLEA AND BIG
PENALTY FROM TD BANK, N.A. AND ITS PARENT

TD Bank, N.A., and TD Bank U.S. Holding Company pled guilty to AML vi-

olations and agreed to pay more than $3 billion in penalties. TD Bank was the

first “national bank [to] plead[] guilty to conspiring to launder money.”25

TD Bank failed to monitor transactions worth approximately $18.3 trillion,

amounting to “92% of total transaction volume,” for AML violations from Janu-

ary 1, 2018 to April 12, 2024.26 TD Bank also failed to update its AML protocols
between January 2014 and October 2023, despite new risks and new prod-

ucts.27 The thirty-four-page plea agreement requires TD Bank, N.A .to be subject

to third-party monitoring for three years.28

B. THE OCC ORDERS BANK OF AMERICA TO CORRECT BSA
DEFICIENCIES

In December 2024, the OCC issued a cease-and-desist order against Bank of
America, N.A. (“BoA”) for deficient BSA compliance.29 The OCC charged BoA

with engaging in unsafe or unsound practices related to its compliance with

the BSA30 and violating federal regulations, including the failure to file Suspi-
cious Activity Reports, the failure to implement a suitable BSA compliance

program, and the failure to correct a previously reported BSA compliance

25. Press Release, Crim. Div., U.S. Dep’t of Just., United States of America v. TD Bank, N.A. (up-
dated Oct. 29, 2024), https://www.justice.gov/criminal/case/united-states-america-v-td-bank-na. TD
Bank paid $1.8 billion to resolve allegations by the DOJ and $1.3 billion to resolve allegations by
FinCEN, a bureau of the U.S. Department of the Treasury.
26. Id.
27. Plea Agreement at 5–6, United States v. TD Bank, N.A., No. 24-cr-00667 (D.N.J. Oct. 10,

2024), https://www.justice.gov/archives/opa/media/1373336/dl.
28. Id. at 9.
29. Press Release, Off. of the Comptroller of the Currency, U.S. Dep’t of the Treas., OCC Issues

Cease and Desist Order Against Bank of America for BSA Deficiencies (Dec. 23, 2024), https://
www.occ.treas.gov/news-issuances/news-releases/2024/nr-occ-2024-140.html; Consent Order, In re
Bank of Am., N.A., No. AA-ENF-2024-56 (O.C.C. Dec. 23, 2024) [hereinafter 2024 BofA Consent
Order], https://www.occ.gov/static/enforcement-actions/eaAA-ENF-2024-56.pdf.
30. See 31 U.S.C. §§ 5311–5336.
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problem.31 More pointedly, the Consent Order recited “a breakdown in [BoA’s]
policies, procedures, and processes to identify, evaluate, and report suspicious

activity, including [BoA]’s systemic failure to ensure that its . . . monitoring

system . . . [would] trigger a case investigation.”32

C. THE FEDERAL RESERVE BOARD’S ENFORCEMENT ACTION AGAINST

CUSTOMERS BANK AND CUSTOMERS BANCORP, INC.

In August 2024, the FRB entered into a consent order with Customers Bank
and its parent, Customers Bancorp, Inc., after examiners flagged “significant de-

ficiencies” in risk management practices and in the bank’s BSA/AML compliance
program.33 Although the order imposed no civil money penalty, it required the

board of Customers Bank to overhaul its customer due diligence procedures,

suspicious activity monitoring and reporting, and staffing levels, while also re-
quiring the parent’s board to improve its control and supervision of Customers

Bank’s major operations and activities—particularly its digital asset and dollar

token activities.34 Customers Bancorp also must provide thirty days’ notice to
the FRB prior to engaging in certain new digital-asset initiatives.35

D. THE OCC’S NEW CEASE AND DESIST ORDER AGAINST USAA
FEDERAL SAVINGS BANK

In December 2024, the OCC issued a cease and desist order against USAA

Federal Savings Bank—the third since 201936—citing unsafe and unsound prac-

tices in management, earnings, information technology, consumer compliance,
internal audit, and suspicious activity reporting, and finding the bank out of

compliance with the OCC’s heightened standards for large banks.37 Although

the 2024 order did not impose civil money penalties, it demanded an expanded
risk governance framework and restricted the bank’s ability to roll out new prod-

ucts and expand its membership criteria.38

31. 2024 BofA Consent Order, supra note 29, at 1–3 (citing 12 U.S.C. § 1818(s)(3), 12 C.F.R.
§§ 21.11, 21.21).
32. Id. at 3.
33. Written Agreement by and among Customers Bancorp, Inc., Customers Bank and Fed. Rsrv.

Bank of Phila. at 2, Dkt. No. 24-020-WA/RB-HC (Aug. 5, 2024) [hereinafter FRB/Customers
Bancorp Written Agreement], https://www.federalreserve.gov/newsevents/pressreleases/files/
enf20240808a1.pdf.
34. Id. at 2–9.
35. Id. at 9–10.
36. See Consent Order, In re USAA Fed. Sav. Bank, No. AA-EA-2018-90 (O.C.C. Jan. 7, 2019),

https://www.occ.gov/static/enforcement-actions/ea2019-001.pdf; Consent Order, In re USAA Fed.
Sav. Bank, No. AA-EC-2022-2 (O.C.C. Mar. 17, 2022), https://www.occ.gov/static/
enforcement-actions/ea2022-008.pdf.
37. Press Release, Off. of the Comptroller of Currency, OCC Issues Comprehensive Cease and De-

sist Order Against USAA Federal Savings Bank (Dec. 18, 2024), https://occ.gov/news-issuances/news-
releases/2024/nr-occ-2024-137.html.
38. Consent Order at 7–10, 18–19, In re USAA Fed. Sav. Bank, No. AA-ENF-2024-96 (O.C.C.

Dec. 18, 2024) [hereinafter USAA Consent Order], https://www.occ.gov/static/enforcement-actions/
eaAA-ENF-2024-96.pdf.
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E. THE OCC’S ENFORCEMENT ACTION AGAINST PATRIOT BANK

In January 2025, the OCC entered into an agreement with Patriot Bank to

resolve allegations of unsafe or unsound practices.39 The bank’s largest compli-

ance gap arose from its role as the issuer of multiple general-purpose reloadable
prepaid cards and its oversight of third parties who manage those prepaid-card

programs. The agreement requires the bank to overhaul its monitoring plan for

third-party program managers and its BSA/AML policies, controls, and staffing
by ensuring the same are appropriate to the risks posed by its expansion into

the prepaid-card business.

F. THE FDIC PURSUES CBW BANK FOR FAULTY AML AND COUNTER-
TERRORISM FINANCE COMPLIANCE AND FOR FAILURE TO CORRECT

DEFICIENCIES FOUND IN PRIOR EXAMINATIONS

In November 2024, the FDIC assessed more than $20 million in penalties

against CBW Bank for its violations of the BSA from December 11, 2018 through

August 19, 2020, with particular focus on the BSA’s AML and Counter-Terrorism
Finance requirements.40 The FDIC cited the failure to file “hundreds of suspicious

activity reports” and the failure to correct “many of the BSA issues described” in the

“2017 Report of Examination” related to BSA compliance, customer risk manage-
ment, and diligence over foreign financial institutions’ correspondent accounts.41

The failure to correct deficiencies identified in prior examinations invited regula-

tory action. CBW Bank earned much of its revenue from correspondent banking
services provided to more than thirty foreign financial institutions, “at least six

money services businesses,” and other “international banking services.”42

G. EMERGING THEMES FROM THESE ACTIONS

What do these actions tell us about regulators’ priorities? First, from Custom-

ers Bancorp’s tokenized deposits to Patriot Bank’s prepaid cards, regulators are

insisting that risk controls be better tailored for niche product offerings. Second,
for financial institutions seeking to expand beyond traditional product offerings,

their compliance procedures should evolve in lockstep. Third, the failure to im-

pose a penalty does not mean low impact. As we mentioned in last year’s Survey,
agencies seem ready to throw cold water on financial institutions’ expansion

plans when those companies are not taking their regulatory obligations

seriously,43 with both USAA and Customers Bancorp obligated to notify their

39. Agreement, In re Patriot Bank, N.A., No. AA-NE-2025-05 (O.C.C. Jan 14, 2025), https://www.
occ.gov/static/enforcement-actions/eaAA-NE-2025-05.pdf.
40. Notice of Assessment, In re CBW Bank, No. 22-0171k (F.D.I.C. Nov. 19, 2024) [hereinafter

FDIC Notice to CBW Bank], https://orders.fdic.gov/sfc/servlet.shepherd/document/download/
069SJ00000Hz49pYAB? (citing 12 U.S.C. §§ 1818(s), 1829b, 1951–1960; 31 U.S.C. §§ 5311–
5336; 31 C.F.R. §§ 326.8, 353, 1010–1060).
41. Id. at 3–4.
42. Id. at 3.
43. Middlebrook, Hughes & Kierner, supra note 11, at 275–76.
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regulators before offering certain new products and services.44 Finally, banks
risk enforcement actions when regulators discover the recurrence of problems

that had been identified in prior examinations.45

V. A SHIFT TO DECENTRALIZED ENFORCEMENT? STATES STEP IN AS

FEDERAL PRESSURE RECEDES

A trend over the past year in the regulation of electronic payments has been

a recalibration of enforcement roles between federal and state regulators. Although
federal agencies continue to issue guidance and initiate investigations, some states

are stepping into enforcement gaps, taking the lead where federal pressure ap-
pears to have receded or stalled. Three recent cases underscore this development.

A. HATCH BANK: A JOINT INVESTIGATION WITH A UNILATERAL STATE
RESOLUTION

The Hatch Bank enforcement action illustrates how state regulators may be

more willing—or able—to follow through on joint investigative efforts.46 In

early 2024, Hatch Bank, a California-chartered industrial bank offering
“Banking-as-a-Service” infrastructure to fintechs, was examined by both the

FDIC and California DFPI for lapses in BSA/AML compliance.47 However, de-

spite FDIC participation in the examination, only the California DFPI ultimately
issued a consent order in April 2025. The order required Hatch to improve over-

sight of its fintech partners, revise its BSA/AML compliance program, strengthen

its board governance, and receive approval from the California DFPI before
expanding into new lines of business. Notably absent was any parallel FDIC

enforcement, suggesting either regulatory hesitation or resource constraints at

the federal level. In contrast, California’s move signals a willingness to act inde-
pendently, even when federal agencies demur.

B. BLOCK, INC.: COORDINATED STATE ACTION AGAINST

MONEY TRANSMITTER

In another significant move, in January 2025, a coalition of forty-eight state

regulators of money transmitters announced a coordinated enforcement action
against Block, Inc., which operates Cash App,48 for violations distinct from

44. USAA Consent Order, supra note 38, at 18–19 (imposing a notice requirement and the receipt
of a non-objection response); FRB/Customers Bancorp Written Agreement, supra note 33, at 9–10
(imposing only a notice requirement).
45. See 12 U.S.C. § 1818(s)(3).
46. Order, In re Hatch Bank, No. 1821 (Cal. Dep’t of Fin. Prot. & Innovation Apr. 3, 2025),

https://dfpi.ca.gov/wp-content/uploads/2025/04/HATCH-BANK-4-3-25-Order.pdf.
47. See id. at 2.
48. Press Release, Cal. Dep’t of Fin. Prot. & Innovation, California Joins $80 Million Enforcement

Action Against Block, Inc., Cash App for BSA/AML Violations ( Jan. 16, 2025), https://dfpi.ca.gov/
press_release/california-joins-80-million-enforcement-action-against-block-inc-cash-app-for-bsa-
aml-violations/.
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the CFPB’s enforcement action against Block, Inc. described above.49 Following
a multi-state examination of Block’s activities from 2021 to 2023, Block entered a

settlement agreement that resolved the alleged AML/BSA violations by paying

$80 million in penalties and administrative costs.50 The number of states in-
volved reflects state regulators’ growing capacity to coordinate across jurisdic-

tions and their willingness to hold even large fintech platforms accountable.

C. CAPITAL ONE: A LAWSUIT DROPPED BY THE CFPB, PICKED UP BY

NEW YORK STATE

A clear example of federal retreat followed by state advance occurred in the case
of Capital One. In January 2025, the CFPB filed a lawsuit alleging that Capital One

had violated federal consumer protection laws by “cheating millions of consumers

out of more than $2 billion in interest” related to its savings account products.51 Yet
just a month later, under new leadership, the CFPB abruptly dropped the suit.52

Within a few months, the New York Attorney General announced her lawsuit

against Capital One, which included the same core allegations under New York’s
financial services and consumer protection laws.53 This shift from a federal

agency to a state attorney general reflects a growing dynamic where states act

as regulatory backstops, unwilling to let enforcement priorities fall by the way-
side due to changes in federal administration or enforcement priorities.

VI. NEW YORK STATE STEPS IN TO REGULATE BNPL AFTER THE

CFPB RETREATS

In May 2024, the CFPB issued an interpretive rule that treated BNPL providers

as credit card providers for purposes of Regulation Z.54 In October 2024, the

Financial Technology Association (“FTA”) sued the CFPB, challenging the inter-
pretive rule as a violation of the Administrative Procedure Act.55 In May 2025,

under the new administration, the CFPB published an announcement stating

49. See Part III, supra.
50. Settlement Agreement and Consent Order, In re Block, Inc. (Cal. Dep’t of Fin. Prot. & Inno-

vation Jan. 15, 2025), https://dfpi.ca.gov/wp-content/uploads/2025/01/Settlement-Agreement-and-
Consent-Order-Block-Inc.pdf.
51. Press Release, Consumer Fin. Prot. Bureau, CFPB Sues Capital One for Cheating Consumers

Out of More than $2 Billion in Interest Payments on Savings Accounts ( Jan. 14, 2025), https://www.
consumerfinance.gov/about-us/newsroom/cfpb-sues-capital-one-for-cheating-consumers-out-of-
more-than-2-billion-in-interest-payments-on-savings-accounts.
52. Plaintiff ’s Notice of Voluntary Dismissal, Consumer Fin. Prot. Bureau v. Capital One Fin.

Corp., No. 25-cv-00061 (E.D. Va. Feb. 27, 2025).
53. Press Release, N.Y. State Att’y Gen., Attorney General James Sues Capital One for Bait-and-

Switch Tactics that Cost Customers Millions (May 14, 2025), https://ag.ny.gov/press-release/2025/
attorney-general-james-sues-capital-one-bait-and-switch-tactics-cost-customers.
54. Middlebrook, Hughes & Kierner, supra note 11, at 281 (discussing Truth in Lending (Regu-

lation Z); Use of Digital User Accounts to Access Buy Now, Pay Later Loans, 89 Fed. Reg. 47068 (May
31, 2024)).
55. Complaint at 2–3, Fin. Tech. Ass’n v. Consumer Fin. Prot. Bureau, No. 24-cv-02966 (D.D.C.

Oct. 18, 2024), https://storage.courtlistener.com/recap/gov.uscourts.dcd.273949/gov.uscourts.
dcd.273949.1.0_1.pdf.
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it would “not prioritize enforcement actions” under the BNPL interpretive guid-
ance.56 A month later, the FTA and CFPB agreed to dismiss the litigation without

prejudice.57 It would appear there will be no or minimal scrutiny of BNPL at the

federal level for the next few years.
Meanwhile, New York enacted a statute that regulates BNPL providers oper-

ating in the state.58 The new law requires BNPL providers to obtain a license,59

caps fees at the state usury rate of 16%,60 and requires BNPL providers to com-
ply with certain credit card protections set forth in the federally promulgated

Regulation Z.61 The BNPL statute exempts federally chartered banks from the li-

censing requirement, but not financial institutions chartered in New York or
other states.62 Similar legislative developments in other states seem likely.

VII. THE SPINNING WHEEL SPINS FOR THE “CRYPTO MIXER”
TORNADO CASH

On March 21, 2025, the U.S. Treasury Department de-listed the offshore

“crypto mixer”63 known as Tornado Cash,64 thereby removing the sanctions as-
sociated with its former designation as a “Specially Designated National.”65 This

de-listing followed the November 2024 decision by the U.S. Court of Appeals for

the Fifth Circuit that rejected the Treasury’s interpretation of the terms “prop-
erty” and “property interest” on which the lower court relied to uphold executive

56. See Press Release, Consumer Fin. Prot. Bureau, CFPB Announcement Regarding Enforcement
Actions Related to Buy Now, Pay Later Loans (May 6, 2025), https://www.consumerfinance.gov/
about-us/newsroom/cfpb-announcement-regarding-enforcement-actions-related-to-buy-now-pay-
later-loans/.
57. Stipulation of Voluntary Dismissal, Fin. Tech. Ass’n v. Consumer Fin. Prot. Bureau, No. 24-cv-

02966 (D.D.C. June 2, 2025), https://storage.courtlistener.com/recap/gov.uscourts.dcd.273949/gov.
uscourts.dcd.273949.22.0.pdf.
58. See Press Release, N.Y. Governor’s Off., Governor Hochul Signs New Legislation to Protect Con-

sumers and Keep Money in New Yorkers’ Pockets as Part of the FY 2026 Budget (May 9, 2025), https://
www.governor.ny.gov/news/governor-hochul-signs-new-legislation-protect-consumers-and-keep-
money-new-yorkers-pockets; N.Y. BANKING LAW §§ 735–749 (West, Westlaw through L.2025 chs.
1–574).
59. N.Y. BANKING LAW § 737 (West, Westlaw through L.2025 chs. 1–574).
60. Id. § 745(1) (cross-referencing N.Y. GEN. OBLIG. LAW § 5-501).
61. See id. § 746(1) (“Disclosures shall comply with applicable federal regulations, including but

not limited to regulation Z of title I of the Consumer Credit Protection Act.”).
62. See id. § 737(1) (excepting any “exempt organization” from the license requirement); id. § 736

(5) (defining “exempt organization” as “any national bank, federal savings bank, federal savings and
loan association, federal credit union, federal trust company, or foreign banking corporation licensed
by the comptroller of the currency to transact business in this state”).
63. See Crypto Mixers and AML Compliance, CHAINALYSIS (Aug. 23, 2022), https://www.chainalysis.

com/blog/crypto-mixers/ (providing an excellent introduction to “crypto mixers” of various types and
their utility for illicit purposes as well as for the important privacy protections that “crypto mixers”
offer senders and receivers of crypto currencies worldwide).
64. Press Release, U.S. Dep’t of Treas., Tornado Cash Delisting (Mar. 21, 2025), https://home.

treasury.gov/news/press-releases/sb0057.
65. Press Release, U.S. Dep’t of Treas., U.S. Treasury Sanctions Notorious Virtual Currency Mixer

Tornado Cash (Aug. 8, 2022), https://home.treasury.gov/news/press-releases/jy0916 (citing Execu-
tive Order 13694 as authority and describing the designation and charges against Tornado Cash
for assisting the North Korea-sponsored Lazarus Group and for laundering funds stolen by at least
two other groups).
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action.66 Without an interest in “property,” the Treasury Department lacked reg-
ulatory authority to designate Tornado Cash as a “Specially Designated National”

with whom U.S. persons may not deal.67

The enforcement wheel was still spinning when our Survey year ended. The
Department of Justice had indicted but not yet tried Tornado Cash’s founders,

including the sole U.S. citizen, Roman Storm, on charges that included unli-

censed money transmission, sanctions violations, and money laundering.68

Did the spinning wheel stop, or will it continue to spin? We’ll reveal that next

year.

VIII. CONCLUSION

Financial services lawyers wondering about the next year should heed the

warnings in the orders and agreements described in this article. We should
not merely “let the spinning wheel spin,” as Blood, Sweat & Tears urged nearly

sixty years ago. Heeding those regulatory warnings, particularly warnings that

concern emerging financial products and services, enables clients to skirt regu-
latory skirmishes, while arming lawyers with meaningful guideposts, which are

critical during a time of rapidly evolving government policies and strategies.

Among the more important warnings described in this article are:

• Maintaining, monitoring, and enforcing internal policies to assess risks

and comply with safety-and-soundness principles embedded in the

BSA and other laws remain vital to avoiding agency investigations, as
well as possible civil and criminal enforcement, especially for banks

and companies offering emerging financial products;

• Observing longstanding guidelines, such as the FTC’s guidelines on mar-

keting as “free” products that are not in fact free;

• Using software or protocols that make it difficult for consumers to access
benefits that the offeror markets to consumers;

66. Van Loon v. Dep’t of Treas., 688 F. Supp. 3d 454 (W.D. Tex. 2023), rev’d, 122 F.4th 549,
560–71 (5th Cir. 2024) (interpreting 50 U.S.C. §§ 1701–1702; 22 U.S.C. § 9214; 31 C.F.R.
§§ 510.313, 510.323, 578.309, 578.314).
67. Van Loon, 122 F.4th at 554.
68. Press Release, U.S. Att’y’s Off. for the S.D.N.Y., U.S. Dep’t of Just., Tornado Cash Founders

Charged with Money Laundering and Sanctions Violations (Aug. 23, 2023), https://www.justice.
gov/usao-sdny/pr/tornado-cash-founders-charged-money-laundering-and-sanctions-violations. For
those unable to wait until next year’s Survey, the DOJ dropped certain charges associated with
one statutory provision but moved forward with other charges. See Letter from Thane Rehn, Asst.
U.S. Att’y, U.S. Dep’t of Just., to Katherine Polk Failla, Judge, S.D.N.Y. (May 15, 2025) (refusing
to proceed with allegations based upon 18 U.S.C. § 1960(b)(1)(B) but affirming intentions to proceed
with allegations based upon 18 U.S.C. § 1960(b)(1)(C)). “[A]fter a four-week trial . . . , the jury . . .
found Roman Storm . . . guilty of conspiracy to operate an unlicensed money transmitting business,
[but] it was unable to reach a verdict on the more serious counts—conspiracy to commit money laun-
dering and conspiracy to violate sanctions.” Patrick D. Daugherty & Victoria Stockton Bresse, Tornado
Cash and the Legality of Mixers, NAT’L L. REV. (Sept. 10, 2025), https://natlawreview.com/article/
tornado-cash-and-legality-mixers.
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• Changing federal priorities or resources does not guarantee decreased en-
forcement risk;

• Failing to comply with previously issued consent orders is a sure-fire way

to draw the ire of regulators; and

• “Moving fast and breaking things” to capture market share is likely to

draw attention from regulators and risks the imposition of regulatory
oversight for any desired expansion of products and services.

The coming year no doubt will bring new twists in policy and enforcement. By

heeding the lessons embedded in recent regulatory actions, financial services
lawyers can help clients anticipate—not just react to—the next turn of the wheel.
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