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For information regarding violations and enforcement, please refer to the Trusted Cl Master
Information Security Policies & Procedures located in the ‘Active Policies’ folder.

Asset Description: This asset is the Trusted Cl account for the Slack messaging service. Access
to administration functions are through the Slack web and desktop app.

Asset Manager:
Secondary Manager: Multiple Trusted Cl staffs (See ‘Access Table’ below)

Documenting and Accounting: Any staff member who has the ability to configure or modify
content on this site should be listed in the access table of this document.

Reviewing: Access controls and supporting documentation must be reviewed annually or when
there is a change in Trusted Cl personnel.

Monitoring: n/a

Revoking Access: Access to this asset must be revoked when a person is offboarded or privilege
reduced within 24 hours of disqualification.

Slack Workspace Link: https://app.slack.com/client/TMN1J7J3B/all-dms
Admin Link: https://trustedci.slack.com/admin

Remote Access: n/a

Roles:

Primary Owner: Only this person can delete the workspace or transfer primary ownership to
someone else.

Workspace Owner: There can be multiple Workspace Owners in a workspace. Workspace
Owners have the same level of permissions as the Primary Owner, except they can’t delete or
transfer ownership of a workspace.

Workspace Admin: There can be multiple Workspace Admins in a workspace. They help
manage members and can perform other administrative tasks.

Access Table:

Role Privilege Level Conditions & Procedures for Access at this Privilege Level



https://app.slack.com/client/TMN1J7J3B/all-dms
https://trustedci.slack.com/admin

Primary Owner

Password plus a second factor.

Workspace Owner

Password plus a second factor.

Workspace Owner

Password plus a second factor.

Workspace Owner

Password plus a second factor.

Workspace Owner

Password plus a second factor.

Workspace Owner

Password plus a second factor.

Workspace Owner

Password plus a second factor.

Workspace Admin

Password plus a second factor.

Workspace Admin

Password plus a second factor.

Workspace Admin

Password plus a second factor.

Workspace Admin

Password plus a second factor.

Workspace Admin

Password plus a second factor.

Workspace Admin

Password plus a second factor.

Workspace Admin

Password plus a second factor.

Workspace Admin

Password plus a second factor.

Workspace Admin

Password plus a second factor.

Workspace Admin

Password plus a second factor.

Workspace Admin

Password plus a second factor.

@everyone

Users with access
to TrustedCl Slack

Require two-factor authentication.
Any member can invite new people. Make it easy to grow
the community.

e However, we should not make the invitation link publicly
available, so keep the membership community-focused.
Any member can create channels. Foster collaboration.
Only workspace owners/admins can view the analytics
page.

e Trusted Cl staff are owners/admins.

Change Log:

Use this change log to document the version history of this specification document, as well as
other changes, such as the rationale for assigning or revoking certain privileges.
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