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1 Procedures

Unless it's an emergency, any infrastructure change that involves a Trusted Cl asset must first
have the change reviewed by the Trusted Cl Information Security Team. This can be done by

taking the following steps.

1. Send an email to ; the contents of the email should include:

a. The reason for the change including who is requesting the change and why

b. Who will be making the change

c. A step by step detailed list of what the change involves including an expected

timeline for completion. Please see the example template in the section below

d. Alist of the known risks that this change creates. For instance, changing an

account password could break access for authorized users or API access.

2. The ISO will review the change request and respond to the email with the results of the

review.

2 Scope



Trusted Cl infrastructure is generally defined as any asset for which there is a Trusted ClI ASAPS
document (https://www.trustedci.org/cybersecurity-program). An infrastructure change is
defined as any change to the configuration of such a service.

Some examples of such changes:

Modifying the DNS configuration for trustedci.org.
Modifying the settings of the trustedci.org website at Squarespace.
Changing the password to the TrustedCl Twitter account.

Renaming a Trusted Cl mailing list.
3 Reason for Policy

Trusted Cl is now a nationally recognized organization in the NSF science community.
Community members have an expectation that our websites will be available at any time and
that we can be contacted via email. For this to work it's important that we maintain the integrity
and availability of our infrastructure and related changes go through a proper review process
prior to execution.

4 Change proposal template

For your convenience, please consider using the following template for creating the text, filling
in the information required.

What/Why:

<Provide a brief summary of the change that needs to be done and why it needs to be made>
Who:

<State who you are expecting will be involved in making the change>

Timeline:

<State the expected timeline of this change, when it will start and when it should be finished>
Risks:

<List any potential risks of making the change such as potential service disruptions, increased
exposure of data, etc.>

Details:
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<Provide more specific details of the change or attachments>

5 Change Log

[Use this change log to document the version history of this document, including a description
of major changes made.]

Date Description of Change Version Number
2020-09-17 Initial draft 1.0
2021-08-05 Changed distribution label; addressed 1.1

outstanding comments




