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side what the university had already 
achieved operationally, and to serve 
as the university’s bridge to institutions 
addressing cyber challenges elsewhere in 
the United States and around the world. 
“I propose to establish a university-wide 
research center,” McRobbie wrote in 
his invitation, “by bringing together 
those with interests in the academic and 
research side of the area, with those who 
have operational responsibilities.”

It was there that the Center for 
Applied Cybersecurity Research (CACR) 
was born. More than a decade since 
then, the center has expanded from one 
part-time director to a staff of more than 
20, generated more than $16 million in 
external funding, led Indiana University’s 
successful efforts to be designated as a 
Center of Academic Excellence in both 
Information Assurance Research and  
Information Assurance Education, and 
grown from one man’s vision to a world 
leader in cybersecurity research, policy, 
education, and advice.

As we look forward to future decades, 
it seems appropriate to reflect on the 
center’s accomplishments to date, to 
consider the challenges ahead, and to 
thank the many people—thousands 
of faculty, staff, students, partners, 
government officials, industry leaders, 
funders, and participants in hundreds 
of programs, and readers and viewers 
of countless of publications, blogs, 
“Security Matters” videos, and 
tweets—for their generous support and 
commitment.

Three warrant special recognition. 
The first is Lilly Endowment Inc., which 
provided exceptional financial support 
through a $15 million grant to Indiana 
University in 2008 to establish the 
Pervasive Technology Institute (PTI), of 
which CACR is now a part. That support 
allowed CACR to move to permanent 

(REN-ISAC), which Indiana University 
continues to operate. 

However, McRobbie believed  
that in addition to securing its own 
infrastructure, the university had the 
unique opportunity, and responsibility, 
to do more—to help secure the nation 
from cyber attacks. But to do that would 
require matching Indiana University’s 
tremendous strength in operational 
cybersecurity with better developed 
research and educational resources 
devoted to information assurance. It 
would require reaching across disciplines 
including organizational and behavioral 
science, law, policy, economics, 
communications, and computer science. 
And it would require building strong 
connections with other universities, 
government agencies, businesses, and 
nonprofit institutions. 

So in October 2002, McRobbie 
invited a diverse array of representatives 
from across the university to a meeting 
to discuss the formation of a new 
center to help match on the academic 

As Indiana University’s Vice 
President for Information Technology, 
McRobbie knew the critical role that 
cyber infrastructure increasingly 
played in industry, government, and 
education, and he recognized that 
many components of that infrastructure 
were both easily accessible and highly 
vulnerable—not just to terrorists, but to 
criminals, governments, competitors, and 
hackers. 

McRobbie had implemented an 
ambitious plan to strengthen the 
defenses of Indiana University’s 
infrastructure, and of the major networks, 
including Internet2, that it managed. 
Along with IU’s Chief IT Security and 
Policy Officer Mark Bruhn, McRobbie 
persuaded the White House that when 
establishing Information Sharing and 
Analysis Centers (ISACs) for key industry 
sectors, it should not overlook the 
nation’s universities and colleges, and 
he subsequently oversaw the creation 
of the Research and Education Network 
Information Sharing and Analysis Center 

offices in the Innovation Center, expand 
its programming, and provide grants to 
faculty and graduate students working 
in cybersecurity. It also allowed CACR to 
assume responsibility for the Advanced 
Network Management Lab, led by 
Steven Wallace, who, along with Senior 
Manager for Life Sciences in Research 
Technologies William K. Barnett, were 
named associate directors of the center. 
Later, that support allowed CACR to 
provide space and support to the 
REN-ISAC, thus creating an increasingly 
integrated approach to cyber 
preparedness and response.

The second debt we gratefully 
acknowledge is to Vice President for 
Information Technology and CIO Brad 
Wheeler, who not merely became 
responsible for the center in 2008 with 
the creation of PTI, but also has been 
a steadfast source of advice, support, 
and encouragement. As the person 
responsible for one of the largest cyber 
infrastructures in higher education, he 
has a profound understanding of cyber 
risks and an unshakable commitment to 
the obligation of a public university to 
help the nation address them.  

Finally, we are deeply grateful to 
now-President Michael A. McRobbie 
not merely for his vision, insight, and 
dedication, without which CACR would 
not exist, but for his unflinching support. 
He was far ahead of most government 
and industry leaders in recognizing the 
risks that our growing reliance on cyber 
infrastructure creates—risks that today 
we read about daily in the newspaper, 
but that in 2002 were largely unknown 
and even then were too often ignored. 
More importantly, having recognized 
the need—and the obligation—he 
took practical action, of which creating 
CACR was only a part, and has provided 
dedicated support ever since. 

In the wake of the terrorist attacks of September 11, 
Michael A. McRobbie recognized that the greatest 
threats likely to face the nation in the future would 
not come from hijacked planes or bombs, but from 
cyber attacks.

MICHAEL A.  McROBBIE BRAD WHEELER
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By the early 2000s, Indiana University had already established itself as a world leader 
in information technology. The security of IU’s IT environment had been a top priority 
of my office during the time I served as vice president for information technology 
and CIO, and, in partnership with various units across the university, we built up a 
formidable capacity in operational cybersecurity.

However, on the academic and research side of cybersecurity, IU’s efforts were not 
nearly so well developed. In general, IU did not have a major academic and research 
concentration in cybersecurity, nor was there a strong connection between teaching, 
research, and practice. 

We did, however, have many individuals and small groups throughout the university 
with an interest in cybersecurity or who were actively working in the field. My thought 
was that IU ought to have a connective organization—a university-wide research 
center that would bridge our operational strengths and practical experience with our 
academic units; bridge technical specialties in cybersecurity with business, law, and 
the behavioral disciplines; and bridge the university with industry, government, and 
the broader world. 

In the fall of 2002, I invited a number of people from across the university to a 
meeting to gauge interest in establishing such a center. Those in attendance strongly 
agreed that such a center would help IU consolidate its strengths in IT and that it 
could be a vehicle for attracting new research funding.

A decade ago, few were fully aware of the importance of cybersecurity, much less the 
need to address it from more than a solely technical perspective. Today, of course, 
cybersecurity is in the news daily. It has become a major priority of government, 
and is widely perceived as a challenge more rooted in incentives, human and 
organizational behavior, law, jurisdiction, and economics, than in technology. 

And now, for more than a decade, IU’s Center for Applied Cybersecurity Research 
has been a national leader in research and education that enhances the security and 
integrity of information systems, technologies, and content. CACR has generated 
more than $16 million in direct research funding from a diverse range of sources, 
including Lilly Endowment, Inc., the National Science Foundation, and the National 
Institutes of Health. CACR led to IU’s designation by the National Security Agency 
as a Center of Academic Excellence in Information Assurance Education and 
in Information Assurance Research. The center has also led a number of critical 
international partnerships; has provided extensive expert advice to high-level 
governmental officials and agencies; and has helped to keep the general public 
informed about cybersecurity.

As we celebrate the center’s first decade, I commend the work of Fred H. Cate, the 
center’s founding director; his colleagues; CACR’s new director, Von Welch, a highly 
regarded cybersecurity researcher in his own right; as well as the many Indiana 
University faculty and staff whose initiative and expertise have contributed to the 
center’s great success.

Best wishes to the center for a successful second decade.

Sincerely,

Michael A. McRobbie
President, Indiana University
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CACR works closely with colleagues across the 
Bloomington and Indianapolis campuses to enhance the 
quality of education about cybersecurity. In October 2004, the 
center partnered with SoIC Dean Michael Dunn to obtain a 
Commitment to Excellence grant to fund a new cybersecurity 
faculty position (now held by Associate Professor Raquel Hill), 
a cybersecurity law postdoctoral position—the first in the 
nation—and the continuance of the successful CACR Security 
Seminar series. Students participate in the Security Seminar 
series, work as research assistants on CACR projects, and are 
a key part of all CACR activities. 

In 2012 Microsoft selected the center as the U.S. partner in 
its Eric T. Werner Global Cyber Security Policy Advancement 
Exchange Program. The program funds an annual exchange 
of graduate students between China’s leading information 
security research center at Xi’an Jiao Tong University and IU, 
allowing students to attend classes, participate in research 
programs, and spend time in Microsoft’s government 
affairs offices—an unprecedented opportunity for students 
interested in cybersecurity.

But CACR’s commitment to education extends far beyond 
our numerous conferences, speakers, and workshops, and 
far beyond the university. A critical part our mission is to 
educate the public about cyber risks and the practical steps 
they can take to guard against them. In September 2010, 
CACR posted the first in a series of instructional videos called 
“Security Matters.” The short, easy-to-understand clips cover 
basic cybersecurity and personal privacy issues, ranging from 
password protection to social media etiquette. “Security 
Matters” is written and produced by CACR personnel, and 
posted to YouTube where the videos can be accessed globally 
by anyone with an Internet connection. In June 2011, a 
U.S. District Judge awarded the center $300,000 in funds 
as part of a settlement with Google over its Buzz service, to 
support the production of more videos. Videos are published 
bimonthly to the series’ dedicated channel at: youtube.com/
cacrsecuritymatters. More than 100 episodes have been 
filmed, with more on the way.

As part of its commitment to help 
educate the public, CACR regularly 
responds to requests for comments 
or background information from the 
press. Rare has been the week—if not 
day—when someone from the center 
hasn’t appeared in the media. This vital 
exposure showcases CACR’s expertise 
on issues and fills a critical role in raising 
awareness of cybersecurity issues. 

While CACR personnel were quoted 
extensively in the first decade of its 
existence, things took a dramatic 
turn in the summer of 2013 when 
Edward Snowden began leaking a 
trove of classified documents that 
exposed an unprecedented depth and 
breadth of surveillance undertaken 
by the U.S. government. With every 
new development has come a wave 
of media attention, and the center’s 
personnel—particularly Cate and David 
P. Fidler—have had a near constant 

A TRUSTED 
RESOURCE FOR 

THE PRESS

presence in leading publications and 
multimedia outlets throughout the world. 
Their expert commentary has appeared 
in BusinessWeek, Chicago Tribune, 
Economist, Financial Times, Forbes, 
Guardian, Huffington Post, Los Angeles 
Times, New Yorker, USAToday, Wall 
Street Journal, Jerusalem Post, and two 
front-page appearances in the New York 
Times in the first half of 2014 alone. 

The center strives to stay ahead of the 
news before it breaks, often proactively 
putting out statements, white papers, 
and other valuable commentary in order 
to assist the media and policy analysts 
in effectively and accurately portraying 
the seriousness and extent of a 
potential issue. With the center’s unique 
composition, it has experts available 
year-round to comment and answer 
questions on everything from policy to 
legal to technical cybersecurity issues.

One of the hallmarks of CACR’s work 
is its focus on security challenges in 
context. Efforts to improve information 
security often conflict with other values, 
such as privacy and accessibility of data. 
CACR’s work addresses a broad range 
of information policy issues, including 
those that may be challenged by efforts 
to enhance security.  

In 2009, the National Institutes of 
Health awarded CACR a $538,595 
grant to launch a two-year project on 
“Protecting Privacy in Health Research.” 
The grant enabled the formation of 
a blue-ribbon committee to examine 
better ways of protecting the privacy 
and security of personal data used in 
health research, while striving to reduce 
the challenges imposed upon that 
research by current laws. That work 
led to an increased interest in health 
information issues by center personnel, 

AN EDUCATOR, 
WITHIN AND 

OUTSIDE THE 
UNIVERSITY

AN ADVOCATE 
FOR RESPONSIBLE 

INFORMATION 
PROTECTION AND 

USE, INCLUDING 
SECURITY

and in 2010 to the creation of the Center 
for Law, Ethics, and Applied Research in 
Health Information (CLEAR), funded by 
a generous grant from Lilly Endowment, 
Inc.

In 2011 CACR partnered with the 
Centre for Information Policy Leadership 
at Hunton & Williams, LLP, to create the 
Institute for Information Policy Research 
to conduct research on a range of 
information security and privacy policy 
issues. One of the major initiatives 
of CACR’s institute has been a joint 
project with Microsoft and the Oxford 
Internet Institute, with funding provided 
by The Privacy Projects, to propose 
more effective and workable privacy 
protections that facilitate, rather than 
interfere with, not only good security, but 
also innovations including “big data” and 
the “Internet of things.”
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CACR has worked hard to achieve 
McRobbie’s goal of matching on 
the academic and research side IU’s 
cybersecurity capabilities on the 
operational side. The center awarded 
almost $400,000 in grants to IU faculty 
working on cybersecurity research 
and provided support for numerous 
graduate students to pursue their work in 
cybersecurity. 

The center also conducts extensive 
research. For example, Von Welch, 
the center’s new director and, from 
2011 to 2014 its deputy director, 
authored, along with associate director 
Bill Barnett, the InCommon Roadmap 
for NSF Cyberinfrastructure in 2011. 
The document provides guidance for 
institutions and organizations to advance 
scientific initiatives through improved 
trust in a virtual world. Welch’s work has 
garnered awards. Two of his papers, “An 
Online Credential Repository for the 
Grid: Myproxy” and “Security for Grid 
Services,” were named two of the top 
22 papers of the last 20 years by The 
International ACM Symposium on High-
Performance Parallel and Distributed 
Computing. Welch now directs and 
serves as the principal investigator for 

the Center for Trustworthy Scientific 
Cyberinfrastructure, an offshoot of CACR 
that is charged with providing effective 
cybersecurity guidance and leadership 
to National Science Foundation-funded 
projects around the world.

In other work, Cate, CACR’s former 
director, co-led with Jim Dempsey, 
from the Center for Democracy and 
Technology, a three-year project to 
help industry and government deal 
with the growing challenge—now made 
famous by Snowden’s disclosures—of 
governmental demands for broad, 
systematic access to data held by the 
private-sector. With more than $1 
million in funding provided by The 
Privacy Projects the project has brought 
together experts from around the world 
and from some of the world’s most 
recognized universities and companies—
including Apple, Microsoft, Oracle, 
and MasterCard, among others—for 
five workshops in the United States, 
Canada, and Europe, and produced a 
series of papers on government access 
in 16 countries, a dedicated issue of 
International Data Privacy Law, and a 
forthcoming book.

CONDUCTING RESEARCH WITH 
REAL-WORLD IMPLICATIONS

 INTERDISCIPLINARY
When McRobbie envisioned what 

CACR could—and would—become, he 
made a special point to note that he 
wanted it to have a “somewhat different 
character from the more traditional 
research centers in cybersecurity.” 
To achieve that, he wanted an 
interdisciplinary approach that leveraged 
the university’s strengths and recognized 
the diverse challenges impeding 
effective cyber preparedness. 

The first evidence of McRobbie’s 
commitment to a more diverse, real-
world approach was his choice of a 
leader for the center. Instead of a 
computer scientist or technologist, he 
chose Fred H. Cate, a law professor who 
specialized in information policy issues. 
“Initially I argued that I was the wrong 
person for the job because I knew little 
about computer science and even less 
about cybersecurity,” Cate recounts, 
“but Michael was persistent that he 
wanted someone who understood 
complex policy issues and the tools 
for creating effective incentives, and 
who could work well with government 

and industry, in the United States and 
abroad.” 

To bolster the center’s leadership, 
Mark Bruhn was brought on board as the 
center’s first associate director. With his 
background and expertise in information 
security and a mission to protect IU’s IT 
resources, Bruhn was a natural fit. Kay 
Connelly, an assistant professor in the 
university’s School of Informatics and 
Computing and innovative researcher 
in the Pervasive Technology Labs, 
became an associate director in early 
2003, providing a valuable link between 
the center and the SoIC, as well as the 
computer science research community. 
IUPUI’s Computer Science Department 
lead network engineer Scott Orr joined 
as the third associate director, providing 
a critical connection with the Indianapolis 
campus and the computer scientists and 
information engineers there. Marjorie 
Young was the center’s first staff member, 
helping coordinate the work of the far-
flung directors and manage projects and 
programs—critical roles she continues to 
fill today. 
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Cybersecurity challenges are inherently 
global because the Internet ignores 
national boundaries. Yet cybersecurity 
laws and requirements are largely 
national, or even local. Attackers often 
take advantage of this mismatch by 
launching their incursions across national 
borders, while depending upon those 
differences among national laws and 
enforcement agencies for their safety.

CACR has devoted considerable 
resources to addressing the inherently 
multinational aspects of cybersecurity 
challenges. The center has partnered 
with researchers, government agencies, 
and companies in more than a dozen 
countries, and focused much of its 
attention on China. Cate has traveled 
there repeatedly for meetings with 
students, scholars, and government 
and industry officials; he spoke at the 
2011 and 2013 U.S.-China Internet 
Industry Forums; and he is the author 
of a chapter, “China and Information 
Security Threats and Policy Responses 
in the United States,” in a forthcoming 

AN INTERNATIONAL 
PARTNER

CACR occupies a unique position in 
relation to government: the center works 
with many government agencies and 
provides expert, sometimes classified 
advice, while at the same time criticizing 
government missteps and advocating 
for necessary reforms. One measure of 
CACR’s success is that it often fills both 
roles simultaneously. 

For example, in the face of the 
Snowden leaks, CACR personnel have 
been critical of excessive government 
surveillance and unnecessary 
encroachments into the privacy of 
citizens, even lending expert support to 
litigation in the United States Supreme 
Court designed to curtail widespread 
surveillance. But even in the face of 
such criticism the U.S. government has 
actively sought CACR’s input on these 
issues. In early 2014, the center’s new 
deputy director, David G. Delaney, led a 
small contingent from CACR to National 
Security Agency headquarters in Fort 
Meade, Maryland. “It was a tremendous 
opportunity to identify applications 
for existing and prospective academic 
research related to cybersecurity,” 
Delaney said. “My hope is that we 
will find future opportunities to both 
inform and promote academic and 
public dialogue on national and global 
policy issues.” Cate was appointed to 
a new NSA Privacy and Civil Liberties 
Advisory Board in the summer of 2014, 
just before two senior Department of 
Homeland Security cybersecurity officials 
participated in the CACR Cybersecurity 
Summit. 

Advising the government, while also 
working to maintain independence, 
has long been a successful pattern 
for the center. When President Barack 
Obama ordered a 60-day review of 
the nation’s cyber infrastructure, CACR 
submitted public comments, offering 
12 observations and recommendations 
for combating cybersecurity threats 
more effectively in the future, while the 

In 2004, CACR launched the Indiana 
Higher Education Cybersecurity 
Summit. Thousands of attendees have 
come to Indianapolis from across the 
Midwest to hear nationally recognized 
speakers and learn the latest in technical 
developments. The tenth summit was 
held in June 2014, and attracted the 
Department of Homeland Security’s 
Under Secretary for Cybersecurity 
Suzanne E. Spaulding and director of 
cybersecurity research Dr. Douglas 
Maughan. Previous keynote speakers 
have included Bruce Schneier, Howard 
Schmidt, and Stewart Baker, among 
others, and the summit has played host 
to a wide array of programming—from 
threat detection to identity management 
to cloud computing—designed to 
provide tangible results. 

Oxford University Press book. In October 
2013, Welch traveled to Beijing to present 
“eXtreme Scale Identity Management 
for Scientific Collaborations (XSIM)” at 
the 9th IEEE International Conference 
on eScience. As noted previously, the 
center is home to Microsoft’s Eric T. 
Werner Global Cyber Security Policy 
Advancement Exchange Program, and its 
2013 cybersecurity summit, Red Alert: Is 
the U.S. Responding to the Perception or 
Reality of China’s Cyberthreat?, addressed 
the U.S. response to perceived Chinese 
threats. 

CACR has established a number of 
international collaborations, including 
a joint degree in information security 
between IU’s Maurer School of Law 
and Oxford University’s Oxford Internet 
Institute and a large-scale cybersecurity 
research collaboration on the “Political 
Ecology of Cyberspace” between IU, 
Australia National University, the University 
of California, and the University of Exeter, 
among others.

A FORUM FOR 
DIALOGUE

Where the annual cybersecurity 
summit shines a bright light on the 
subject once a year, CACR hosts and 
sponsors events on every page of the 
calendar. Its Security Seminar series, held 
monthly during the academic year, draws 
up-and-coming and established scholars 
and researchers alike. More than 100 
presentations have been given as part of 
the seminar series, which is augmented 
throughout the year by special lectures. 
Tor and Wikileaks’ Jacob Appelbaum, 
the ACLU’s Chris Soghoian, and the 
National Research Council’s Computer 
Science and Telecommunications Board’s 
Dr. Herb Lin have all presented engaging 
lectures to standing-room only crowds. 

White House appointed Cate to the 
Department of Homeland Security review 
committee providing classified, external 
input into the review. 

In its 2014 review of big data, the 
White House invited CACR to appear 
at one of its hearings and cited the 
center’s comments in its expansive, “Big 
Data: Seizing Opportunities, Preserving 
Values” report, released in May 2014. 

Though sometimes at odds, CACR 
and the government have had a positive 
working relationship through the years. 
And the center has consistently tried 
to respond to government requests for 
assistance. In 2012, CACR partnered with 
Representative Todd Young (R-Ind. 9th) 
to bring together senior defense leaders, 
federal and state officials (including 
Indiana Attorney General Greg Zoeller), 
and industry executives to address 
Information Security for Military Families, 
a key issue that threatens the financial 
security and peace of mind of men and 
women in uniform, military readiness, 
and national security.  Later that year, 
as part of an ongoing partnership 
with the Indiana National Guard, 
CACR hosted a Roundtable on Cyber 
Threats, Objectives, and Responses for 
a small group of senior defense and 
industry officials in Arlington, Virginia. A 
subsequent report highlighted the crisis 
in cyber workforce development as the 
most significant impediment to effective 
cybersecurity in both military and civilian 
institutions.

The center has delivered testimony 
before Congress seven times, and 
participated in numerous Executive 
Branch hearings and workshops. 
CACR has also participated in dozens 
of behind-the-scenes, unpublicized 
meetings and briefings. With the 
addition of Delaney, the former deputy 
associate general counsel for the 
Department of Homeland Security, the 
center is well positioned to keep those 
conversations going.

A TRUSTED, YET INDEPENDENT 
GOVERNMENT ADVISOR
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TIMELINE

2002

2003

2004

2005

2006

2007

2008

2009

2010

March 26
The White House appoints Cate 
to a Department of Homeland 
Security review committee to 
provide classified, external input 
into the White House 60-Day 
Cybersecurity Review 

March 27
CACR submits public comments 
to the White House 60-day 
Cybersecurity Review

May
CACR awards $232,000 worth of 
grants for research in information 
assurance to five teams of IU 
researchers 

June
Seventeen IU researchers and 
faculty are named CACR fellows, 
honoring their work with the 
center to promote and enhance 
cybersecurity

July 18
Dara Eckart is appointed 
administrative director of CACR

September
CACR moves to its current 
location in the Innovation Center, 
although its office space will grow 
significantly over the next five years 
as the center expands

October 5
The National Institutes of Health 
awards CACR a $538,595 grant 
to launch a two-year project, 
“Protecting Privacy in Health 
Research.” The grant enables 
the formation of a blue-ribbon 
committee to examine better 
ways of protecting the privacy and 
security of personal data used in 
health research, while striving to 
reduce the challenges imposed 
upon that research by current laws

November 9

President McRobbie dedicates the 
$10 million Innovation Center at 
10th Street and the Indiana 45/46 
Bypass. The 40,000-square foot 
building provides space for CACR 
and other university researchers

April 1
Bruce Schneier keynotes the 
annual Higher Education 
Cybersecurity Summit

June
CACR awards three internal 
grants, totaling $150,000, to 
support early stage cybersecurity 
research, and names six new 
fellows from four IU units

August 31
Recognizing the vast potential at 
the intersection of health data and 
cybersecurity, CACR launches the 
Health and Technology Seminar 
Series, designed to bring leading 
scholars and researchers to 
Bloomington to share their work

September 23
Cate testifies before the U.S. 
House Judiciary Committee, 
calling for revisions to the Stored 
Communications Act

September 27
“Security Matters,” an educational 
video series produced by CACR 
and designed to provide basic 
cybersecurity and personal privacy 
guidance to the general public, 
launches on YouTube with a video 
entitled “How to Spot a Scam”

September 29
A $4 million gift from the Lilly 
Endowment, Inc. helps launch 
the Center for Law, Ethics, and 
Applied Research (CLEAR) in 
Health Information, a sister center 
to CACR focusing on cybersecurity 
and privacy challenges posed 
by the rapid development and 
expansion of health information 
technology

April 17
CACR is designated an NSA 
National Center of Academic 
Excellence in Information Assurance 
Research, making IU the only Indiana 
organization to be a National Center 
of Academic Excellence in both 
Information Assurance Education 
and Research

April 3-4
Indiana Deputy Attorney General 
Matt Light and FBI Special 
Agent Robert M. Herzog present 
at the 2008 Higher Education 
Cybersecurity Summit

November 19
A $15 million grant from the Lilly 
Endowment, Inc. establishes the 
Pervasive Technology Institute, 
which comprises CACR and two 
other initiatives. The grant allows 
CACR to assume responsibility for 
the Advanced Network Management 
Lab, led by Steven Wallace who, 
along with William K. Barnett, 
Senior Manager for Life Sciences in 
Research Technologies, are named 
associate directors of CACR 

October 22
Michael A. McRobbie invites 
individuals from various IU units 
to brainstorm the creation of 
an “IU Center on Cybersecurity 
Research”

November 4
Meeting in Franklin Hall, the team 
envisions what will become the 
Center for Applied Cybersecurity 
Research (CACR)

December 9
Distinguished Professor Fred 
H. Cate, of the Maurer School 
of Law, is appointed CACR’s 
founding director; Mark Bruhn is 
appointed associate director

February 9
Kay Connelly, assistant professor 
in the Computer Science 
Department, is appointed 
associate director

March
Scott Orr, lead network engineer 
in the IUPUI Department of 
Computer Science, and Markus 
Jakobsson, associate professor 
of Informatics, are named 
associate directors 

April 17
White House National 
Infrastructure Protection Board 
Chairman Howard Schmidt helps 
inaugurate CACR at a ceremony 
in Indianapolis

March 26
With support from the University of 
Notre Dame and Purdue University, 
CACR organizes the first Indiana 
Higher Education Cybersecurity 
Summit, featuring former White 
House counterterrorism chief 
Richard Clarke

An undergraduate degree in 
cybersecurity is approved as a 
cognate through the School of 
Informatics and Computing (SoIC). 
To prepare, cybersecurity courses 
are offered on the Bloomington 
and IUPUI campuses

June 14
Cate testifies before the 
Subcommittee on Social Security, 
U.S. House of Representatives, on 
enhancing Social Security Number 
security and privacy

October
CACR and SoIC receive a 
Commitment to Excellence grant 
to provide base funding for a 
new cybersecurity faculty position 
(soon filled by Raquel Hill), a 
cybersecurity law postdoctoral 
position, and the regular 
cybersecurity speakers series

April 28-29
Amit Yoran, former director of the 
Department of Homeland Security’s 
National Cybersecurity Division, 
keynotes the 2005 Higher Education 
Cybersecurity Summit

March 30-31
The 2006 Higher Education 
Cybersecurity Summit features 
Symantec’s Rob Clyde, Microsoft’s 
Barbara Chung, and Internet2/
EDUCAUSE’s Rodney Petersen

December 5
Cate is invited to testify at the 
inaugural hearing of the White 
House Privacy and Civil Liberties 
Oversight Board 

April 5-6
Kim Milford, Virginia Rezmierski, 
and Ann West highlight the 
annual CACR Higher Education 
Cybersecurity Summit

April 17
The National Security Agency 
designates CACR as a National 
Center of Academic Excellence in 
Information Assurance Education

October
Computerworld names Cate to 
its annual list of “Best Privacy 
Advisers.” He is the only 
representative from academia to be 
listed. He is honored again in the 
magazine’s 2008 and 2011 surveys

December
CACR begins its Security Seminar 
series, a monthly lecture by 
rising scholars and established 
academics alike
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February 8
Von Welch, founding co-director 
of the Cybersecurity Directorate 
at the National Center for 
Supercomputing Applications, 
joins CACR as its first deputy 
director 

March 8
In partnership with the Centre 
for Information Policy Leadership 
at Hunton & Williams, LLP, 
CACR creates the Institute for 
Information Policy Research to 
conduct research on a range of 
information security and privacy 
policy issues

March 16
In response to whole body 
scanning at some airports, Cate 
argues against invasive and 
unnecessary privacy violations 
in testimony to the Committee 
on Oversight and Government 
Reform at the U.S. House of 
Representatives

March 16
CACR’s Welch and Barnett 
and two Pervasive Technology 
Institute colleagues release “An 
InCommon Roadmap for NSF 
Cyberinfrastructure,” providing 
guidance in the link between 
U.S. education and research 
communities via the InCommon 
Federation

April 11
Cloud computing dominates 
the focus of the 2011 Higher 
Education Cybersecurity Summit

June 3
As part of the Google Buzz lawsuit 
settlement, a U.S. District Judge 
awards $300,000 to CACR to 
expand its “Security Matters” 
video series

June 22
Cate is named one of four founding 
members of the policy council of 
the International Foundation for 
Online Responsibility

October 6
CACR and the National Center for 
Supercomputing Applications team 
up to host the Scientific Software 
Security workshop to explore the 
cybersecurity needs of National 
Science Foundation (NSF) projects

October
In partnership with the Center 
for Democracy and Technology, 
CACR’s Institute for Information 
Policy Research receives the first in 
a series of grants from The Privacy 
Projects, totaling more than $1 
million, to examine systematic 
government access to private-
sector data. The work includes a 
series of papers on government 
access in 16 countries; five 
workshops in the United States, 
Canada, and Europe; a dedicated 
issue of International Data Privacy 
Law; and a forthcoming book

January
CACR becomes the 
administrative home of the 
REN-ISAC, one of the 16 sector-
specific information sharing and 
analysis centers in the country. 
Originally proposed by President 
McRobbie in 2002, the REN-ISAC 
is recognized by DHS as the 
ISAC for the higher education 
community as well as major 
research labs 

February
IU and the University of Oxford 
launch the Information Law Policy 
Program, offering an LL.M. from 
the Maurer School of Law and a 
Certificate in Information Law and 
Policy from the Oxford Internet 
Institute

April 6
Two papers by Welch are named 
among the top 22 papers 
of the past 20 years by the 
International ACM Symposium 
on High-Performance Parallel and 
Distributed Computing

April 11

CACR partners with Representative 
Todd Young (R-Ind. 9th) to bring 
together senior defense leaders, 
federal and state officials (including 
Indiana Attorney General Greg 
Zoeller), and industry executives 
to address Information Security for 
Military Families, a key issue that 
threatens the financial security and 
peace of mind of men and women 
in uniform, military readiness, and 
national security

June 4
Microsoft selects IU as the U.S. 
partner in its Eric T. Werner Global 
Cyber Security Policy Advancement 
Exchange Program. The program 
funds an annual exchange of 
graduate students between China’s 
leading information security 
research center at Xi’an Jiao Tong 
University and IU

September 20
As part of an ongoing partnership 
with the Indiana National Guard, 
CACR hosts a Roundtable on 
Cyber Threats, Objectives, and 
Responses for a small group of 
senior defense and industry officials 
in Arlington, Virginia. A subsequent 
report highlights the crisis in 
cyberworkforce development as 
the most significant impediment 
to effective cybersecurity in both 
military and civilian institutions

October 9
NSF awards $4.3 million to CACR 
and four other organizations to 
launch the Center for Trustworthy 
Scientific Cyberinfrastructure 
(CTSC). The project, led by Welch, 
provides cybersecurity expertise 
and resources to NSF-funded 
projects around the world

March
CACR’s Institute for Information 
Policy Research receives the first 
of three grants from The Privacy 
Projects for a series of meetings 
and reports on risk management 
in information privacy and security
 
April 4
IU and Internet2 announce a 
$2 million initiative to address 
cyberattacks against higher 
education institutions. Cate is 
named the interim director of the 
project

May
President McRobbie is named 
chair of the cybersecurity 
subcommittee of the FBI’s 
National Security Higher 
Education Advisory Board

June
Former NSA contractor Edward 
Snowden leaks a trove of 
classified documents detailing 
the significant surveillance 
capabilities by the U.S. and other 
governments. CACR personnel 
serve as key media sources in 
the aftermath, including multiple 
appearances in BusinessWeek, 
Chicago Tribune, Economist, 
Financial Times, Forbes, Guardian, 
Huffington Post, Los Angeles 
Times, New Yorker, New York 
Times, Slate, Times (of London), 
USA Today, Wall Street Journal, 
Washington Post, Washington 
Times, Wired, and many other 
outlets

July 1

David G. Delaney, former deputy 
associate general counsel at 
the Department of Homeland 
Security, joins CACR as a senior 
fellow

September 9
Cate, Fidler, and former 
Congressman Lee Hamilton 
debate the consequences of 
the Snowden leaks at a panel 
discussion organized by the 
Center on American and Global 
Security in Bloomington. Their 
comments are subsequently 
published in an IU Press book

September 11-12
CACR hosts an intensive 
workshop in Westerly, Rhode 
Island on the Role of the FTC in 
Information Privacy and Security

September 30
-October 2 
CTSC hosts the NSF 
Cybersecurity Summit, bringing 
together more than 100 
representatives from NSF-funded 
projects for a three-day summit 
on cybersecurity

November 7
Cate travels to Canberra to 
participate in announcement 
of a new cybersecurity research 
collaboration on the Political 
Ecology of Cyberspace between  
Australia National University, 
the University of California, the 
University of Exeter, and IU

February 28
Representatives from CACR meet 
with the NSA at its Fort Meade, 
Maryland headquarters to discuss 
achieving a secure, trusted global 
cyber environment 

April 8
Cate, Microsoft’s Peter Cullen, 
and the Oxford Internet Institute’s 
Viktor Mayer-Schönberger file 
comments with the White House 
on actions to protect personal 
privacy while unlocking the 
potential of “big data” 

June
Cate is appointed to a new 
NSA Privacy and Civil Liberties 
Advisory Board

June 19
The Department of Homeland 
Security takes center stage at the 
2014 Cybersecurity Summit, with 
Under Secretary for Cybersecurity 
Suzanne E. Spaulding and 
Director of Cybersecurity 
Research Dr. Douglas Maughan 
delivering presentations. Chris 
Soghoian, the ACLU’s principal 
technologist, also delivers a 
keynote address

July 1
Cate steps down as founding 
director. Welch is named CACR 
director; Delaney is appointed 
the center’s new deputy director

2011

2012

2013

2014
October 29
Former DHS assistant 
secretary for policy Stewart 
Baker headlines the 2012 
Cybersecurity Summit

November 19
CACR and IU’s Grid Operation 
Center and Global Research 
Network Operations Center 
receive a piece of a $23.4 million 
grant to support a Department 
of Homeland Security project, 
the Software Assurance 
Marketplace (SWAMP), which 
allows software developers to 
close critical security holes in 
their products
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THE FUTURE 
Cybersecurity has become so pervasive and so critical that the 
only thing certain about the future is that cybersecurity will 
continue to present pressing challenges to all sectors of the 
economy and most aspects of daily life. Four sets of cybersecurity 
issues that we confidently expect to dominate research agendas, 
newspaper headlines, and government and industry debates are: 

Cybersecurity is increasingly about the intersection 
of what is technically possible, economically driven, 
legally managed, and socially influenced. For 
example, the gap between what is technically feasible 
in cybersecurity and what is deployed in the real 
world is increasingly growing—something researching 
new technologies will only serve to exasperate. 
Structuring research that addresses those gaps, and 
does not itself fall victim to them, is difficult due to 
the disciplinary barriers that must be crossed and the 
degree to which most funding sources tend to focus 
on single disciplines. 

Many of today’s most critical cybersecurity 
challenges are behavioral. We often have 
developed effective tools, but as a society we 
need to persuade organizations and individuals to 
use them appropriately. All the way from simple 
tasks like choosing strong passwords and keeping 
software updated to more challenging activities like 
securing critical data and systems, we often have 
the appropriate technologies, we just have not 
succeeded at getting people to use them—and keep 
using them over time. Over the past decade, every 
successful significant cyber attack has exploited 
a human vulnerability—taking advantage of an 
individual through a phishing message or some 
other form of social engineering is the most common 
approach. 

Cybersecurity lacks any agreed upon approaches 
for prioritizing risks. We are increasingly telling 
individuals and organizations to worry about 
everything. For example, the Obama Administration’s 
2013 executive order on cybersecurity in critical 
infrastructure identified every industry sector as 
critical except for higher education and hospitality. 
This approach is unworkable, wastes scarce public 
and private resources, and encourages a feeling of 
helplessness. 

Virtually all of our approaches to cybersecurity are 
national (or in some cases local). We use national-
level incentives, national laws, national (or state or 
local) prosecution, and often differences in national 
laws (e.g., privacy laws, or country of origin laws) limit 
even our technological tools to national settings. Yet 
the threats are all global and cyber criminals (as well 
as other governments and terrorists) take advantage 
of national borders to obscure their activities. Until 
we find an effective response, our efforts to secure 
cyberspace will inevitably fall short.

How do we develop methods and tools for 
prioritizing cybersecurity risks and responses?

How do we develop a workable multinational 
approach to inherently multinational 
cybersecurity challenge? 

How do we encourage the cross-cutting 
research, engagement, and funding necessary 
to address society’s real cybersecurity 
challenges? 

How do we build cybersecurity solutions that 
do not fall victim to the inevitable tendency of 
humans and organizations to err? 

None of these issues are new, and all require the 
type of interdisciplinary, cross-sectoral approaches 
that then-Vice President Michael A. McRobbie 
envisioned CACR providing. As long as the need 
remains, CACR is committed to continue to serving 
that far-sighted vision.
 


