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1. Introduction
The Na onal Science Founda on (NSF) funds over 11,000 awards each year with an annual budget of
about $7.5 billion. These awards, in aggregate, create a science and engineering research community
whose size and diversity is unparalleled. Implemen ng appropriate cybersecurity across this NSF
community – in a way that is both eﬀec ve in managing cybersecurity risks and enables this community
to achieve its science objec ves – is a complex interdisciplinary research challenge. Adding to this
challenge is the reality that NSF awards are hosted in ins tu ons (e.g., universi es, research
laboratories) that have their own diverse histories, policies, and risk tolerances with which the projects
must comply.
Trusted CI, the NSF Cybersecurity Center of Excellence (CCoE)1, has been working to overcome this
challenge for over ﬁve years. Its success has been noted both by the NSF community, with the 2017
Report from the NSF Large Facili es Cyberinfrastructure Workshop [1] ci ng it as a model for future NSF
centers and the director of the NSF Oﬃce of Advanced Cyberinfrastructure referring to Trusted CI as “a
very innova ve model in providing cybersecurity exper se to NSF large projects such as the NSF Facili es
and has been extremely successful." [2] (34:26)
This document establishes Trusted CI’s vision for a NSF Cybersecurity Ecosystem – a collec on of people,
knowledge, processes, and cyberinfrastructure – that is necessary to support cybersecurity across the
diverse NSF community. Trusted CI is primarily responsible for bringing the vision of a NSF Cybersecurity
Ecosystem to frui on. Hence, following Trusted CI’s vision is its mission statement and ﬁve‑year strategic
plan to fulﬁll that role.

1

Trusted CI was formerly known as the Center for Trustworthy Scien ﬁc Cyberinfrastructure (CTSC).
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2. Background
Trusted CI’s vision for a NSF Cybersecurity Ecosystem exists to support NSF’s Vision, the science missions
missions of NSF projects, and NSF cyberinfrastructure (CI).

The NSF Vision, Big Ideas, and Diverse Research Community
NSF, in its strategic plan for 2018‑2022 [3], establishes the NSF Vision of “a na on that is the global
leader in research and innova on.” The examples in the strategic plan, and the referenced 10 Big Ideas
document [4], demonstrate the large diversity of research that NSF funds from its seven diﬀerent science
directorates. For example: harnessing the data revolu on, exploring the new arc c, mul ‑messenger
astrophysics, quantum compu ng, and phenotypes. This vision and breadth of research topics set
challenging goals in terms of what NSF Cybersecurity Ecosystem must support.

Trustworthy Science
Cybersecurity is the prac ce of managing risks in order to achieve a goal. In this case, the goal is
trustworthy science, that is research results that are reproducible and trusted by the scien ﬁc
community and the public. Clearly trustworthy science requires more than cybersecurity to achieve –
data cura on, ethics, scien ﬁc method, etc. – but with research’s heavy reliance on compu ng,
speciﬁcally cyberinfrastructure (CI), cybersecurity is a necessary component.
Trusted CI has iden ﬁed the following aspects of cybersecurity as important to trustworthy science:
1. Availability: Ensuring that cyberinfrastructure and scien ﬁc data results are available so that
research can be produc vely accomplished and its results disseminated. For example, protec ng
instruments from cyber threats that make them unusable [5].
2. Integrity: Ensuring that data and data‑producing infrastructure are not inﬂuenced by
unauthorized par es. This includes being able to provide evidence to judge claims that research
may have tampered with when data management prac ces are called into ques on (e.g.,
defending climate research [6]).
3. Conﬁden ality: Ensuring that research involving sensi ve data protects that data from
unauthorized disclosure. This includes data regulated by law as well as data sensi ve due to
ethical concerns (e.g., keeping the loca on of endangered species from poachers [7]).

NSF Cyberinfrastructure
Most scien ﬁc research relies heavily on compu ng, and NSF provides a large quan ty of compu ng for
science in the form of cyberinfrastructure (CI) [8]. NSF funds CI primarily through the same grant
mechanisms it uses for science research, leading a large number and diversity of CI projects. Examples
include so ware development done through the NSF So ware Infrastructure for Sustained Innova on
program and coordinated by so ware ins tu ons [9], projects providing compute resources (e.g., the
7
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Open Science Grid [10], Extreme Science and Engineering Discovery Environment [11], Jetstream [12],
Wrangler [13]), and projects providing data storage and access (e.g., Big Data Regional Innova on Hubs
[14]).
NSF also funds CI cybersecurity projects to provide exper se and technology to these projects to manage
their cyber risks. This includes Trusted CI, which is funded as the NSF Cybersecurity Center of Excellence
[15]. In a recent call for proposals [16], NSF has also indicated its inten on to fund a Collabora ve
Security Response Center (CSRC), whose presumed existence is included in Trusted CI’s Strategic
Objec ves later in this document.
In addi on to NSF‑funded CI, the NSF community beneﬁts from shared IT and cybersecurity services
where such make sense. Hence, NSF projects use so ware, infrastructure, and services from their
hos ng ins tu ons (universi es, research laboratories, etc.), regional networks (e.g., Quilt [17]), na onal
organiza ons (e.g., Internet2 [18]), commercial services, and open source so ware.
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3. The Trusted CI Vision: A NSF Cybersecurity
Ecosystem
The NSF community is large and diverse, encompassing NSF itself, its seven science directorates, over
two dozen Large Facili es, and tens of thousands of smaller ephemeral projects. This community is
ghtly integrated with the higher educa on ins tu ons and research laboratories that provide
administra ve homes for projects. The community also collaborates closely with communi es from
other federal and non‑federal agencies, as well as with the interna onal science community.
The diversity of these projects’ science missions, combined with the complexi es of implemen ng
cybersecurity and open science in tandem, creates a serious cybersecurity challenge. There is no
oﬀ‑the‑shelf approach to cybersecurity for open science that the NSF community can adopt. Even Large
Facili es, the largest of the NSF projects, struggle to develop tailored approaches.
To address this challenge, an approach is needed to manage risks – while providing both ﬂexibility for
project‑speciﬁc adapta ons and access to the necessary knowledge and human resources for
implementa on. Hence, the Trusted CI vision is for:
“A NSF cybersecurity ecosystem, formed of people, prac cal knowledge, processes, and
cyberinfrastructure, that enables the NSF community to both manage cybersecurity risks and
produce trustworthy science in support of NSF’s vision of a na on that is the global leader in
research and innova on.”
Trusted CI's vision of the NSF Cybersecurity Ecosystem requires certain a ributes in the key areas of
knowledge, people, cyberinfrastructure, and processes. Each a ribute reﬂects this future vision, rather
than the status quo. The following subsec ons describe these needed a ributes.
This Trusted CI vision is aggressive and, as described subsequently in Trusted CI’s mission statement and
strategic objec ves, will require collabora on between Trusted CI and other members of the community
(e.g., the newly solicited NSF Collabora ve Security Response Center) to fully realize.

Knowledge: Leadership in Supporting Research and Innovation
1. The 11,000+ new projects funded by NSF each year quickly and eﬀec vely establish
appropriate cybersecurity programs. The enabling knowledge for establishing and maintaining a
NSF cybersecurity program is readily available, eﬃciently consumed, and eﬀec vely applied. This
will be facilitated by contribu ons to the NSF Large Facili es Manual [19].
2. NSF Principal Inves gators and Program Oﬃcers know what resources are required to
implement, maintain, and evaluate a cybersecurity program appropriate for a project’s science
mission and size.
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3. The rela onship of NSF science to cybersecurity standards (e.g., NIST CSF, NIST RMF,, 800‑171,
HIPAA) is well understood and ar culated. The community shapes the applica on of
cybersecurity standards to enhance the ability to do trustworthy science.
4. Cybersecurity lessons learned are shared across the NSF community to build a corpus of
knowledge and guard against knowledge loss as projects end. Social barriers have diminished, so
the community heralds sharing lessons learned as well as successes.
5. The NSF community convenes discussions and shares cybersecurity knowledge with other
research communi es and with the broader cybersecurity community.

People: A Diverse, Well‑Supported Workforce
1. NSF CI professionals, cybersecurity professionals, and researchers have ready access to the
cybersecurity professional development for NSF science they need to be an eﬀec ve workforce.
2. Workforce development eﬀorts ensure the NSF Cybersecurity Ecosystem has a talent pipeline,
with people with diverse perspec ves, suﬃcient to eﬀec vely serve the en re NSF community.
3. The informa on security oﬃces at hos ng ins tu ons, regional networks, and na onal
en es collaborate with NSF projects to best support their science missions. The collabora on
may be direct or through research compu ng facilitators. As cybersecurity becomes increasingly
crucial, these interac ons increase in both number and importance.
4. To gather requirements and broadly disseminate tailored cybersecurity guidance, the NSF
Cybersecurity Ecosystem collaborates with NSF centers of exper se and other key
organiza ons, e.g., the NSF so ware Ins tutes [9], XSEDE [11], OSG [10], the Coali on for
Academic Scien ﬁc Computa on [20], Internet2 [18], the Research and Educa on Networking
Informa on Sharing and Analysis Center [21], and the NSF Large Facili es Oﬃce [22].

Cyberinfrastructure: Enabling People and Collaboration
1. The NSF Cybersecurity Ecosystem takes advantage of advances to cybersecurity from research.
This includes research by NSF (e.g., Secure and Trustworthy Cyberspace [23]) as well as research
by other organiza ons (e.g., Authen ca on and Authorisa on framework for Research and
Collabora on [24], WISE [25], Department of Homeland Security Science and Technology [26]).
Through adop on of research, the NSF Cybersecurity Ecosystem is a contributor to NSF’s eﬀorts
to transi on research to prac ce.
2. Guidance exists to leverage IT services from outside of the NSF community in a trustworthy
manner. The NSF community beneﬁts from shared IT (e.g., cloud compu ng, storage, and
high‑level applica ons) where such sharing makes sense. This includes cybersecurity services
from outside the community (e.g., InCommon [27], OmniSOC [28]).
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3. The NSF Cybersecurity Ecosystem deploys and operates its own tailored cybersecurity services
when most eﬀec ve. Building on the experience of Trusted CI [29], XSEDE [30], and the new NSF
Collabora ve Security Response Center [16], new cybersecurity services will be established when
appropriate.
4. The NSF community readily discerns the opera onal and cybersecurity maturity of
cyberinfrastructure components in order to appropriately deploy them. Cyberinfrastructure is
o en born as a research product and later matures to support higher opera onal and
cybersecurity standards. For example, so ware may start as research in itself, suitable for
experimenta on, but not hardened for deployment in mature opera onal contexts. As it proves
itself useful to research, the so ware is matured, with applica on of professional engineering
and security, enabling it for use in contexts of increasing risk.
5. The NSF Cybersecurity Ecosystem enables interoperability and collabora ve research with
other agencies (Department of Energy, Na onal Ins tutes of Health, etc.), na ons, and en
through coordina on and collabora on.

es

Processes
1. The NSF Cybersecurity Ecosystem works together closely in mes of need – for example, in
response to incidents that broadly impact the community, or in response to administra ve
pressures on the community to adopt cybersecurity measures that must be adapted for scien ﬁc
produc vity.
2. The NSF Cybersecurity Ecosystem recognizes a need for local autonomy and accommoda on of
diverse NSF projects in diﬀerent areas of science, with diﬀerent needs for collabora on, and at
diﬀerent points in their life cycle and hence maturity.
3. The NSF Cybersecurity Ecosystem recognizes the need for diﬀerent risk tolerances. Individual
NSF projects have their own mission, maturity level, cultural risk tolerances, and existence within
ins tu ons with diﬀerent cybersecurity programs.
4. The NSF Cybersecurity Ecosystem collabora vely con nues to deﬁne the ﬁve‑year
cybersecurity vision to track changes in NSF science, the prac ce of cybersecurity, external
threats, and cyberinfrastructure itself. Given the rapidly evolving nature of research, informa on
technology and cybersecurity in par cular, the ecosystem evolves with these changes.

11

Five‑year Cybersecurity Vision and Strategy for the NSF Community
Version 1 ‑ June 20th, 2018

4. The Trusted CI Mission and Strategic Objectives
Since 2012, NSF has funded Trusted CI, the NSF Cybersecurity Center of Excellence (trustedci.org)2 to
provide the scien ﬁc community with leadership and prac cal guidance in cybersecurity and related
topics such as iden ty management and privacy. The center’s accomplishments [31] include:
●
●
●

●
●
●
●

Building a rela onship with the NSF community and establishing trust in Trusted CI’s mo ve and
eﬀec veness in helping the community with their science missions.
Educa ng the NSF community on cybersecurity’s role in trustworthy and reproducible science.
Impac ng nearly 200 NSF projects through their a endance at the annual NSF Cybersecurity
Summit or a Trusted CI training event, or par cipa on in one of over two dozen direct
engagements with Trusted CI.
Producing freely available guidance on cybersecurity programs and iden ty management that
has enabled at least ten NSF projects to develop their own programs in these areas.
Launching a monthly webinar series on NSF cybersecurity which drew over 160 a endees and 80
subsequent viewings of recordings in its ﬁrst year.
Providing dozens of cybersecurity training sessions to hundreds of community members on
topics such as iden ty management, log analysis, and secure coding.
Re‑establishing and growing the annual NSF Cybersecurity Summit to well over 100 a endees
each year.

Trusted CI has primary responsibility for bringing the Trusted CI Vision for an NSF Cybersecurity
Ecosystem to frui on. Hence, its new mission statement to support its vision:
“The Mission of Trusted CI is to lead in the development of a NSF Cybersecurity Ecosystem with
the workforce, knowledge, processes, and cyberinfrastructure that enables trustworthy science
and NSF’s vision of a na on that is a global leader in research and innova on.”
To accomplish this mission, we organize the planned ac vi es of Trusted CI under a set of strategic
objec ves, detailed in the subsequent sec ons. Trusted CI’s overall metric of success will con nue to be
posi ve feedback from the NSF community. Each strategic objec ve is followed by a key metric of
success we believe is essen al to maintaining that community endorsement.

Strategic Objective 1: Build and Disseminate the Needed Knowledge
Strategic Objective 1.1: Develop and support the adoption of the NSF Cybersecurity
Framework
Trusted CI and its member organiza ons have been building and dissemina ng prac cal knowledge for
the past ﬁve years, including the Guide to Developing Cybersecurity Programs for NSF Science and
Engineering Projects [32], reports from the NSF Cybersecurity Summits [33]–[35], the Open Science
2

Originally known as the Center for Trustworthy Scien ﬁc Cyberinfrastructure (CTSC)
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Cyber Risk Proﬁle [36], the Informa on Security Prac ce Principles [37], and training across a wide range
of NSF cybersecurity topics [38].
Given the increased focus on cybersecurity globally, it is of increasing importance that the NSF
community be able to ar culate how this knowledge aggregates to form a comprehensive cybersecurity
framework and how that framework relates to other broadly known programs such as the NIST
Cybersecurity Framework [39] and NIST 800‑171 [40]. Trusted CI will accomplish this task by building on
exis ng materials and developing new materials, integrated into a coherent framework appropriate to
the NSF Cybersecurity Ecosystem, thereby giving the NSF community the ability to resist less relevant
frameworks.
Key metric of success: Adop on of the NSF Cybersecurity Framework by NSF Projects.

Strategic Objective 1.2: NSF Community Awareness
NSF funds over 11,000 projects a year. Assuming only those receiving over one million dollars in funding
require some form of cybersecurity project, that means ﬁve hundred new projects every year need to
quickly learn and apply the knowledge that Trusted CI is crea ng. Trusted CI will be aggressive in
evangelizing to these projects about the NSF Cybersecurity Framework, related cybersecurity
resources, and workforce development opportuni es Trusted CI and collabora ng projects such as the
CSRC provide. This includes Trusted CI con nuing to work with NSF, par cularly the Large Facili es
Oﬃce, to incorporate the NSF Cybersecurity Framework into NSF’s guidance [19].
Key metric of success: Percentage of >$1M NSF projects each year consuming some product of Trusted
CI.

Strategic Objective 1.3: Build the Community needed for the NSF Cybersecurity
Ecosystem
Trusted CI will build and lead the community needed for the NSF Cybersecurity Ecosystem to be
successful. Trusted CI will con nue to organize the annual NSF Cybersecurity Summits, online
discussions, and communica on forums to con nue to mature and grow the community. Community
building will be done in collabora on with other NSF cybersecurity centers and projects. When other
projects have a clear leadership mandate in an area, Trusted CI will support their eﬀorts (e.g., it will assist
the NSF Collabora ve Security Response Center with coordina ng incident response).
Key metric of success: Collabora ons between NSF projects related to cybersecurity.

Strategic Objective 1.4: Continue to Deepen The Community’s Understanding of
Trustworthy Science
Before Trusted CI, much of the NSF community held the assump on that cybersecurity was a barrier to
the mission of NSF science. Trusted CI will con nue to evangelize a ﬂexible approach to cybersecurity,
which balances baseline prac ces with risk management emphasizing the mission of scien ﬁc
research. This teaches the community that science and cybersecurity are not mutually exclusive, and
13
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helps move project prac ces from avoiding cybersecurity to embracing it. Trusted CI must con nue to
develop the community understanding of how cybersecurity can be a suppor ve, enabling tool for
produc ve, trustworthy research.
Key metric of success: Posi ve references to Trusted CI products by the NSF scien ﬁc community.

Strategic Objective 2: Processes to Sustain the Community
Strategic Objective 2.1: Effective Assistance and Sustainability
Trusted CI has provided over two dozen NSF projects with tailored consul ng through its Engagement
program [41]. Some of these Engagements have been funded under its grants from NSF and others
directly by the projects (e.g., SGCI3, ImPACT4). Trusted CI will con nue to improve its delivery of NSF‑
and project‑funded Engagements to most eﬀec vely and eﬃciently meet the needs of the NSF
community. It will also con nue to explore Engagements funded by projects as a means to the goal of
achieving ﬁnancial sustainability.
Key metric of success: Number of NSF projects paying Trusted CI directly for service.

Strategic Objective 2.2: De ine Metrics and Track Progress
The NSF community needs metrics to track and ensure progress in implemen ng cybersecurity. Trusted
CI will lead the deﬁni on and tracking of cybersecurity community metrics to achieve mul ple goals: 1)
Measure the impact of Trusted CI; 2) Enable community members to benchmark their eﬀorts in rela on
to the cybersecurity eﬀorts of other community members; 3) Demonstrate the matura on of the NSF
Cybersecurity Ecosystem over me. When metrics are in the area of leadership of other NSF
cybersecurity centers, Trusted CI will collaborate with those projects in deﬁning and tracking the metrics.
Key metric of success: Improvement of metrics over me.

Strategic Objective 3: Secure Cyberinfrastructure
Strategic Objective 3.1: Improve the Security of NSF Cyberinfrastructure
In NSF community surveys conducted by Trusted CI [42], all responding projects indicated they undertake
the development of at least some of the so ware they u lize. NSF funds the development of a large
amount of so ware that becomes cyberinfrastructure. Currently there are no deﬁned expecta ons on
how to discern so ware that is itself research versus so ware that is suﬃciently mature for use in
opera ons, nor how so ware evolves along this spectrum. Trusted CI will con nue its work in
developing secure so ware engineering and secure coding prac ces [43]. These prac ces will provide

3
4

NSF Award 1547611
NSF Award 1659367
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NSF‑funded so ware development eﬀorts and the broader NSF community with expecta ons on
maturing so ware from a cybersecurity perspec ve and the knowledge to do so.
Key metric of success: Adop on of Trusted CI secure so ware prac ces by NSF projects.

Strategic Objective 3.2: Coordinate with the NSF CSRC
NSF, in solicita on 18‑547 Cybersecurity Innova on for Cyberinfrastructure [16], has expressed its intent
to fund a NSF Collabora ve Security Response Center (CSRC). This center will bolster the NSF
Cybersecurity Ecosystem by building community incident response capabili es. Trusted CI will
coordinate and collaborate with the new CSRC to foster the success of both centers and the
ecosystem. For example, Trusted CI will work with the NSF CSRC to explore collabora on on the annual
NSF Cybersecurity Summit, deﬁning and tracking metrics, and exploring which opera onally‑focused
ac vi es of Trusted CI will be shi ed to the NSF CSRC (e.g., Trusted CI’s current Cyberinfrastructure
Vulnerabili es [44] awareness service).
Key metric of success: Number and con nuity of synergis c ac vi es with the NSF CSRC.

Strategic Objective 3.3: Service Coordination and Delivery
NSF projects can beneﬁt from incorpora ng outside cybersecurity services within their cybersecurity
programs (e.g., from the higher educa on community or the private sector). Some of these services are
rela vely generic (e.g., so ware tes ng), while others may need to be tailored to the NSF community
(e.g., the Collabora ve Security Response Center laid out in the 2018 CICI solicita on [16]). Trusted CI
will tailor, as needed, and vet third party services to best address the needs of the NSF community –
ul mately serving as the trusted source for iden fying which services are well posi oned to serve NSF
project needs and working to improve services for the NSF community. In the case of services focused on
opera onal security, the CCoE will coordinate with the NSF CSRC.
Key metric of success: Number of cybersecurity services u lized by NSF projects.

Strategic Objective 3.4: Build a National Community around Cybersecurity for
Research
The NSF community collaborates both na onally (e.g., Department of Energy, Na onal Ins tutes of
Health) and interna onally (e.g., Large Hadron Collider, Square Kilometer Array, Laser Interferometer
Gravita onal‑Wave Observatory). Trusted CI will play a leadership role in coordina ng with outside
organiza ons to ensure eﬀec ve collabora on by building trust with the NSF community and aligning
technical services (perhaps in collabora on with the NSF CSRC).
Key metric of success: Successful coordina on of events with non‑NSF organiza ons.
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Strategic Objective 4: Foster the Workforce and Collaborations
Strategic Objective 4.1: Workforce Development and Training
Trusted CI will con nue to provide high‑quality training for the NSF community. Trusted CI’s training
will be broadly and readily available through in‑person and online means. Training will be tailored for the
various stakeholders in the community (e.g., cybersecurity professionals, project management,
researchers, and leadership).
Metric of success: Training a endance and feedback.

Strategic Objective 4.2: Workforce Inclusion and Recruitment
Trusted CI and other NSF projects need cybersecurity professionals to accomplish the work described in
these strategic objec ves. That workforce needs to be constantly refreshed to adjust for growth,
departures, and changes in projects. Trusted CI will con nue eﬀorts to make students and non‑NSF
professionals aware of the NSF Cybersecurity Ecosystem and the opportuni es to work in
cybersecurity and enable science, an exci ng combina on. Increasing the representa on of minori es
and underrepresented groups in the NSF Cybersecurity Ecosystem, whose demographics at NSF
Cybersecurity Summits indicate a white male majority, will serve to bolster the workforce.
Metrics of success: Outreach events. Increased minority representa on in the NSF Cybersecurity
Ecosystem.

Strategic Objective 4.3: Outreach to Higher Education
With over 11,000 funded projects per year and, by interpola on, tens of thousands of funded projects at
any me, Trusted CI is signiﬁcantly challenged to impact all these projects and address their
cybersecurity needs. Trusted CI needs to seek leverage, and two promising sources are research
facilitators (e.g., Coali on for Academic Scien ﬁc Computa on, the CaRC Consor um, Advanced
Cyberinfrastructure Research and Educa on Facilitators) and informa on security oﬃces. Trusted CI will
con nue outreach to higher educa on informa on security oﬃces and research facilitators to enable
them to help NSF projects with cybersecurity. Today both lack key exper se – cybersecurity in the case
of of the research facilitators, and an understanding of NSF project engagement in the case of the
informa on security oﬃces. Trusted CI’s outreach will cover these areas of exper se and encourage
collabora on between these two groups.
Key metric of success: Posi ve feedback from informa on security oﬃces, research facilitators, or NSF
projects on successful engagements between these groups.

Strategic Objective 4.4: Build a Network of Cybersecurity Fellows
To further address the challenge of impac ng the tens of thousands of NSF funded projects, Trusted CI
will establish a Trustworthy CI Fellowship program. This program will establish and support a network of
Fellows with diversity in both geography and scien ﬁc discipline. These fellows will have access to
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training and other resources to foster their professional development in cybersecurity. In exchange, they
will champion cybersecurity for science in their scien ﬁc and geographic communi es, and communicate
challenges and successful prac ces to Trusted CI.
Key metric of success: Coverage of scien ﬁc disciplines and geographic areas by Trusted CI Fellows.

Strategic Objective 4.5: Cybersecurity Transition to Practice
The NSF Secure and Trustworthy Cyberspace (SaTC) [23] and Cybersecurity Innova on for
Cyberinfrastructure (CICI) [45] programs regularly produces cu ng edge cybersecurity research and
development results. Trusted CI will con nue to act as a communica on conduit between the SaTC,
CICI and NSF communi es (e.g., via cybersecurity workshops [46]). In this role, Trusted CI will foster the
transi on of this research and development into prac ce in the NSF community and convey unmet
cybersecurity requirements back to the research and development communi es as targets for future
research.
Key metric of success: Examples of transi on of research to prac ce or challenges to research.

5. Conclusion
This document has put forth Trusted CI’s vision for a NSF Cybersecurity Ecosystem – a collec on of
people, knowledge, processes, and cyberinfrastructure – that is necessary to support cybersecurity
across the diverse NSF community. This vision is based on Trusted CI’s ﬁve years of working on the
challenge of cybersecurity for NSF science. A new mission statement is proposed for Trusted CI as the
en ty primarily responsible for realizing the vision. The mission statement is reﬁned with a set of
strategic objec ves, providing details and metrics of success for how Trusted CI will fulﬁll the mission.
The strategic objec ves structure Trusted CI's planned ac vi es, and include key metrics of success –
metrics that will ul mately help the NSF research community transi on cybersecurity research to
prac ce, implement a comprehensive cybersecurity program based on a newly developed NSF
Cybersecurity Framework, and draw on best prac ces from the broader R&E community.
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